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THE REASON:
PATTERN OF LIFE ANALYSIS ON MACOS AND IOS DEVICES
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THE PROBLEM – DATA ACCESS

iOS & macOS each have their own challenges

macOS FileVault Encryption

macOS File Level Encryption (routined Database)

iOS Physical Device Access via:
• Jailbreak – “Physical/Logical” Dump
• Cellebrite CAS
• GrayShift’s GrayKey



THE PROBLEM - CORRELATION
knowledgeC – /private/var/mobile/Library/CoreDuet/Knowledge/knowledgeC.db

routined – /private/var/mobile/Library/Caches/com.apple.routined/
• Cache.sqlite, Local.sqlite, Cloud.sqlite

locationd – /private/var/root/Library/Caches/locationd/
• cache_encryptedB.db
• cache_encryptedC.db

Powerlog – /private/var/containers/Shared/SystemGroup/<GUID>/Library/BatteryLife/CurrentPowerlog.PLSQL
• More in Archives/ (GZipped)

CoreDuet – /private/var/mobile/Library/CoreDuet/
• coreduetd.db
• coreduetdClassD.db
• /People/interactionC.db
• coreduetdClassA.db

Health – /private/var/mobile/Library/Health/
• healthdb.sqlite
• healthdb_secure.sqlite

Aggregate Dictionary – /private/var/mobile/Library/AggregateDictionary/ADDataStore.sqlitedb

NetUsage – /private/var/networkd/netusage.sqlite

DataUsage – /private/var//wireless/Library/Databases/DataUsage.sqlite

…and every other SQL database imaginable…



THE PROBLEM –
SQL QUERY BUILDING & SHARING
Single Query for a single purpose may take hours of building and testing

Query Validation and Testing
• OS’s Change
• Database Schemas Change
• Devices are not equal
• Platforms are not equal

Query Sharing
• Every self-respecting investigator (at least Mac/Mobile) has a text file with 

queries/partial/broken queries they have used for cases.
• Sharing is Caring –@AlexisBrignoni - https://github.com/abrignoni/DFIR-SQL-Query-Repo



THE PROBLEM – SINGLE USE SCRIPTS

Parses a Single Database

Schemas Changes

SQL Query Updates

Potentially difficult for others to update



THE PROBLEM –
AIN’T GOT TIME FOR THIS
Exigent Circumstances

Analyst Time & Case Backlogs

Analyst Expertise

Triage



THE PROBLEM –
TIMESTAMPS & STORAGE FORMATS
Timestamps

• Unix Epoch (1/1/1970 00:00:00 UTC)
• Mac Epoch (1/1/2001 00:00:00 UTC)
• Timestamps from “The Future” (Thanks, Powerlog)
• Timestamps for “Per Hour” or “Per Day” 

Data Storage
• Embedded BLOBs

• Locations mostly.
• Unknown Structures

• Embedded Plists
• GZipped Database Files
• Aggregated Data



THE PROBLEM – THE UNKNOWN

Data Retention
• Sometimes a day, sometimes for years…

Unknown (and hard to test) Column Values
• 0 and 1 do not necessarily mean True/False, On/Off in the world of Apple

Units of Measure
• WTF - is this seconds, bytes, meters, miles, infinite loops?

What in the hell Apple is doing, and why?
• ❤ you Apple!



LOCATION - GRANULAR LOCATION
CACHE.SQLITE [~7 DAYS]

~7 Days of Granular Location Data =
~40k Data Points



LOCATION – PARKING HISTORY 
LOCAL.SQLITE [~3 MONTHS]



LOCATION – SIGNIFICANT LOCATIONS
CLOUD.SQLITE [VARIABLE RETENTION]



APPLICATION USAGE – APPS USED
KNOWLEDGEC.DB [~4 WEEKS]



APPLICATION USAGE – APPS USED [1]
CURRENTPOWERLOG.PLSQL [~3 DAYS]

WARNING: Time offsets anywhere from 13 seconds in the past to 12 minutes into the future!!



APPLICATION USAGE – APPS USED [2]
CURRENTPOWERLOG.PLSQL [~3 DAYS]



HEALTH – HEART RATE
HEALTHDB_SECURE.SQLITE [FOREVER]

!



HEALTH – STEPS & DISTANCE
HEALTHDB_SECURE.SQLITE [FOREVER]



DEVICE STATUS – WHATS ON?
KNOWLEDGEC.DB – NOW PLAYING



DEVICE STATUS – LOCKED, PLUGGED IN?
KNOWLEDGEC.DB



DEVICE STATUS – PASSCODE UNLOCK
ADDATASTORE.DB



DEVICE STATUS – BATTERY LEVEL
CURRENTPOWERLOG.PLSQL



APOLLO:
APPLE PATTERN OF LIFE LAZY OUTPUT’ER
Low Bar to Entry – Easy contribution for busy Forensic Investigators

• Almost anyone can develop a SQL Query

Quick Correlation - Not perfect, but works!

Easy to update and configure SQL queries
• Across Devices & Across OS Versions

SQL Script Sharing

Dumb Script – Nothin’ fancy going on here, the real work is done by the modules
• Pro Tip: It can be used with any SQL Database and Query…Android,  Windows…even Blackberry!?
• …but I’m keeping the name because its badass.

Modules Directory – SQL Query Configuration Files, already 70+ created!

python apollo.py –output [csv, sql] <modules directory> <data directory>

!



EXAMPLE APOLLO CONFIG FILE



RUNNING APOLLO

Much faster if you 
extract the databases instead 
of whole disk dump! (>5m)



APOLLO OUTPUT EXAMPLE [1]
~25k Data Points for 09/16/2018



APOLLO OUTPUT EXAMPLE [2]
DISTRACTED DRIVING?



APOLLO OUTPUT EXAMPLE [3]
DEVICE STATUS



APOLLO OUTPUT EXAMPLE [4]
APP USAGE & BROWSING



APOLLO OUTPUT EXAMPLE [5]
CONTEXT WITH INTERACTIONS



APOLLO OUTPUT EXAMPLE [6]
HEART RATE & WORKOUT LOCATION



FUTURE IMPROVEMENTS
More Queries!

• More iOS Databases
• Additional tables in currently parsed databases
• MacOS Data
• Additional Databases, perhaps less Pattern-of-Life Data to put context to PoL data
• Additional queries in the same config for various OS versions (possible backwards compatibility)

Additional Testing – This is PoC code at best

Efficiency at full device dumps

Better BLOB Display – Possible “strings” function at least

Automatic Embedded Plist Extraction and Display

Automatic Unarchiving of PowerLog Archive GZip Files

Multiple Database Filenames

Automatic Database Coalescing

Visualization



PERFECTION, THIS ISN’T.
Proof of Concept Code

• Still needs lots of testing on various datasets, iOS versions, iOS devices
• Haven’t even started macOS support.

It ain’t pretty
• Does not work for small screened laptops.

It ain’t fast
• Not speedy on full iOS dumps, but once the specific databases are extracted pretty quick.

Only works on SQL Databases

Mo’ Data, Mo’ Problems
• Potentially a million+ data points
• SQL Query Filtering (Yo dawg, I hear you like databases so I put your databases into a database.)

Timestamps & Time Zones
• Can’t we all just agree to UTC or GTFO?



MAHALO!
Released BETA for TESTING PURPOSES ONLY at 
github.com/mac4n6

• More modules are on the way!

Contact me: 
@iamevltwin | mac4n6.com

Take a Class! SANS FOR518 – Mac and iOS Forensic Analysis & 
Incident Response
FOR518.com


