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Common Malware on macOS

§ Estimated 26% of macs infected*

§ Continues the trend of 100% YoY growth in 
infected machines since 2015

§ Distributed thru scareware / bundled software

§ Funneled attacks, not targeted.

§ Rely on social engineering and user’s habits

§ Customized experience 
Location, origin, machine type

§ Eliminating risk 
VMs, Multiple infections, user’s activity

§ An industry
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* est. 118M active macs as of May’ 19



Unchanged infection rate
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Mojave Launch

§ Mojave launched Oct. ‘18

§ By May 1st 56% already upgraded

§ Attackers have adapted 
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KillChain
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§ Gaining Permissions

§ Monetization

§ Privilege Escalation

§ Persistence

§ Code Signing



Code Signing

§ Most malware arrive bundled with other 
software or scareware

§ Properly codesigned with Developer ID

§ Apple will sometime revoke certificate in 
Gatekeeper, but are slow to response

§ Actors are ready with stocks of devIds to 
replace (from crowdsourcing)

§ Average DevID can last from days to a week(s)

Unsigned App
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Gaining Root 

Real Fake
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• ~50% of legit non-Appstore apps require user’s password
• Malware show fake login dialog to get root password
• Will use these creds for installation and persistency



Password check:
Runs "echo PASSWORD | sudo -S echo __tbt_true 2>&1” verifies __tbt_true returned

§ Password is saved for later use

Gaining Root 
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Gaining Root 
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Password is used later 
malicious activities



Persistence - Quarantine Bypass

§ Almost all samples dynamically d/l content during installation

§ Reason I: Tailor offers to client according to metrics and fingerprint machines

§ Reason II: Bypass gatekeeper and run unsigned code

§ Result: Signed apps are just shells for the actual content

§ Using tools that don’t set the com.apple.quarantine xattr flag allows d/l and run 
content anywhere and outside the sandbox
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Bundle main exec is a short bash script, decrypting a file from /Resources/enc

Persistence – Dynamic Installer
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Which drops another bash script that deobfuscates more code:

Persistence – Dynamic Installer
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§ Which drops the 3rd stage – another bash!

§ Downloads an application into /tmp folder

§ This app will run the actual installer

Persistence – Dynamic Installer
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§ PKG Contains a preinstall and 
postinstall scripts

§ Launch another bash which 
Downloads and install the app 
into /Applications folder

Persistence – PKG Installer
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§ Mechanism for getting user consent when 
apps want to access its private data or 
automate other apps

§ Mojave added more consent dialogs for 
access private data (photos, camera, mic, 
calendar etc.)

§ Also new are dialogs for Apple events. Each 
App that wants to automate another app 
needs to have specific user consent.

§ More Dialogs == Less Installs

TCC ( Transparency, Consent, and Control )
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TCC Bypass - Daemonizing

Offloading automation operations from main 
installer to daemons

§ Daemon has a different name from the 
main installer (user don’t associate)

§ Delayed run 

§ After restart

§ After period of time

§ On command from C&C

§ Dialog Appears out of nowhere



TCC Bypass
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Daemon gets installed thru a launchAgent
> launchctl load ~/Library/LaunchAgents/com.MacPerformance.plist



TCC Bypass – Clickjacking
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Using 
transparent 
window



TCC Bypass – User nagging
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§ What happens if user refuse to give permission?
§ System saves user’s choice

§ Apple’s ’tccutil’ allows reset of Security & Privacy settings

§ Loops until user finally give up and agree
§ Not requires root!



§ Daemon runs and dialog pops out of nowhere – User Approves
§ User supposed to see approved permissions in privacy settings

§ Apparently daemon permissions do not appear in UI

TCC Bypass
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TCC - vanishing TCC permissions

§ All TCC settings are saved in ~/Library/Application Support/com.apple.TCC/TCC.db (Sqlite)

§ SIP Protected for R/W.

§ Changes done thru launchctl

§ Field called client_type=0 is written when action is done from launchctl

§ Once deployed, user can never revoke daemon permission

§ P.S. - If SIP is Disabled – Malware can edit tcc.db directly 
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Browser Hijacking - Extensions

§ Main monetization vector is hijack search or 

inject ads

§ Usually done with a browser extension

§ Safari 12 now blocks legacy extensions

§ Gradually deprecating its own Extensions Gallery. 

• Starting 1/1/19, new extensions will no longer 

be accepted

§ Now Building a browser extension needs a 

developer id and create a signed app (aka 

Appex).
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Browser Hijacking - Extensions
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• Just being annoying



Browser Hijacking - Extensions
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Meet Margamish

§ Front screen is 
duplicate of user 
background image and 
set to be transparent

§ Mouse moved to 
position

§ Freeze mouse
§ Released on click

Actor: Geneio



Browser Hijacking - Extensions
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Continues on click 
or after 30 secs



Browser Hijacking - AppleScript

§ Applescript - alternative method to hijack browsers
§ Run as Daemon with automation (seen before)

§ mmLaunch decrypts osascript payload from server
§ Piped into Python process which is runs it
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§ “Allow JavaScript from Apple Events” in Safari needs

§ Enable Develop Menu

§ Be set in Safari’s Develop menu to actually inject javascript

§ Sets a keyboard shortcut for that command and 
simulate a keystroke

Browser Hijacking - AppleScript
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Default Changed
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Browser Hijacking - AppleScript

1. Wait for password dialog to appear
2. Automate password type

* Video is in slow motion



Browser Hijacking -
AppleScript
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§ osascript (apple script) is 
automating the browser

§ injects JavaScript to the page

§ Page content is read and sent 
to publishers with user data 

§ Best ad match returns



Browser Hijacking - AppleScript
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Ad is ‘slipped’ into 
user’s browser
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§ Discovered just this week
§ Installs Titanium Web Proxy (Open-Source) as Daemon
§ Sets Network proxy settings to localhost:8003

§ Installs root certificate to keychain

§ Inspects All web traffic incl. TLS

Browser Hijacking - MITM
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§ Daemon starts working 
after next reboot

§ Injects Bing search results 
as iFrame into Google

Browser Hijacking - MITM



Future - App notarization and Hardened Runtime

§ Notarization service

§ automated system that scans your software for malicious content

§ Enable code-signing for all executables

§ Opt-in to hardened runtime

§ If enforced:

§ Will be difficult to produce polymorphic applications

§ Allow apple to keep tabs on each generated sample

§ But:

§ GateKeeper…

§ Does not prevent loading of dynamic content

Notarized App

Un-Notarized App
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Summary
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Social and UI Automation goes a long way in macOS

Mojave new security features did not significantly 
effect malware operation.

Adware are not cute little PUPs. 
Should be considered as any other Malware



@airosecuritywww.airoav.com

Thank you!
(questions?)


