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Incident Response and the Process Tree



Standard Tree

launchd

PID:1

Google Chrome.app

PID: 123

PPID: 1

Calculator.app

PID: 125

PPID: 1

Calendar.app

PID: 130

PPID: 1

Terminal.app

PID: 134

PPID: 1

Google Chrome Helper

PID: 124

PPID: 123



A More Useful Tree

launchd

PID:1

Google Chrome.app

PID: 1234

PPID: 123

Calculator.app

PID: 1237

PPID: 125

Dock.app

PID: 235

PPID: 1

Terminal.app

PID: 1304

PPID: 1

Finder.app

PID: 29

PPID: 1

Spotlight.app

PID: 177

PPID: 1

Calendar.app

PID: 1303

PPID: 130



Launchctl Procinfo



Responsible Pid



$ sudo launchctl procinfo 2939

bsd proc info = {
pid = 2939
unique pid = 2939
ppid = 1
pgid = 2939

}
responsible pid = 1377
responsible unique pid = 1377
responsible path = /Applications/Slack.app/Contents/MacOS/Slack

Responsible Pid

heh?

Wat?



Responsible Pid

No PPID option!?



Path - Submitted By



Path - Plist



Dead Pids as Parents



Filling in the Blanks - Fork/Exec

ProcessA

Pid: 2

Launchd

Pid: 1

ProcessB

Pid: 3



Filling in the Blanks -> Fork

ProcessA

Pid: 2

Launchd

Pid: 1

ProcessA

Pid: 3

Fork



Filling in the Blanks -> Exec

Launchd

Pid: 1

ProcessB

Pid: 3



Filling in the Blanks -> Fork+Exec

Fork/Exec
ProcessA

Pid: 2

Launchd

Pid: 1

ProcessB

Pid: 3



Finding True Parents of Exec’ed Parents

Exec

ProcessA

Pid: 2

Launchd

Pid: 1

ProcessB

Pid: 2

ProcInfo



Introducing TrueTree

•Command Line Based
•Lightweight
•Fast
•Open Source Swift
•“Post Mortem” Analysis
•Great for IR Engagements
•Requires Root :(



TrueTree --standard



TrueTree



TrueTree --timestamps



Use Case - Dock



Use Case - Spotlight



Use Case - Finder TrueTree



Use Case - Login Windows



Use Case - Open



Use Case - AppleScript



Use Case - SSH Standard



Use Case - SSH TrueTree



Use Case - SSH Enabled



Use Case - Launchctl Standard


launchctl submit -l com.evil.whatever -- calculator.app  



Use Case - Launchctl TrueTree



Use Case - Office Macros Standard



Use Case - Office Macros TrueTree



Use Case - Time Based Assumptions



Use Case - WindTail



Use Case - URLScheme (Safari) Standard



Use Case - URLScheme (Safari)



Use Case - URLScheme (Chrome)





Use Case - URLScheme + Office Macro 
(Chrome) Standard



themittenmac.com

http://themittenmac.com


TrueTree is available for download

 

www.themittenmac.com

Source Code available on GitHub
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