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Missed OBTS v1.0? No worries! 

Apple Pattern of Life Lazy Output’er
github.com/mac4n6/APOLLO

One lazy python script to run many SQL queries on many databases
Module Based w/ a Python script

Database  Filename
SQL Query
Correlation Timestamp

Current Stats:
165 Modules
With macOS support, probably well over 200! 



What’s New?

Python3
KMZ Location Output
Many, many, many more iOS modules
Android Support (ARTEMIS, now supported by iLEAPP)

github.com/abrignoni/iLEAPP
github.com/abrignoni/ALEAPP

Commercial Tool Support
…and of course official Mac Support (very, very soon)!



BlackBag BlackLight (blackbagtech.com)



So many new modules, where to start?

KnowledgeC Net Usage InterationsC Notifications

Powerlog TCC Launch Services 
Quarantine ExecPolicy/KextPolicy



knowledgeC.db – Application Usage



knowledgeC.db – Application Intents



knowledgeC.db – Application Intents



knowledgeC.db – Safari Web Browsing



knowledgeC.db – Application Notifications



knowledgeC.db – Application Notifications



knowledgeC.db – Now Playing



Network Usage (netusage.sqlite)



interactionC.db – Contact Interactions



Application Notifications 
(com.apple.notificationcenter/db2/)



App Notifications



CurrentPowerlog.PLSQL – Front Most App



CurrentPowerlog.PLSQL – App Info



CurrentPowerlog.PLSQL – Clamshell State 



CurrentPowerlog.PLSQL – Idle User?



TCC.db (Transparency, Consent, Control) - User



TCC.db (Transparency, Consent, Control) - System



Launch Services Quarantine
(com.apple.LaunchServices.QuarantineEventsV2)



ExecPolicy Exec Measurements (Part 1) –



ExecPolicy – Exec Measurements (Part 2)



ExecPolicy – Exec Policy Scan



ExecPolicy – Exec Policy Scan Targets



KextPolicy – Kext Load History



Why APOLLO? Put the puzzle together!
Scenario:
Doing quality assurance research about sinks 
(no, not really)
Need a video for a presentation
Got a great one on my iPhone!
Send to my laptop via AirDrop (sharingd)
Open and watch video before putting it into my 
super exciting Sink QA presentation



Why APOLLO? Put the puzzle together!



So…What’s Next?
These modules – Will Release Soon!

github.com/mac4n6/APOLLO
Support for older macOS (back to 10.13 at least)
Who wants to write Android/Windows/etc modules?

Current support with [–p other –v yolo]
Happy to build in ‘official’ –v versions when modules created.

Powerlog Gzip’ed Log Files
More Mac & iOS modules!

Native Application Specific
Output Options - Improved CSV/Separate CSV,  JSON
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