
Reverse Engineering 
iOS with Frida

By Christine Fossaceca

Approved for Public Release; Distribution Unlimited. Public Release Case Number 21-2938. The author’s affiliation with The MITRE Corporation is provided for identification purposes only and is not intended to 
convey or imply MITRE’s concurrence with, or support for, the positions, opinions or viewpoints expressed by the author. Copyright © 2021 The MITRE Corporation. All Rights Reserved.



$whoami
• Senior Reverse Engineer @ The MITRE Corporation

• Researcher @furiousmac

• Dog Mom @ Honey  

TM



$whoami
• Advocate for Women in Cyber

• CoHost @

Marion Marshalek @pinkflawd



Agenda

• About Frida 

• How to Set it Up for iOS

• My methodologies + live demos of things you 
can do! :)
• Methodology #1: Connect and Explore
• Methodology #2: Catch and Release
• Methodology #3: Python Baby! 

• Hot Tool Tips 🔥

• Conclusion + Questions? 



Frida: a 
brief 
history
• Ole André V. Ravnås @oleavr

• Researcher at NowSecure

• “Think of it as a library for 
building debuggers”

• “Dynamic Instrumentation 
Toolkit”



“Dynamic Instrumentation Toolkit”

• Static 🥶 vs. Dynamic 🔥

• Instrumentation 🎻 describes 
how you are handling the binary 
itself. 

• This is most useful for native 
process debugging, because you 
can break on specific areas in a 
binary without having source 
code

Some function

Inject before 

Inject after



Frida in general

• Devices
• Frida can be used on MacOS, PC, or Linux
• Host PC can be target, or remote device (i.e. Android or iOS)
• Can even use it to debug Node.js processes!

• Applications or Native Processes
• For a great tutorial on reverse engineering iOS Apps, check out 
• Or Begam’s (Cellebrite) DFRWS 2020 Frida Workshop! @shloopen



In this 
Demo



Prepping your computer

• pip3 install frida-tools

• Python 3.9 is the best right now

Note!! You need the same version of Frida on 
your computer and your device  



Prepping your iOS device: jailbreaking

if youriPhone <= iPhoneX:

use checkra1n

else

use Altstore + unc0ver

(this is for jailbreaking 64 bit devices only!!) 



Prepping your iOS device: get Cydia

• Normally it is included with your jailbreak, but if not, you can 
download the .deb directly from the Cydia website
• Add Frida as a Source
• https://build.frida.re
• Download + Install Frida



Quick Test

• Sanity check with

frida --version

frida-ps –U

(U means access remote device over USB) 



Methodology #1:  Connect and Explore 



Thanks Jonathan Levin

“Libraries” in C or “Modules” in Frida



Example: 
bluetoothd

• One of the biggest roadblocks right now is 
there is no help page……

• But, once you get the hang of it, it is actually 
pretty easy to use. 

• Start by pressing TAB and you can see the 
different capabilities of Frida. For example, 
MATH is a class of mathematical constants and 
functions that can be used in your scripts.

• Process.enumerateModules

• Process.enumerateRanges('rw’)
• Script Hooking



Methodology #2: “Catch and 
Release”

• You know how to find the load address +path of a particular library, but what if 
you want to examine specific functions in that library?

• Objective C vs Non Objective C functions

• frida-trace –U bluetoothd –m “*[* *Location]”
• frida-trace –U bluetoothd –i “*Location”

Objective C Function

Regular Function



iOS Zero Click 
Exploit
• First reported as Megalodon by 

Amnesty International, and was 
later reported as FORCEDENTRY by 
CitizenLab
• Really awesome report by Trend 

Micro’s Mickey Jin @patch1t
• Series of GIFs that were maliciously 

encoded PDFs
• So, how can you look into this too? 



TrendMicro/Amnesty Report

CG – Core Graphics

https://www.trendmicro.com/en_us/research/21/i/analyzing-pegasus-spywares-zero-click-iphone-exploit-
forcedentry.html



Methodology #3:  Python baby!

• pip3 install frida #python bindings
• You can use python to run your javascript files
• Iterate faster 
• Useful because you can pass data back to python and continue to 

operate on it

•✨Special Thanks✨ Ryan Grandgenett



Hot Tool Tips 🔥

• Case Insensitive Searching
• Added by @Hexploitable
• frida-trace –U Messages –i “*test*/i”
• frida-trace –U Messages –m “*[* *test*]/i”

• Live editing Javascript (Thanks Dr. Jiska Classen!)@naehrdine
• frida –U Messages –no-pause –l Script.js

• Ephemeral process (Thanks Ole Andre!) @oleavr
• frida-trace -U –W com.apple.imcore.imtransferagent -i open
• (This is experimental/ WIP)

Regular function

Objective-C function



Conclusion

• Frida is FREE
• Frida is OPEN SOURCE (so if 

something is broken, make 
a ticket, or make a 
contribution via Github J ) 
• Frida is EASY TO USE! (I 

hope you think so now too)



Questions?
@xine in the Discord

christine@herhaxpodcast.com
@x71n3 on Twitter

Like and Subscribe to OBTS!

mailto:christine@herhaxpodcast.com

