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Cat Self • Former Artist

• Military Intelligence Veteran 

• Red Teamer, Threat Hunter @Target

• Lead macOS & Linux ATT&CK @MITRE
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adam p • Past academic, defender, CTI analyst

• Former live sound engineer

• Part of ATT&CK since it was in Excel

• Lead MITRE ATT&CK
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MITRE ATT&CK®

Knowledge Base

ATT&CK Is …

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution 
unlimited 21-00706-16



@coolestcatiknow
@_whatshisface

What is 

?
A knowledge base of 
adversary behavior

Ø Based on real-world observations
Ø Free, open, and globally accessible
Ø A common language
Ø Community-driven
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ATT&CK FOR ENTERPRISE MATRIX
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ATT&CK FOR MACOS MATRIX
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ATT&CK TACTICS: THE ADVERSARY’S TECHNICAL GOALS
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ATT&CK TECHNIQUE: HOW THE GOALS ARE ACHIEVED
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ATT&CK SUB-TECHNIQUE: MORE SPECIFIC TECHNIQUE
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INSIDE A TECHNIQUE
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TECHNIQUE DESCRIPTION
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TECHNIQUE EXTERNAL REPORTING
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ATT&CK: TECHNIQUE METADATA
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ATT&CK: PROCEDURES
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ATT&CK: DETECTION IDEAS
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ATT&CK: DETECTION IDEAS
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ATT&CK: REFERENCES
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WHAT’S DIFFERENT ABOUT ATT&CK FOR MAC?

§ Built in hardware security (Notarization)

§ Opt-in Programs (Gatekeeper, Sandbox)

§ Mic drop hardware changes

§ Local Admin for everyone!

§ Exploitation verses behavior

§ Lacking Documentation

§ Limited reporting (especially on adversary behaviors)
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INTRO TO OCEAN LOTUS

• 2012-present - believed to be the 

Vietnamese government

• MacOS, Windows, Android Spyware

• Human rights + Vietnamese interests
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ATT&CK Postures

Engineering & 
Assessment

Threat HuntingCyber Threat 
Intelligence

Adversary 
Emulation
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Cyber Threat 
Intelligence

Using ATT&CK for …
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ATT&CK FOR CTI

• CTI in ATT&CK

• CTI  from external reporting

• CTI from your own data
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OCEANLOTUS IN ATT&CK

OceanLotus
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ATT&CK TECHNIQUES FROM A GROUP PAGE

OceanLotus
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OCEAN LOTUS TECHNIQUES OVERLAP WITH MAC ATT&CK
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OCEAN LOTUS TECHNIQUES
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Active Scanning
Gather Victim Host Information

Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information

Phishing for Information
Search Closed Sources
Search Open Technical Databases

Search Open Websites/Domains

Search Victim-Owned Websites

Reconnaissance
Acquire Infrastructure
Compromise Accounts
Compromise Infrastructure

Develop Capabilities
Establish Accounts
Obtain Capabilities
Stage Capabilities

Resource Development
Drive-by Compromise
Exploit Public-Facing Application

External Remote Services
Hardware Additions
Phishing

Replication Through Removable Media

Supply Chain Compromise
Trusted Relationship
Valid Accounts

Spearphishing Attachment

Spearphishing Link
Spearphishing via Service

Initial Access
Command and Scripting Interpreter

Exploitation for Client Execution

Inter-Process Communication

Native API
Scheduled Task/Job

Shared Modules
Software Deployment Tools

System Services
User Execution

Windows Management Instrumentation

PowerShell
AppleScript
Windows Command Shell
Unix Shell
Visual Basic
Python
JavaScript

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers

Malicious Link
Malicious File

Execution
Account Manipulation
BITS Jobs
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts

Browser Extensions
Compromise Client Software Binary

Create Account
Create or Modify System Process

Event Triggered Execution

External Remote Services
Hijack Execution Flow

Modify Authentication Process

Office Application Startup

Pre-OS Boot
Scheduled Task/Job

Server Software Component

Traffic Signaling
Valid Accounts

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness
Executable

Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path
Path

Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking

DLL Side-Loading
Dynamic Linker Hijacking

Dylib Hijacking
COR_PROFILER

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers

Persistence
Abuse Elevation Control Mechanism

Access Token Manipulation

Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts

Create or Modify System Process

Domain Policy Modification

Escape to Host
Event Triggered Execution

Exploitation for Privilege Escalation

Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness
Executable

Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path
Path

Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking

DLL Side-Loading
Dynamic Linker Hijacking

Dylib Hijacking
COR_PROFILER

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection

Process Doppelgänging
Process Hollowing
VDSO Hijacking

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers

Privilege Escalation
Abuse Elevation Control Mechanism

Access Token Manipulation

BITS Jobs
Deobfuscate/Decode Files or Information

Direct Volume Access
Domain Policy Modification

Execution Guardrails
Exploitation for Defense Evasion

File and Directory Permissions Modification

Hide Artifacts

Hijack Execution Flow

Impair Defenses

Indicator Removal on Host

Indirect Command Execution

Masquerading

Modify Authentication Process

Modify Registry
Obfuscated Files or Information

Pre-OS Boot
Process Injection

Rogue Domain Controller
Rootkit
Signed Binary Proxy Execution

Signed Script Proxy Execution

Subvert Trust Controls

Template Injection
Traffic Signaling
Trusted Developer Utilities Proxy Execution

Use Alternate Authentication Material

Valid Accounts
Virtualization/Sandbox Evasion

XSL Script Processing

Hidden Files and Directories

Hidden Users
Hidden Window
NTFS File Attributes
Hidden File System
Run Virtual Instance
VBA Stomping

Services File Permissions Weakness
Executable

Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path
Path

Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking

DLL Side-Loading
Dynamic Linker Hijacking

Dylib Hijacking
COR_PROFILER

Disable or Modify Tools
Disable Windows Event Logging
Impair Command History Logging

Disable or Modify System Firewall

Indicator Blocking

Clear Windows Event Logs

Clear Linux or Mac System Logs

Clear Command History
File Deletion
Network Share Connection Removal

Timestomp

Invalid Code Signature
Right-to-Left Override
Rename System Utilities
Masquerade Task or Service
Match Legitimate Name or Location

Space after Filename

Binary Padding
Software Packing
Steganography
Compile After Delivery
Indicator Removal from Tools

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection

Process Doppelgänging
Process Hollowing
VDSO Hijacking

Gatekeeper Bypass
Code Signing
SIP and Trust Provider Hijacking

Install Root Certificate

Mark-of-the-Web Bypass
Code Signing Policy Modification

System Checks
User Activity Based Checks

Time Based Evasion

Defense Evasion
Brute Force
Credentials from Password Stores

Exploitation for Credential Access

Forced Authentication
Forge Web Credentials
Input Capture
Man-in-the-Middle
Modify Authentication Process

Network Sniffing
OS Credential Dumping
Steal or Forge Kerberos Tickets

Steal Web Session Cookie
Two-Factor Authentication Interception

Unsecured Credentials

Credential Access
Account Discovery
Application Window Discovery

Browser Bookmark Discovery

Domain Trust Discovery
File and Directory Discovery

Network Service Scanning
Network Share Discovery
Network Sniffing
Password Policy Discovery

Peripheral Device Discovery

Permission Groups Discovery

Process Discovery
Query Registry
Remote System Discovery
Software Discovery
System Information Discovery

System Location Discovery

System Network Configuration Discovery

System Network Connections Discovery

System Owner/User Discovery

System Service Discovery
System Time Discovery
Virtualization/Sandbox Evasion

System Checks
User Activity Based Checks

Time Based Evasion

Discovery
Exploitation of Remote Services

Internal Spearphishing
Lateral Tool Transfer
Remote Service Session Hijacking

Remote Services
Replication Through Removable Media

Software Deployment Tools

Taint Shared Content
Use Alternate Authentication Material

Lateral Movement
Archive Collected Data

Audio Capture
Automated Collection
Clipboard Data
Data from Information Repositories

Data from Local System
Data from Network Shared Drive

Data from Removable Media

Data Staged
Email Collection
Input Capture
Man in the Browser
Man-in-the-Middle
Screen Capture
Video Capture

Archive via Utility
Archive via Library
Archive via Custom Method

Collection
Application Layer Protocol

Communication Through Removable Media

Data Encoding

Data Obfuscation
Dynamic Resolution
Encrypted Channel
Fallback Channels
Ingress Tool Transfer
Multi-Stage Channels
Non-Application Layer Protocol

Non-Standard Port
Protocol Tunneling
Proxy
Remote Access Software
Traffic Signaling
Web Service

Web Protocols
File Transfer Protocols
Mail Protocols
DNS

Standard Encoding
Non-Standard Encoding

Command and Control
Automated Exfiltration
Data Transfer Size Limits

Exfiltration Over Alternative Protocol

Exfiltration Over C2 Channel

Exfiltration Over Other Network Medium

Exfiltration Over Physical Medium

Exfiltration Over Web Service

Scheduled Transfer

Exfiltration
Account Access Removal
Data Destruction
Data Encrypted for Impact

Data Manipulation
Defacement
Disk Wipe
Endpoint Denial of Service

Firmware Corruption
Inhibit System Recovery
Network Denial of Service

Resource Hijacking
Service Stop
System Shutdown/Reboot

Impact

TECHNIQUES FROM OCEAN LOTUS’ MALWARE
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Active Scanning
Gather Victim Host Information
Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information
Phishing for Information

Search Closed Sources
Search Open Technical Databases
Search Open Websites/Domains
Search Victim-Owned Websites

Credentials
Email Addresses
Employee Names

Spearphishing Service
Spearphishing Attachment
Spearphishing Link

Reconnaissance
Acquire Infrastructure

Compromise Accounts
Compromise Infrastructure
Develop Capabilities
Establish Accounts

Obtain Capabilities
Stage Capabilities

Domains
DNS Server
Virtual Private Server
Server
Botnet
Web Services

Social Media Accounts
Email Accounts

Upload Malware
Upload Tool
Install Digital Certificate
Drive-by Target
Link Target

Resource Development
Drive-by Compromise
Exploit Public-Facing Application

External Remote Services
Hardware Additions
Phishing

Replication Through Removable Media
Supply Chain Compromise
Trusted Relationship
Valid Accounts

Spearphishing Attachment
Spearphishing Link
Spearphishing via Service

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Initial Access
Command and Scripting Interpreter

Container Administration Command
Deploy Container
Exploitation for Client Execution

Inter-Process Communication
Native API
Scheduled Task/Job

Shared Modules
Software Deployment Tools
System Services

User Execution

Windows Management Instrumentation

PowerShell
AppleScript
Windows Command Shell
Unix Shell
Visual Basic
Python
JavaScript
Network Device CLI

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Launchctl
Service Execution

Malicious Link
Malicious File
Malicious Image

Execution
Account Manipulation
BITS Jobs
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Browser Extensions
Compromise Client Software Binary

Create Account
Create or Modify System Process

Event Triggered Execution
External Remote Services
Hijack Execution Flow

Implant Internal Image
Modify Authentication Process
Office Application Startup
Pre-OS Boot
Scheduled Task/Job

Server Software Component

Traffic Signaling
Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

SQL Stored Procedures
Transport Agent
Web Shell

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Persistence
Abuse Elevation Control Mechanism

Access Token Manipulation
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Create or Modify System Process

Domain Policy Modification
Escape to Host
Event Triggered Execution
Exploitation for Privilege Escalation
Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Privilege Escalation
Abuse Elevation Control Mechanism

Access Token Manipulation
BITS Jobs
Build Image on Host
Deobfuscate/Decode Files or Information
Deploy Container
Direct Volume Access
Domain Policy Modification
Execution Guardrails
Exploitation for Defense Evasion
File and Directory Permissions Modification

Hide Artifacts

Hijack Execution Flow

Impair Defenses

Indicator Removal on Host

Indirect Command Execution
Masquerading

Modify Authentication Process
Modify Cloud Compute Infrastructure
Modify Registry
Modify System Image
Network Boundary Bridging
Obfuscated Files or Information

Pre-OS Boot
Process Injection

Rogue Domain Controller
Rootkit
Signed Binary Proxy Execution

Signed Script Proxy Execution

Subvert Trust Controls

Template Injection
Traffic Signaling
Trusted Developer Utilities Proxy Execution

Unused/Unsupported Cloud Regions
Use Alternate Authentication Material

Valid Accounts

Virtualization/Sandbox Evasion

Weaken Encryption
XSL Script Processing

Windows File and Directory Permissions Modification

Linux and Mac File and Directory Permissions Modification

Hidden Files and Directories
Hidden Users
Hidden Window
NTFS File Attributes
Hidden File System
Run Virtual Instance
VBA Stomping

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Disable or Modify Tools
Disable Windows Event Logging
Impair Command History Logging

Disable or Modify System Firewall
Indicator Blocking
Disable or Modify Cloud Firewall

Disable Cloud Logs

Clear Windows Event Logs
Clear Linux or Mac System Logs

Clear Command History
File Deletion
Network Share Connection Removal

Timestomp

Invalid Code Signature
Right-to-Left Override
Rename System Utilities
Masquerade Task or Service
Match Legitimate Name or Location
Space after Filename

Binary Padding
Software Packing
Steganography
Compile After Delivery
Indicator Removal from Tools

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

Rundll32
Compiled HTML File
Control Panel
CMSTP
InstallUtil
Mshta
Regsvcs/Regasm
Regsvr32
Msiexec
Odbcconf
Verclsid

PubPrn

Gatekeeper Bypass
Code Signing
SIP and Trust Provider Hijacking

Install Root Certificate
Mark-of-the-Web Bypass
Code Signing Policy Modification

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

System Checks
User Activity Based Checks
Time Based Evasion

Defense Evasion
Brute Force
Credentials from Password Stores
Exploitation for Credential Access
Forced Authentication
Forge Web Credentials
Input Capture

Man-in-the-Middle
Modify Authentication Process
Network Sniffing
OS Credential Dumping

Steal Application Access Token
Steal or Forge Kerberos Tickets
Steal Web Session Cookie
Two-Factor Authentication Interception

Unsecured Credentials

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

LSASS Memory
Security Account Manager
NTDS
DCSync
Proc Filesystem
/etc/passwd and /etc/shadow
Cached Domain Credentials
LSA Secrets

Credentials In Files
Credentials in Registry
Bash History
Private Keys
Cloud Instance Metadata API
Group Policy Preferences
Container API

Credential Access
Account Discovery

Application Window Discovery
Browser Bookmark Discovery
Cloud Infrastructure Discovery
Cloud Service Dashboard
Cloud Service Discovery
Container and Resource Discovery
Domain Trust Discovery
File and Directory Discovery
Network Service Scanning
Network Share Discovery
Network Sniffing
Password Policy Discovery
Peripheral Device Discovery
Permission Groups Discovery
Process Discovery
Query Registry
Remote System Discovery
Software Discovery
System Information Discovery
System Location Discovery
System Network Configuration Discovery

System Network Connections Discovery
System Owner/User Discovery
System Service Discovery
System Time Discovery
Virtualization/Sandbox Evasion

Local Account
Domain Account
Email Account
Cloud Account

System Checks
User Activity Based Checks
Time Based Evasion

Discovery
Exploitation of Remote Services
Internal Spearphishing
Lateral Tool Transfer
Remote Service Session Hijacking
Remote Services

Replication Through Removable Media
Software Deployment Tools
Taint Shared Content
Use Alternate Authentication Material

Remote Desktop Protocol
SMB/Windows Admin Shares
Distributed Component Object Model

SSH
VNC
Windows Remote Management

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Lateral Movement
Archive Collected Data

Audio Capture
Automated Collection
Clipboard Data
Data from Cloud Storage Object
Data from Configuration Repository
Data from Information Repositories
Data from Local System
Data from Network Shared Drive
Data from Removable Media
Data Staged
Email Collection
Input Capture

Man in the Browser
Man-in-the-Middle
Screen Capture
Video Capture

Archive via Utility
Archive via Library
Archive via Custom Method

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

Collection
Application Layer Protocol

Communication Through Removable Media
Data Encoding

Data Obfuscation
Dynamic Resolution
Encrypted Channel
Fallback Channels
Ingress Tool Transfer
Multi-Stage Channels
Non-Application Layer Protocol
Non-Standard Port
Protocol Tunneling
Proxy
Remote Access Software
Traffic Signaling
Web Service

Web Protocols
File Transfer Protocols
Mail Protocols
DNS

Standard Encoding
Non-Standard Encoding

Command and Control
Automated Exfiltration
Data Transfer Size Limits
Exfiltration Over Alternative Protocol

Exfiltration Over C2 Channel
Exfiltration Over Other Network Medium

Exfiltration Over Physical Medium

Exfiltration Over Web Service
Scheduled Transfer
Transfer Data to Cloud Account

Exfiltration Over Symmetric Encrypted Non-C2 Protocol

Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol

Exfiltration
Account Access Removal
Data Destruction
Data Encrypted for Impact
Data Manipulation
Defacement
Disk Wipe
Endpoint Denial of Service
Firmware Corruption
Inhibit System Recovery
Network Denial of Service
Resource Hijacking
Service Stop
System Shutdown/Reboot

Impact

PULLING IT ALL TOGETHER
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Active Scanning
Gather Victim Host Information
Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information
Phishing for Information

Search Closed Sources
Search Open Technical Databases
Search Open Websites/Domains
Search Victim-Owned Websites

Credentials
Email Addresses
Employee Names

Spearphishing Service
Spearphishing Attachment
Spearphishing Link

Reconnaissance
Acquire Infrastructure

Compromise Accounts
Compromise Infrastructure
Develop Capabilities
Establish Accounts

Obtain Capabilities
Stage Capabilities

Domains
DNS Server
Virtual Private Server
Server
Botnet
Web Services

Social Media Accounts
Email Accounts

Upload Malware
Upload Tool
Install Digital Certificate
Drive-by Target
Link Target

Resource Development
Drive-by Compromise
Exploit Public-Facing Application

External Remote Services
Hardware Additions
Phishing

Replication Through Removable Media
Supply Chain Compromise
Trusted Relationship
Valid Accounts

Spearphishing Attachment
Spearphishing Link
Spearphishing via Service

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Initial Access
Command and Scripting Interpreter

Container Administration Command
Deploy Container
Exploitation for Client Execution

Inter-Process Communication
Native API
Scheduled Task/Job

Shared Modules
Software Deployment Tools
System Services

User Execution

Windows Management Instrumentation

PowerShell
AppleScript
Windows Command Shell
Unix Shell
Visual Basic
Python
JavaScript
Network Device CLI

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Launchctl
Service Execution

Malicious Link
Malicious File
Malicious Image

Execution
Account Manipulation
BITS Jobs
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Browser Extensions
Compromise Client Software Binary

Create Account
Create or Modify System Process

Event Triggered Execution
External Remote Services
Hijack Execution Flow

Implant Internal Image
Modify Authentication Process
Office Application Startup
Pre-OS Boot
Scheduled Task/Job

Server Software Component

Traffic Signaling
Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

SQL Stored Procedures
Transport Agent
Web Shell

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Persistence
Abuse Elevation Control Mechanism

Access Token Manipulation
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Create or Modify System Process

Domain Policy Modification
Escape to Host
Event Triggered Execution
Exploitation for Privilege Escalation
Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Privilege Escalation
Abuse Elevation Control Mechanism

Access Token Manipulation
BITS Jobs
Build Image on Host
Deobfuscate/Decode Files or Information
Deploy Container
Direct Volume Access
Domain Policy Modification
Execution Guardrails
Exploitation for Defense Evasion
File and Directory Permissions Modification

Hide Artifacts

Hijack Execution Flow

Impair Defenses

Indicator Removal on Host

Indirect Command Execution
Masquerading

Modify Authentication Process
Modify Cloud Compute Infrastructure
Modify Registry
Modify System Image
Network Boundary Bridging
Obfuscated Files or Information

Pre-OS Boot
Process Injection

Rogue Domain Controller
Rootkit
Signed Binary Proxy Execution

Signed Script Proxy Execution

Subvert Trust Controls

Template Injection
Traffic Signaling
Trusted Developer Utilities Proxy Execution

Unused/Unsupported Cloud Regions
Use Alternate Authentication Material

Valid Accounts

Virtualization/Sandbox Evasion

Weaken Encryption
XSL Script Processing

Windows File and Directory Permissions Modification

Linux and Mac File and Directory Permissions Modification

Hidden Files and Directories
Hidden Users
Hidden Window
NTFS File Attributes
Hidden File System
Run Virtual Instance
VBA Stomping

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Disable or Modify Tools
Disable Windows Event Logging
Impair Command History Logging

Disable or Modify System Firewall
Indicator Blocking
Disable or Modify Cloud Firewall

Disable Cloud Logs

Clear Windows Event Logs
Clear Linux or Mac System Logs

Clear Command History
File Deletion
Network Share Connection Removal

Timestomp

Invalid Code Signature
Right-to-Left Override
Rename System Utilities
Masquerade Task or Service
Match Legitimate Name or Location
Space after Filename

Binary Padding
Software Packing
Steganography
Compile After Delivery
Indicator Removal from Tools

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

Rundll32
Compiled HTML File
Control Panel
CMSTP
InstallUtil
Mshta
Regsvcs/Regasm
Regsvr32
Msiexec
Odbcconf
Verclsid

PubPrn

Gatekeeper Bypass
Code Signing
SIP and Trust Provider Hijacking

Install Root Certificate
Mark-of-the-Web Bypass
Code Signing Policy Modification

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

System Checks
User Activity Based Checks
Time Based Evasion

Defense Evasion
Brute Force
Credentials from Password Stores
Exploitation for Credential Access
Forced Authentication
Forge Web Credentials
Input Capture

Man-in-the-Middle
Modify Authentication Process
Network Sniffing
OS Credential Dumping

Steal Application Access Token
Steal or Forge Kerberos Tickets
Steal Web Session Cookie
Two-Factor Authentication Interception

Unsecured Credentials

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

LSASS Memory
Security Account Manager
NTDS
DCSync
Proc Filesystem
/etc/passwd and /etc/shadow
Cached Domain Credentials
LSA Secrets

Credentials In Files
Credentials in Registry
Bash History
Private Keys
Cloud Instance Metadata API
Group Policy Preferences
Container API

Credential Access
Account Discovery

Application Window Discovery
Browser Bookmark Discovery
Cloud Infrastructure Discovery
Cloud Service Dashboard
Cloud Service Discovery
Container and Resource Discovery
Domain Trust Discovery
File and Directory Discovery
Network Service Scanning
Network Share Discovery
Network Sniffing
Password Policy Discovery
Peripheral Device Discovery
Permission Groups Discovery
Process Discovery
Query Registry
Remote System Discovery
Software Discovery
System Information Discovery
System Location Discovery
System Network Configuration Discovery

System Network Connections Discovery
System Owner/User Discovery
System Service Discovery
System Time Discovery
Virtualization/Sandbox Evasion

Local Account
Domain Account
Email Account
Cloud Account

System Checks
User Activity Based Checks
Time Based Evasion

Discovery
Exploitation of Remote Services
Internal Spearphishing
Lateral Tool Transfer
Remote Service Session Hijacking
Remote Services

Replication Through Removable Media
Software Deployment Tools
Taint Shared Content
Use Alternate Authentication Material

Remote Desktop Protocol
SMB/Windows Admin Shares
Distributed Component Object Model

SSH
VNC
Windows Remote Management

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Lateral Movement
Archive Collected Data

Audio Capture
Automated Collection
Clipboard Data
Data from Cloud Storage Object
Data from Configuration Repository
Data from Information Repositories
Data from Local System
Data from Network Shared Drive
Data from Removable Media
Data Staged
Email Collection
Input Capture

Man in the Browser
Man-in-the-Middle
Screen Capture
Video Capture

Archive via Utility
Archive via Library
Archive via Custom Method

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

Collection
Application Layer Protocol

Communication Through Removable Media
Data Encoding

Data Obfuscation
Dynamic Resolution
Encrypted Channel
Fallback Channels
Ingress Tool Transfer
Multi-Stage Channels
Non-Application Layer Protocol
Non-Standard Port
Protocol Tunneling
Proxy
Remote Access Software
Traffic Signaling
Web Service

Web Protocols
File Transfer Protocols
Mail Protocols
DNS

Standard Encoding
Non-Standard Encoding

Command and Control
Automated Exfiltration
Data Transfer Size Limits
Exfiltration Over Alternative Protocol

Exfiltration Over C2 Channel
Exfiltration Over Other Network Medium

Exfiltration Over Physical Medium

Exfiltration Over Web Service
Scheduled Transfer
Transfer Data to Cloud Account

Exfiltration Over Symmetric Encrypted Non-C2 Protocol

Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol

Exfiltration
Account Access Removal
Data Destruction
Data Encrypted for Impact
Data Manipulation
Defacement
Disk Wipe
Endpoint Denial of Service
Firmware Corruption
Inhibit System Recovery
Network Denial of Service
Resource Hijacking
Service Stop
System Shutdown/Reboot

Impact
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ADDING EXTERNAL REPORTING: MAPPING TO ATT&CK

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
From: https://www.trendmicro.com/en_us/research/18/d/new-macos-backdoor-linked-to-oceanlotus-found.html

T1082 – System Information DiscoveryT1033 – System Owner/User Discovery

T1070.006 – Indicator Removal on Host: Timestomp
T1564.001 – Hide Artifacts: Hidden Files and Directories

T1543.001 – Create or Modify System Process: Launch Agent

T1543.004 – Create or Modify System Process: Launch Daemon
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ATT&CK MAPPING PROCESS

0. Find the behavior
1. Research the behavior
2. Identify the Tactic(s)
3. Identify the Technique(s)
4. Identify the Sub-Technique(s)
5. Compare notes

https://us-cert.cisa.gov/best-practices-mitre-attckr-mapping

https://www.cybrary.it/course/mitre-attack-defender-mad-attack-for-cyber-threat-intelligence

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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LEVERAGING INTERNAL INTEL

§ Map internal reporting

§ GitHub resources

§ In-depth technical products 

§ Red & Threat Hunting teams

§ Honeypot Reports

§ Binary analysis

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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T1027 – Obfuscated Files or Information

T1553.001 – Subvert Trust Controls:
Gatekeeper Bypass

MAPPING DIRECTLY FROM A SAMPLE

©2021 The MITRE corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16.

T1083 – File and Directory Discovery

T1140 – Deobfuscate/Decode Files or Information

T1070.004 – Indicator Removal on 
Host: File Deletion

T1059.004 – Command and Scripting 
Interpreter: Unix Shell
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Threat Hunting
Using ATT&CK for …

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution 
unlimited 21-00706-16
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Active Scanning
Gather Victim Host Information
Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information
Phishing for Information

Search Closed Sources
Search Open Technical Databases
Search Open Websites/Domains
Search Victim-Owned Websites

Credentials
Email Addresses
Employee Names

Spearphishing Service
Spearphishing Attachment
Spearphishing Link

Reconnaissance
Acquire Infrastructure

Compromise Accounts
Compromise Infrastructure
Develop Capabilities
Establish Accounts

Obtain Capabilities
Stage Capabilities

Domains
DNS Server
Virtual Private Server
Server
Botnet
Web Services

Social Media Accounts
Email Accounts

Upload Malware
Upload Tool
Install Digital Certificate
Drive-by Target
Link Target

Resource Development
Drive-by Compromise
Exploit Public-Facing Application

External Remote Services
Hardware Additions
Phishing

Replication Through Removable Media
Supply Chain Compromise
Trusted Relationship
Valid Accounts

Spearphishing Attachment
Spearphishing Link
Spearphishing via Service

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Initial Access
Command and Scripting Interpreter

Container Administration Command
Deploy Container
Exploitation for Client Execution

Inter-Process Communication
Native API
Scheduled Task/Job

Shared Modules
Software Deployment Tools
System Services

User Execution

Windows Management Instrumentation

PowerShell
AppleScript
Windows Command Shell
Unix Shell
Visual Basic
Python
JavaScript
Network Device CLI

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Launchctl
Service Execution

Malicious Link
Malicious File
Malicious Image

Execution
Account Manipulation
BITS Jobs
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Browser Extensions
Compromise Client Software Binary

Create Account
Create or Modify System Process

Event Triggered Execution
External Remote Services
Hijack Execution Flow

Implant Internal Image
Modify Authentication Process
Office Application Startup
Pre-OS Boot
Scheduled Task/Job

Server Software Component

Traffic Signaling
Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

SQL Stored Procedures
Transport Agent
Web Shell

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Persistence
Abuse Elevation Control Mechanism

Access Token Manipulation
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Create or Modify System Process

Domain Policy Modification
Escape to Host
Event Triggered Execution
Exploitation for Privilege Escalation
Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Privilege Escalation
Abuse Elevation Control Mechanism

Access Token Manipulation
BITS Jobs
Build Image on Host
Deobfuscate/Decode Files or Information
Deploy Container
Direct Volume Access
Domain Policy Modification
Execution Guardrails
Exploitation for Defense Evasion
File and Directory Permissions Modification

Hide Artifacts

Hijack Execution Flow

Impair Defenses

Indicator Removal on Host

Indirect Command Execution
Masquerading

Modify Authentication Process
Modify Cloud Compute Infrastructure
Modify Registry
Modify System Image
Network Boundary Bridging
Obfuscated Files or Information

Pre-OS Boot
Process Injection

Rogue Domain Controller
Rootkit
Signed Binary Proxy Execution

Signed Script Proxy Execution

Subvert Trust Controls

Template Injection
Traffic Signaling
Trusted Developer Utilities Proxy Execution

Unused/Unsupported Cloud Regions
Use Alternate Authentication Material

Valid Accounts

Virtualization/Sandbox Evasion

Weaken Encryption
XSL Script Processing

Windows File and Directory Permissions Modification

Linux and Mac File and Directory Permissions Modification

Hidden Files and Directories
Hidden Users
Hidden Window
NTFS File Attributes
Hidden File System
Run Virtual Instance
VBA Stomping

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Disable or Modify Tools
Disable Windows Event Logging
Impair Command History Logging

Disable or Modify System Firewall
Indicator Blocking
Disable or Modify Cloud Firewall

Disable Cloud Logs

Clear Windows Event Logs
Clear Linux or Mac System Logs

Clear Command History
File Deletion
Network Share Connection Removal

Timestomp

Invalid Code Signature
Right-to-Left Override
Rename System Utilities
Masquerade Task or Service
Match Legitimate Name or Location
Space after Filename

Binary Padding
Software Packing
Steganography
Compile After Delivery
Indicator Removal from Tools

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

Rundll32
Compiled HTML File
Control Panel
CMSTP
InstallUtil
Mshta
Regsvcs/Regasm
Regsvr32
Msiexec
Odbcconf
Verclsid

PubPrn

Gatekeeper Bypass
Code Signing
SIP and Trust Provider Hijacking

Install Root Certificate
Mark-of-the-Web Bypass
Code Signing Policy Modification

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

System Checks
User Activity Based Checks
Time Based Evasion

Defense Evasion
Brute Force
Credentials from Password Stores
Exploitation for Credential Access
Forced Authentication
Forge Web Credentials
Input Capture

Man-in-the-Middle
Modify Authentication Process
Network Sniffing
OS Credential Dumping

Steal Application Access Token
Steal or Forge Kerberos Tickets
Steal Web Session Cookie
Two-Factor Authentication Interception

Unsecured Credentials

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

LSASS Memory
Security Account Manager
NTDS
DCSync
Proc Filesystem
/etc/passwd and /etc/shadow
Cached Domain Credentials
LSA Secrets

Credentials In Files
Credentials in Registry
Bash History
Private Keys
Cloud Instance Metadata API
Group Policy Preferences
Container API

Credential Access
Account Discovery

Application Window Discovery
Browser Bookmark Discovery
Cloud Infrastructure Discovery
Cloud Service Dashboard
Cloud Service Discovery
Container and Resource Discovery
Domain Trust Discovery
File and Directory Discovery
Network Service Scanning
Network Share Discovery
Network Sniffing
Password Policy Discovery
Peripheral Device Discovery
Permission Groups Discovery
Process Discovery
Query Registry
Remote System Discovery
Software Discovery
System Information Discovery
System Location Discovery
System Network Configuration Discovery

System Network Connections Discovery
System Owner/User Discovery
System Service Discovery
System Time Discovery
Virtualization/Sandbox Evasion

Local Account
Domain Account
Email Account
Cloud Account

System Checks
User Activity Based Checks
Time Based Evasion

Discovery
Exploitation of Remote Services
Internal Spearphishing
Lateral Tool Transfer
Remote Service Session Hijacking
Remote Services

Replication Through Removable Media
Software Deployment Tools
Taint Shared Content
Use Alternate Authentication Material

Remote Desktop Protocol
SMB/Windows Admin Shares
Distributed Component Object Model

SSH
VNC
Windows Remote Management

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Lateral Movement
Archive Collected Data

Audio Capture
Automated Collection
Clipboard Data
Data from Cloud Storage Object
Data from Configuration Repository
Data from Information Repositories
Data from Local System
Data from Network Shared Drive
Data from Removable Media
Data Staged
Email Collection
Input Capture

Man in the Browser
Man-in-the-Middle
Screen Capture
Video Capture

Archive via Utility
Archive via Library
Archive via Custom Method

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

Collection
Application Layer Protocol

Communication Through Removable Media
Data Encoding

Data Obfuscation
Dynamic Resolution
Encrypted Channel
Fallback Channels
Ingress Tool Transfer
Multi-Stage Channels
Non-Application Layer Protocol
Non-Standard Port
Protocol Tunneling
Proxy
Remote Access Software
Traffic Signaling
Web Service

Web Protocols
File Transfer Protocols
Mail Protocols
DNS

Standard Encoding
Non-Standard Encoding

Command and Control
Automated Exfiltration
Data Transfer Size Limits
Exfiltration Over Alternative Protocol

Exfiltration Over C2 Channel
Exfiltration Over Other Network Medium

Exfiltration Over Physical Medium

Exfiltration Over Web Service
Scheduled Transfer
Transfer Data to Cloud Account

Exfiltration Over Symmetric Encrypted Non-C2 Protocol

Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol

Exfiltration
Account Access Removal
Data Destruction
Data Encrypted for Impact
Data Manipulation
Defacement
Disk Wipe
Endpoint Denial of Service
Firmware Corruption
Inhibit System Recovery
Network Denial of Service
Resource Hijacking
Service Stop
System Shutdown/Reboot

Impact

WHAT WE KNOW

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

= Ocean Lotus
= Ocean Lotus’ Software
= Both

Dennis, Goopy, SOUNDBITE,
KOMPROGO, PHOREAL, 
WINDSHIELD, OCEANLOTUS.D/F, 
and Kerrdown
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DATA SOURCES
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WHAT DO I HUNT?

• Usage, bottleneck, data

• Auto-runs -> (tactic == persistence)

• Identify macOS techniques 

associated with OceanLotus

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution 
unlimited 21-00706-16
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RESEARCH
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DATA SOURCES
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BUILDING USE CASES
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BUILDING USE CASES
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ADDITIONAL HUNTING RESOURCES

• Hunting with ATT&CK -> MITRE - TTP-

Based Hunting

• Filippo Mottini – osquery-attck

• @Cyb3rWard0g's (Roberto 

Rodriguez) Threat Hunter Playbook

• David Bianco's Threat Hunting Project

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

https://www.mitre.org/sites/default/files/publications/pr-19-3892-ttp-based-hunting.pdf
https://github.com/teoseller/osquery-attck
https://threathunterplaybook.com/introduction.html
http://threathunting.net/
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ADVERSARY 
EMULATION

Using ATT&CK for …

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution 
unlimited 21-00706-16
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Active Scanning
Gather Victim Host Information
Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information
Phishing for Information

Search Closed Sources
Search Open Technical Databases
Search Open Websites/Domains
Search Victim-Owned Websites

Credentials
Email Addresses
Employee Names

Spearphishing Service
Spearphishing Attachment
Spearphishing Link

Reconnaissance
Acquire Infrastructure

Compromise Accounts
Compromise Infrastructure
Develop Capabilities
Establish Accounts

Obtain Capabilities
Stage Capabilities

Domains
DNS Server
Virtual Private Server
Server
Botnet
Web Services

Social Media Accounts
Email Accounts

Upload Malware
Upload Tool
Install Digital Certificate
Drive-by Target
Link Target

Resource Development
Drive-by Compromise
Exploit Public-Facing Application

External Remote Services
Hardware Additions
Phishing

Replication Through Removable Media
Supply Chain Compromise
Trusted Relationship
Valid Accounts

Spearphishing Attachment
Spearphishing Link
Spearphishing via Service

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Initial Access
Command and Scripting Interpreter

Container Administration Command
Deploy Container
Exploitation for Client Execution

Inter-Process Communication
Native API
Scheduled Task/Job

Shared Modules
Software Deployment Tools
System Services

User Execution

Windows Management Instrumentation

PowerShell
AppleScript
Windows Command Shell
Unix Shell
Visual Basic
Python
JavaScript
Network Device CLI

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Launchctl
Service Execution

Malicious Link
Malicious File
Malicious Image

Execution
Account Manipulation
BITS Jobs
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Browser Extensions
Compromise Client Software Binary

Create Account
Create or Modify System Process

Event Triggered Execution
External Remote Services
Hijack Execution Flow

Implant Internal Image
Modify Authentication Process
Office Application Startup
Pre-OS Boot
Scheduled Task/Job

Server Software Component

Traffic Signaling
Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

SQL Stored Procedures
Transport Agent
Web Shell

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Persistence
Abuse Elevation Control Mechanism

Access Token Manipulation
Boot or Logon Autostart Execution

Boot or Logon Initialization Scripts
Create or Modify System Process

Domain Policy Modification
Escape to Host
Event Triggered Execution
Exploitation for Privilege Escalation
Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

Registry Run Keys / Startup Folder

Authentication Package
Time Providers
Winlogon Helper DLL
Security Support Provider
Kernel Modules and Extensions
Re-opened Applications
LSASS Driver
Shortcut Modification
Port Monitors
Plist Modification
Print Processors
XDG Autostart Entries
Active Setup

Launch Agent
Systemd Service
Windows Service
Launch Daemon

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

At (Windows)
Scheduled Task
At (Linux)
Launchd
Cron
Systemd Timers
Container Orchestration Job

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

Privilege Escalation
Abuse Elevation Control Mechanism

Access Token Manipulation
BITS Jobs
Build Image on Host
Deobfuscate/Decode Files or Information
Deploy Container
Direct Volume Access
Domain Policy Modification
Execution Guardrails
Exploitation for Defense Evasion
File and Directory Permissions Modification

Hide Artifacts

Hijack Execution Flow

Impair Defenses

Indicator Removal on Host

Indirect Command Execution
Masquerading

Modify Authentication Process
Modify Cloud Compute Infrastructure
Modify Registry
Modify System Image
Network Boundary Bridging
Obfuscated Files or Information

Pre-OS Boot
Process Injection

Rogue Domain Controller
Rootkit
Signed Binary Proxy Execution

Signed Script Proxy Execution

Subvert Trust Controls

Template Injection
Traffic Signaling
Trusted Developer Utilities Proxy Execution

Unused/Unsupported Cloud Regions
Use Alternate Authentication Material

Valid Accounts

Virtualization/Sandbox Evasion

Weaken Encryption
XSL Script Processing

Windows File and Directory Permissions Modification

Linux and Mac File and Directory Permissions Modification

Hidden Files and Directories
Hidden Users
Hidden Window
NTFS File Attributes
Hidden File System
Run Virtual Instance
VBA Stomping

Services File Permissions Weakness

Executable Installer File Permissions Weakness

Services Registry Permissions Weakness

Path Interception by Unquoted Path

Path Interception by PATH Environment Variable

Path Interception by Search Order Hijacking

DLL Search Order Hijacking
DLL Side-Loading
Dynamic Linker Hijacking
Dylib Hijacking
COR_PROFILER

Disable or Modify Tools
Disable Windows Event Logging
Impair Command History Logging

Disable or Modify System Firewall
Indicator Blocking
Disable or Modify Cloud Firewall

Disable Cloud Logs

Clear Windows Event Logs
Clear Linux or Mac System Logs

Clear Command History
File Deletion
Network Share Connection Removal

Timestomp

Invalid Code Signature
Right-to-Left Override
Rename System Utilities
Masquerade Task or Service
Match Legitimate Name or Location
Space after Filename

Binary Padding
Software Packing
Steganography
Compile After Delivery
Indicator Removal from Tools

Dynamic-link Library Injection

Portable Executable Injection
Thread Execution Hijacking
Asynchronous Procedure Call
Thread Local Storage
Ptrace System Calls
Proc Memory
Extra Window Memory Injection
Process Doppelgänging
Process Hollowing
VDSO Hijacking

Rundll32
Compiled HTML File
Control Panel
CMSTP
InstallUtil
Mshta
Regsvcs/Regasm
Regsvr32
Msiexec
Odbcconf
Verclsid

PubPrn

Gatekeeper Bypass
Code Signing
SIP and Trust Provider Hijacking

Install Root Certificate
Mark-of-the-Web Bypass
Code Signing Policy Modification

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Default Accounts
Domain Accounts
Local Accounts
Cloud Accounts

System Checks
User Activity Based Checks
Time Based Evasion

Defense Evasion
Brute Force
Credentials from Password Stores
Exploitation for Credential Access
Forced Authentication
Forge Web Credentials
Input Capture

Man-in-the-Middle
Modify Authentication Process
Network Sniffing
OS Credential Dumping

Steal Application Access Token
Steal or Forge Kerberos Tickets
Steal Web Session Cookie
Two-Factor Authentication Interception

Unsecured Credentials

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

LSASS Memory
Security Account Manager
NTDS
DCSync
Proc Filesystem
/etc/passwd and /etc/shadow
Cached Domain Credentials
LSA Secrets

Credentials In Files
Credentials in Registry
Bash History
Private Keys
Cloud Instance Metadata API
Group Policy Preferences
Container API

Credential Access
Account Discovery

Application Window Discovery
Browser Bookmark Discovery
Cloud Infrastructure Discovery
Cloud Service Dashboard
Cloud Service Discovery
Container and Resource Discovery
Domain Trust Discovery
File and Directory Discovery
Network Service Scanning
Network Share Discovery
Network Sniffing
Password Policy Discovery
Peripheral Device Discovery
Permission Groups Discovery
Process Discovery
Query Registry
Remote System Discovery
Software Discovery
System Information Discovery
System Location Discovery
System Network Configuration Discovery

System Network Connections Discovery
System Owner/User Discovery
System Service Discovery
System Time Discovery
Virtualization/Sandbox Evasion

Local Account
Domain Account
Email Account
Cloud Account

System Checks
User Activity Based Checks
Time Based Evasion

Discovery
Exploitation of Remote Services
Internal Spearphishing
Lateral Tool Transfer
Remote Service Session Hijacking
Remote Services

Replication Through Removable Media
Software Deployment Tools
Taint Shared Content
Use Alternate Authentication Material

Remote Desktop Protocol
SMB/Windows Admin Shares
Distributed Component Object Model

SSH
VNC
Windows Remote Management

Pass the Hash
Pass the Ticket
Application Access Token
Web Session Cookie

Lateral Movement
Archive Collected Data

Audio Capture
Automated Collection
Clipboard Data
Data from Cloud Storage Object
Data from Configuration Repository
Data from Information Repositories
Data from Local System
Data from Network Shared Drive
Data from Removable Media
Data Staged
Email Collection
Input Capture

Man in the Browser
Man-in-the-Middle
Screen Capture
Video Capture

Archive via Utility
Archive via Library
Archive via Custom Method

Keylogging
GUI Input Capture
Web Portal Capture
Credential API Hooking

Collection
Application Layer Protocol

Communication Through Removable Media
Data Encoding

Data Obfuscation
Dynamic Resolution
Encrypted Channel
Fallback Channels
Ingress Tool Transfer
Multi-Stage Channels
Non-Application Layer Protocol
Non-Standard Port
Protocol Tunneling
Proxy
Remote Access Software
Traffic Signaling
Web Service

Web Protocols
File Transfer Protocols
Mail Protocols
DNS

Standard Encoding
Non-Standard Encoding

Command and Control
Automated Exfiltration
Data Transfer Size Limits
Exfiltration Over Alternative Protocol

Exfiltration Over C2 Channel
Exfiltration Over Other Network Medium

Exfiltration Over Physical Medium

Exfiltration Over Web Service
Scheduled Transfer
Transfer Data to Cloud Account

Exfiltration Over Symmetric Encrypted Non-C2 Protocol

Exfiltration Over Asymmetric Encrypted Non-C2 Protocol

Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol

Exfiltration
Account Access Removal
Data Destruction
Data Encrypted for Impact
Data Manipulation
Defacement
Disk Wipe
Endpoint Denial of Service
Firmware Corruption
Inhibit System Recovery
Network Denial of Service
Resource Hijacking
Service Stop
System Shutdown/Reboot

Impact

WHAT WE KNOW
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= Ocean Lotus
= Ocean Lotus’ Software
= Both

Dennis, Goopy, SOUNDBITE,
KOMPROGO, PHOREAL, 
WINDSHIELD, OCEANLOTUS.D/F, 
and Kerrdown
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ATT&CK IN EMULATION

• CTID Adversary Emulation 

Plans

• Atomic Red Team

• MITRE CALDERA™
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https://github.com/center-for-threat-informed-defense/adversary_emulation_library
https://github.com/redcanaryco/atomic-red-team
https://github.com/mitre/caldera
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BUILDING AN ADVERSARY EMULATION PLAN WITH ATT&CK

• Scenario

• Step

• Sub-Step/Procedure

• Objective

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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UNPACKING A STEP
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T1027 – Obfuscated Files or Information

T1553.001 – Subvert Trust Controls:
Gatekeeper Bypass

BUILDING OFF CTI

T1083 – File and Directory Discovery

T1140 – Deobfuscate/Decode Files or Information

T1070.004 – Indicator Removal on 
Host: File Deletion

T1059.004 – Command and Scripting 
Interpreter: Unix Shell

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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TACTICS, TECHNIQUES & REPORTING
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COMPLETING THE PICTURE

Hunt for Red Apples: OceanLotus Edition
@plugoxr, @CptOfEvilMinion, @1njection, @wildphish, @CoolestCatiKnow

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

https://cfc.blueteamvillage.org/call-for-content-2021/talk/XXLJLJ/
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RABBIT HOLE OF PROCEDURES
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RABBIT HOLE OPPORTUNITY

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16



@coolestcatiknow
@_whatshisface57

Assessment and
Engineering

Using ATT&CK for …

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution 
unlimited 21-00706-16
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CONNECTING TEAMS

§ Interview your detection/ops team, CTI team, and red team
§ CTI: What threats do we face and which techniques should we prioritize?
§ Threat Hunting/Detection: What techniques can we cover, and which can’t we?
§ Adversary Emulation: What have we validated?

§ Examine your tools, documentation, and analytics
§ Tools: Which data sources can we collect?
§ Documentation: Do policies and procedures help us with techniques?
§ Analytics: What techniques can it detect? How much procedure coverage?

§ Look at how your overall technique coverage fares 
§ Are there gaps in either visibility or validation?

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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PRIORITY TECHNIQUES FROM THREAT INTEL
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VISIBILITY TO HUNTING/DETECTION
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OVERLAP BETWEEN VISIBILITY AND INTEL

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

= CTI
= Visible
= Both
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VALIDATED BY ADVERARY EMULATION

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

= CTI
= Visible
= Both

= Validated via Adv Emu
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DECIDE WHERE TO IMPROVE

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

= CTI
= Visible
= Both

Command and Scripting Interpreter, OS 
Credential Dumping, and Gatekeeper Bypass
are used by a threat actor we’ve prioritized.

Focus on Data Encrypted for Impact and 
Exploitation of Remote Services as they can 
have significant impact to operations

Launch Agent, Launch Daemon, and 
Launchctl are popular techniques and 
improvement can give a big return on investment.

Existing logs can be used to detect File and 
Directory Discovery and Browser Extensions
making analytic development easier.
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BE INTENTIONAL ABOUT  IMPROVEMENTS

§ Think about the best way to mitigate each gap
§ Maybe it’s a new detection or data source
§ Maybe it’s a mitigation, new group policy, or new user training
§ Maybe the gap shouldn’t be closed, and risk should be accepted

§ Validate any changes using adversary emulation

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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BE INTENTIONAL ABOUT IMPROVEMENTS

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

= CTI
= Visible
= Both

Supply Chain Compromise and Firmware 
Corruption are beyond our capability and 
resources to stop or detect, so we’ll accept the risk

None of our existing tools have visibility into Hijack 
Execution Flow so we’ll need to obtain something new

We’ll tackle Phishing and User Execution with 
new user training
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TAKEAWAYS

• A common language for conversations 

between teams

• A stewarded community driven resource

• A relevant resource for macOS

• A place to start

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution 
unlimited 21-00706-16

• Medium Blogs (mitre-attack)

• David Bianco’s ThreatHunting.net

• @Cyb3rWard0g’s Open Threat 
Research Forge (OTRF)

• Katie Nickels Getting Started with 
ATT&CK & Cyber Threat Intelligence 

Self Study Plan

HELPFUL RESOURCES

https://medium.com/mitre-attack
https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4b2f
https://medium.com/katies-five-cents/a-cyber-threat-intelligence-self-study-plan-part-1-968b5a8daf9a
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Cat Self
@coolestcatiknow

Adam Pennington
@_whatshisface

attack@mitre.org
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