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What is 
tech-enabled 

intimate 
partner 
abuse?



What is 
stalkerware?





1. Abuser purchases license for stalkerware
2. Abuser enters target’s AppleID and password 

into stalkerware website
3. Stalkerware company uses credentials to login 

to target’s account and downloads data from 
iCloud backups of devices

4. Abuser logs into stalkerware web portal to 
view data, which is updated with every iCloud 
backup



          ADDING LOCKS TO THE CLOUD...



               Cloudy with a chance of fraud





Apple writes a manual:

Device and Data Access When Personal Safety is At Risk:

<https://manuals.info.apple.com/MANUALS/1000/MA1976/en_US/device-and-
data-access-when-personal-safety-is-at-risk.pdf>











What’s the impact?

1. More access and increased awareness
2. Unaware victims
3. Vast networks=long range tracking



















How do we build products that are resistant to 
technology-enabled intimate partner abuse?

1. Promote diversity
2. Guarantee privacy and choice
3. Combat gaslighting
4. Strengthen security and data
5. Make technology more intuitive

<https://www.ibm.com/policy/five-technology-design-principles-to-comba
t-domestic/>



Could I interest you in everything all of the time?


