
n-1 and n-2: 
Should we really trust in you?

Joshua Long

(An examination of        macOS security updates)

*with a few notes added to the slides for clarity
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Joshua Long

•  Chief Security Analyst at Intego 

•  20+ years of cyber threat research 

•  Master of IT in Internet Security 

•  Discovered Apple ID password 
 validation vulnerability 

•  Twitter: @theJoshMeister
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• A brief history of macOS security updates


• Are new macOS versions inherently safer?


• Comparing patches for 400+ Big Sur-era vulns


• What about iOS?


• Takeaways

n-1 and n-2: Should we really trust in you?
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Security update 2003-11-19 for 10.2.8

“It is Apple's policy to 
quickly address 
significant vulnerabilities 
in past releases of Mac 
OS X wherever feasible.”

* To date, this remains one of very few public statements 
Apple has made regarding its security update policies.
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Security update 2003-11-19 for 10.2.8

“It is Apple's policy to 
quickly address 
significant vulnerabilities 
in past releases of Mac 
OS X wherever feasible.”

“Note: The following fixes which 
appear in "Security Update 2003-12-19 
for Panther" are not included in 
"Security Update 2003-12-19 for 
Jaguar" since the Jaguar versions of 
Mac OS X and Mac OS X Server are not 
vulnerable to these issues”

Security updates, 2003-12-19

* Unfortunately, Apple no longer makes statements like these, which leaves open to 
speculation why some vulnerabilities don’t get patched for some macOS versions.
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n  and n-1 * Eventually Apple started patching a few apps 
(such as iTunes, QuickTime, and Safari) for the 
"n-2" Mac OS X version as well.
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2003 2012 2021

September 2012:

Apple solidifies “n-2” support

* … when they started releasing 
security updates simultaneously for 
Mac OS X versions 10.6, 10.7, and 10.8.


Apple has followed similar practices 
ever since then.
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• Don’t think they need the new features


• Concerned about something breaking


• Use legacy apps that won’t run on the latest OS


• Older Macs may not be compatible with the latest OS

Why do Mac users sometimes 
not upgrade to the latest macOS?
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Myth #1: New macOS 
versions are inherently safer.

Nope.
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Myth #2: All macOS security 
updates are created equal.

Uhh… No.
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• …is it because that vulnerability doesn't affect that OS for some reason?


• …did Apple in reality patch it, but just forgot to document it?

The Challenges

When Apple doesn't patch something for one or more OS…

So we have to ask the vulnerability reporters?

• …but some are anonymous, hard to contact, or may be unwilling to discuss
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• 468 total Big Sur-era vulnerabilities 

• 217 vulns patched for all 3 (BS, C, & M)


• 154 vulns patched only in Big Sur


• 74 vulns patched only in Big Sur & Catalina 

• 11 vulns patched in only Catalina & Mojave


• 7 vulns patched in only Catalina


• 2 vulns patched in only Mojave


• 3 vulns patched in only Big Sur & Mojave??

Some rough numbers
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There’s one more thing…
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“Apple is aware of a report 
that this issue may have been 

actively exploited.”
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“Apple is aware of a report 
that this issue may have been 

actively exploited.”

15 “actively exploited” vulns since Big Sur’s release
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15 “actively exploited” vulns since Big Sur’s release

BS
6

BS+C
4

BS+C+M
5

* ⬅ * Asterisk because 
technically one of the 
5 was only patched for 
BS & C but didn’t apply 
to M, so I counted it 
here because every 
affected OS was patched
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* Many “actively exploited” vulns 
were reported anonymously
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* WebKit vulns presumably apply to all, so why 
weren’t these actively exploited vulns patched?
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* That CVE was leveraged by Pegasus. So why wasn’t 
it patched for Mojave? Does it not affect Mojave?
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* Mickey Jin confirmed to me privately 
  that Mojave *is* affected!
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Current

macOS version

market share:


Big Sur & Catalina:

78%


Mojave and older:

22%
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• Some older iOS devices are stuck with iOS 12


• Apple is only patching “actively exploited” 
vulnerabilities for iOS 12


• iOS 13 isn’t getting any updates anymore


• iOS 14 is supposed to continue getting updates


• iOS 15 is the latest (but is missing two “actively 
exploited” iOS 14.8 patches)

What about iOS?

🚫

* Currently, both iOS 
14.8 and iOS 15 are not 
causing a red badge on 
the Settings app to 
prompt users to upgrade
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• Generally speaking, the current 
macOS version is the safest one


• it gets the most total patches, 
and the most important ones


• Avoid using n-1 or n-2 as your main 
macOS whenever possible

Takeaways

* in spite of the occasional 
new vulnerabilities that 
may be introduced, like 
goto fail and I Am Root
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• White paper with additional details coming soon!


• The Mac Security Blog:  blog.intego.com

• Follow @theJoshMeister and @IntegoSecurity 

Resources

* Sign up to be notified when the white paper is available via the link at 
https://www.intego.com/mac-security-blog/integos-josh-long-speaking-at-obts-v4-0-mac-security-conference/
or follow @theJoshMeister and/or @IntegoSecurity & hit the bell icon to be alerted to 
new tweets—we’ll share when the white paper is available.
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Thank you!
Each of these folks provided invaluable feedback—thanks a million!

08Tc3wBB • Aleksandar Nikolic • an anonymous researcher • 
Cedric Owens • Csaba Fitzl (theevilbit) • Gabe Kirkpatrick • gorelics • 
Jatayu Holznagel • Lauritz Holtmann • Linus Henze • Lior Halphon • 
Mickey Jin (patch1t) • Mikko Kenttälä (Turmio_) • Patrick Wardle • 
Prakash (1lastBr3ath) • Robert • Samy Kamkar • 
Shivam Kamboj Dattana (Sechunt3r) • Siguza • Steffen Klee • 
Thijs Alkemade • Tim Michaud • Wojciech Reguła (_r3ggi) • 
Yiğit Can Yılmaz • YoKo Kho • Yuebin Sun • Zhipeng Huo (R3dF09) • 
Zuozhi Fan (pattern_F_)
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• Right Curly Bracket by Muneer A.Safiah CC BY 3.0

• I AM ROOT logo: Groot by Johnathon Burns; RootGate adaptation by Gaël


• I Am Root demo video loop by Patrick Wardle


• goto fail close-up from Goto Fail (Song) by James Dempsey and The Breakpoints


• goto fail larger screen shot by Synopsis


• Pegasus iPhone:  iPhone by Rafael Fernandez (CC BY-SA 4.0);  Pegasus by 
Nicolas Raymond (CC BY 2.0); composition by Joshua Long (CC BY-SA 4.0)


• Desktop macOS Desktop Version Market Share: screenshot of Statcounter site

• All other images, logos, etc. are the property of their respective owners
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