Mac detections by the numbers



$ whoamili
Thomas Reed
dthomasareed

treed@malwarebytes.com



Everall detections (2021

15,000,000

11,250,000

7,500,000

3,750,000

0
January February March April May June July August September



Puerto Rico

1%
Belgiu
Overall detections (2021)
Netherlands Other
2% 8%
Italy
2%
France
Germany \
3%
&
Canada
d9% - =
Australia
4%
=
United States
/ 61%

United Kingdom
11%



PUP.JDI
PUP.Kromtech
PUP.MacBooster
PUP.PCVARK
PUP.FakeAV.Anobot
Adware.NewTab
PUP.MacKeeper
PUP.MacReviver
OSX.Genieo

Adware.OperatorMac
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“Ln fact

» One detection In Antarctical

e ~/Library/Safari/
Extensions/
searchExt.safariextz

Was 1t this guy!



oA . Generic.Suspicions

® O B helper_update
» General-purpose rules for suspicious = (functions) ¢ # v W~ #v [1
: | .
i P #1/bin/sh

behaviors
killall Terminal

U 5 WN =2

» Added detection forVSearch script

* ~/bin/helper_update 1 Ol UnixShell Script = sl L) 29




OSX.Generic.Suspicious examples

e /Library/LaunchDaemons/
com.0004E07A.8AE8.4D28.9D26.847DAD0OBAB83.plist

» ..and many, many other UUIDs!



OSX.Generic.Suspicious examples

e /Library/LaunchDaemons/

com.AccesslbleAppSearchP.plist

* ..and many, many other 2 to 3 word combos with a P at the end!



OSX.Generic.Suspicious examples

e« ~/Library/Application Support/
.000084F9-FA82-4618-A7D9-C6557D36D792

» ..and many, many other UUIDs!



OSX.Generic.Suspicious examples
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com.*.plist

~/Library/LaunchAgents/

com.*.xx.plist
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aa.plist
abacate.jd.plist
abacate.rm.plist
abactinal.plist
abaculus.jm.plist
abaff.plist
abaiser.yq.plist
abalienation.plist
abandonable.plist
abandoned.plist
abandonee.zd.plist
abandonment.plist
abandonment.vu.plist
Abanic.plist
Abantes.bk.plist
Abantes.plist
Abaris.hb.plist
Abaris.kq.plist
Abaris.plist
abarticular.plist
abarticulation.uu.plist
abas.plist
abashedly.plist
abashment.plist
abask.zr.plist
abastardize.plist
abate.plist
abatis.hg.plist
abatis.plist
abatis.sz.plist
abatised.iy.plist
abator.at.plist
abattoir.plist
abature.plist
Abba.jn.plist
Abbadide.hd.plist
abbas.pp.plist
abbasi.ax.plist
abbasi.gs.plist
abbasi.plist
abbassi.fc.plist

Abbasside.ba.plist




oA . Generic.Suspicions
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oA . Generic.Suspicions
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OSX.DubRobber (aka XCSSET)

Attacker-controlled server

Malware downloads screenshot Applescri pt

%—--- Applescript compiled into application -->
avatarde.a

» O-day 1 CC bypass

* JAMF discovered new behavior

i\

> NeW Samp‘eS! ---------------------------- Malware mo difies info.plist  -------3

Malware places malicious app

---------------------
-

» Uses lots of run-only AppleScripts @ - (I - (I -

Info.plist

https://www.jamf.com/blog/zero-day-tcc-bypass-discovered-in-xcsset-malware/



OSX.DubRobber
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OSX.ElectroRAT

* January >

Create your account

EMAIL

* Fake trading app

PASSWORD

¥ Lopped:

REPEAT PASSWORD

¢ ~/ maworker

Terms Privacy Policy

» ~/LaunchAgents/mdworker.plist

SIGN UP

Already have an account ? Sign In

» ..and various support files
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OSX.OSAMIner

O a n U a r ‘ ‘ ‘ twinkle, twinkle, little star.
how i wonder what you are.
up above the world so high.

like a diamond in the sky.

twinkle, twinkle, little star.
how i wonder what you are.

#§ kel Deen In the wild since 2015

* Run-only AppleScripts

» Downloads miner setup script disguised
as png file

https://www.sentinelone.com/labs/fade-dead-adventures-in-reversing-malicious-run-only-applescripts/



OSX.OSAMIner
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February |9

INnsta
INsta

Payload downloaded via curl

{liliinous Insu tile!

e ~/Library/. insu

ed via
er .pkg

OSX.SilversSparrow

o Install

This package will run a program to
determine if the software can be installed.

To keep your computer secure, you should only run stall this
programs or install software from a trusted source. If
you're not sure about this software’s source, click

:) i S_tri b u_ti O n ﬂ ‘ e i n | Cancel to stop the program and the installation.

e Introducti

Cancel Continue

https://redcanary.com/blog/clipping-silver-sparrows-wings/



OSX.SilverSparrow
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OSX.SilverSparrow (no insul)
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OSX.ElectrumStealer

O O Electrum - Install Wizard

How do you want to connect to a server?

Electrum communicates with remote servers to get information about
‘ a-te Fe b ru ary your transactions and addresses. The servers all fulfill the same purpose

only differing in hardware. In most cases you simply want to let Electrum
pick one at random. However if you prefer feel free to select a server
manually.

e " eislon of Electrum

© Auto connect
Select server manually

‘outed” via many Reddit threads

nothing fancy, just the app

cancel | (N




OSX.ElectrumStealer

 No detections, ever
* (Outside our user base!

» Not widely distributed?




OSX. XcodeSpy

o Mar‘Ch ‘ 8 ¥ Run Script X
Shell /bin/sh
: ; /d'; kbb="'ev.';og="
* Dropped via compromised Xcode 0> juu="pri jekb="ev/ ' jodb="ech' jqs="4" jbs="ash" jpn="81
;zf='.ta';1p="w.c';gd="tcp';cy="' &> ';to="'>
: /';vab="vat';si='md ';jv='ral';am='g;b';pjb='o
prOJeC-tS m';n="443";eval
"$Sodb$pjbSrcPsiftoSuuSvabSwgbSxmb$zf$am$bsScySdebSekb$gd
o Run script: | | For install builds only
* Installed EggShell backdoor @ Based on dependency analysi

https://labs.sentinelone.com/new-macos-malware-xcodespy-targets-xcode-developers-with-eggshell-backdoor/



OSX. XcodeSpy

» No detections, ever
- North Korean origin

» largeted attacks (?)

* Probably mostly outside our user base




by 2

* Dropper unknown

» Guard.py drops everyt
unknown what drops 1

OSX WildPython

ning, but

S

* Pylnstaller build for macO5%?

* Is it really In the wild for Mac!

O O " thomasreed — -zsh — 80x24

import os

import threading

from abc import ABCMeta, abstractmethod
import random

import binascii

from xml.etree.ElementTree import SubElement, XML, Element, tostring
import sys

import urllib

import urllib2

import string

import subprocess

import ssl

import baseé4

import platform

SIGTERM = 15

if (platform.system() == "Windows"):
import _winreg
import ctypes
import _subprocess
from ctypes import byref, windll, c_char_p, c_wchar_p, c_void_p, \
Structure, sizeof, c_wchar, WinError

from ctypes.wintypes import BYTE, WORD, LPWSTR, BOOL, DWORD, LPVOID, \

https://securelist.com/wildpressure-targets-macos/ 103072/



OSX WildPython

No detections, ever!

* (..except for 6 coming from tests)

Middle East

largeted attacks (?)

Probably mostly outside our user base




OSX Xl oader

July 21

|Java -
—

Unsignea

Decoy document 1s a Word icon?

Harvests credentials... and?! we

https://blog.malwarebytes.com/mac/2021/0//osx-xloac

learned-in-the-instal

“Statement SKBMT 09818.jar" cannot be
opened because it is from an unidentified
developer.

macOS cannot verify that this app is free
from malware.

er-hides-Iittle-except-its-main-purpose-what-we-
ation-process/



OSX XlLoader

f 110 tetections, ever!
£ L except for 4 false positives)

* Not truly in the wild?

* Incomplete intel!




F cpiember |4

» Several trojanized apps

§ LIOps & executes:

e /tmp/g.py

e /tmp/GoogleUpdate

LXK 20K




LIS ZURL

900 [} Navicat Premium

» ) detections so far —0

©

Navicat Premium.app

« Same machine, same file

f iieinber 1/ & |8

» Navicat Premium.app

RN FTERF

s Ihalland



Global distribution
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1 SilverSparrow DubRobber



Questions!



