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Overall detections (2021)
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Top detections (2021)
PUP.JDI

PUP.Kromtech

PUP.MacBooster

PUP.PCVARK

PUP.FakeAV.Anobot

Adware.NewTab
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PUP.MacReviver

OSX.Genieo

Adware.OperatorMac
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Fun fact!

• One detection in Antarctica!


• ~/Library/Safari/
Extensions/
searchExt.safariextz

Was it this guy?



OSX.Generic.Suspicious

• General-purpose rules for suspicious 
behaviors


• Added detection for VSearch script


• ~/bin/helper_update



OSX.Generic.Suspicious examples

• /Library/LaunchDaemons/
com.0004E07A.8AE8.4D28.9D26.847DAD0BAB83.plist


• ...and many, many other UUIDs!



OSX.Generic.Suspicious examples

• /Library/LaunchDaemons/
com.AccessibleAppSearchP.plist


• ...and many, many other 2 to 3 word combos with a P at the end!



OSX.Generic.Suspicious examples

• ~/Library/Application Support/  
.000084F9-FA82-4618-A7D9-C6557D36D792


• ...and many, many other UUIDs!



OSX.Generic.Suspicious examples

• ~/Library/LaunchAgents/
com.*.plist


• ~/Library/LaunchAgents/
com.*.xx.plist



OSX.Generic.Suspicious
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OSX.Generic.Suspicious
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OSX.DubRobber (aka XCSSET)

• JAMF discovered new behavior


• 0-day TCC bypass


• New samples!


• Uses lots of run-only AppleScripts

https://www.jamf.com/blog/zero-day-tcc-bypass-discovered-in-xcsset-malware/



OSX.DubRobber
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OSX.DubRobber
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OSX.ElectroRAT

• January 5


• Fake trading app


• Dropped:


• ~/.mdworker


• ~/LaunchAgents/mdworker.plist


• ...and various support files



OSX.ElectroRAT
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OSX.OSAMiner

• January 11


• Likely been in the wild since 2015


• Run-only AppleScripts


• Downloads miner setup script disguised 
as png file

https://www.sentinelone.com/labs/fade-dead-adventures-in-reversing-malicious-run-only-applescripts/



OSX.OSAMiner
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OSX.OSAMiner
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OSX.SilverSparrow

• February 19


• Installed via Distribution file in 
installer .pkg


• Payload downloaded via curl


• "Infamous" insu file!


• ~/Library/._insu

https://redcanary.com/blog/clipping-silver-sparrows-wings/



OSX.SilverSparrow
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OSX.SilverSparrow (no insu!)
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OSX.SilverSparrowOther
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OSX.ElectrumStealer

• late February


• fake version of Electrum


• "outed" via many Reddit threads


• nothing fancy, just the app



OSX.ElectrumStealer

• No detections, ever!


• Outside our user base?


• Not widely distributed?



OSX.XcodeSpy

• March 18


• Dropped via compromised Xcode 
projects


• Installed EggShell backdoor

https://labs.sentinelone.com/new-macos-malware-xcodespy-targets-xcode-developers-with-eggshell-backdoor/



OSX.XcodeSpy

• No detections, ever!


• North Korean origin


• Targeted attacks (?)


• Probably mostly outside our user base



OSX.WildPython

• July 21


• Dropper unknown


• Guard.py drops everything, but 
unknown what drops it


• PyInstaller build for macOS?


• Is it really in the wild for Mac?

https://securelist.com/wildpressure-targets-macos/103072/



OSX.WildPython

• No detections, ever!


• (...except for 6 coming from tests)


• Middle East


• Targeted attacks (?)


• Probably mostly outside our user base



OSX.XLoader

• July 21


• Java


• Unsigned


• Decoy document is a Word icon?


• Harvests credentials... and? 🤷

https://blog.malwarebytes.com/mac/2021/07/osx-xloader-hides-little-except-its-main-purpose-what-we-
learned-in-the-installation-process/

😄



OSX.XLoader

• No detections, ever!


• (...except for 4 false positives)


• Not truly in the wild?


• Incomplete intel?



OSX.ZuRu

• September 14


• Several trojanized apps


• Drops & executes:


• /tmp/g.py


• /tmp/GoogleUpdate



OSX.ZuRu

• 2 detections so far


• Same machine, same file


• September 17 & 18


• Navicat Premium.app


• Thailand
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Questions?


