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(an example SMS - not the real phishing message)



It's time to get connected.

(an example SMS - not the real phishing message)



It's time to get connected.

To enable data on this device, connect
to a WIiFiI network and head to <LINK>

(an example SMS - not the real phishing message)



It's time to get connected.

To enable data on this device, connect
to a WIiFiI network and head to <LINK>

Then select your device, follow the
simple steps and you'll be good to go.

(an example SMS - not the real phishing message)
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one exploit is not like the others...



printf("Failed to prepare fake vtable: 0x%08x", ret);



printf("Waiting for R/W primitives...");



printf("Unexpected data read from DCP: ©x%08x", v49);



printf("Unexpected data read from DCP: 0x%08x", v49);

hint that there's more going on here j
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Display co-processor
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https://www.techinsights.com/blog/two-new-apple-socs-two-market-events-apple-a14-and-m1

$ 1s -1h rawfw/iphonel3dcp



$ 1s -1h rawfw/iphonel3dcp
-rw-r--r-- 1 user primary 3.7M rawfw/iphonel3dcp



$ otool -h raw_fw/iphonel3dcp



$ otool -h raw_fw/iphonel3dcp
raw_fw/iphonel3dcp:

Mach header

magic

Oxfeedfactf



$ otool -h raw_fw/iphonel3dcp
raw_fw/iphonel3dcp:

Mach header

magic cputype cpusubtype
Oxfeedfacf 0x100000C ©



$ otool -h raw_fw/iphonel3dcp

raw_fw/iphonel3dcp:

Mach header

magic cputype  cpusubtype caps filetype ncmds sizeofcmds flags
Oxfeedfact 0x100000C O Ox00 5 5 2240 0x00000001
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Talking to the DCP
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IOMMU/SMMU/DART
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How to solve that?
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The ITW bug



Uniformity compensation



Sounds like it would need, a 2d array?



uint8 t* pages = compensator->inline buffer; // +0x24
for (int pg_cnt = 0; pg cnt < 3; pg cnt++) {
uint8 t* this page = pages;
for (int i = 0; i < controlled size; i++) {
memcpy (this_page,
indirect buffer ptr,
4 * controlled size);
indirect _buffer_ptr += 4 * controlled size;
this page += 0x100;
}
pages += 0x4000;



Not necessarily new bugs; just much easier
exploits
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https://upload.wikimedia.org/wikipedia/commons/a/ac/lceberb jpé
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