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Introduction: Glossary

macOS Gatekeeper Prevents unauthorized software from running

Extended Attributes ﬂ -ached to files and folders

“Install Spotify.app” i§ an app
downloaded from the internet. ri bUte tO |nd icate the

Are you sure you want to open it?

Quarantine Attribute :
, If any

O O ™ arthur — -zsh — 82x7

arthur®ip-192-168-72-35 ~ % xattr -1 ~/Downloads/Install\ Spotify.app
com.apple.macl: ??,k??J????Y?9Yg
c???0??R??Nb

com.apple.provenance:
com.apple.quarantine: 0083;65198dba;Safari;FF70A5F9-74DF-41D8-BE9E-5BDDA97D1D51

arthur@ip-192-168-72-35 ~ % D
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Introduction: Glossary

Launch Services LSFileQuarantineEnabled Info.plist flag

_aunch Services is a macOS system component used to manage Files created or downloaded by an application that has
aunching/opening of applications, documents, etc. It acts as a central the LSFileQuarantineEnabled flag set to true in the
nub that facilitates the interaction between the user, the operating Info.plist will have the com.apple.quarantine attribute. By
system, and the applications installed on the system. default, the LSFileQuarantineEnabled is set to false.

Launch Services maintains a registry of all installed applications on the When quarantining files, the system automatically
system and can help the system determine the appropriate application to associates the timestamp, app name, and the bundle
handle a specific file or URL based on its file type or scheme. identifier with the quarantined file whenever possible.

Presence of quarantine attribute is the primary signal for
macOS to active protection mechanisms like Gatekeeper.
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Vulnerability discovery

macOS automatically
Google Chrome sets Quarantine macOS Gatekeeper
downloads a file from attribute to all files checks validity of the
the Internet Google Chrome file
touches on disk

» =~ cat /Applications/Google\ Chrome.app/Contents/Info.plist | grep —A 1 LSFileQuarantineEnabled ]
<key> </key>
<true/>
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Disclosure timeline

17/01/2023  |Vulnerability discovered during F-Secure Endpoint Security product
beta release testing on macOS Ventura

17/01/2023  |Vulnerability reported to Apple Product Security

14/02/2023 F-Secure releases Mac Endpoint Security product update 19.0 with
improved detection capabilities to mitigate macOS vulnerability

24/03/2023s.riAPple released macOS Ventura 13.3 which addresses the issue

24/03/2023.....1ApRIe.published Security Advisory for macOS Ventura 13.3
https: //suooort apple.com/en-us/HT213670

illlpdbl FI coS UOWITIUAdUC IIUIII tmemternet niay notTave the UIUdIdIILIIIC Ildg dpplleu

Description: This issue was addressed with improved checks.

CVE-2023-27943: an anonymous researcher, Brandon Dalton, Milan Tenk, and Arthur Valiev of F-
Secure Corporation
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Investigation: system libraries binaries extraction from dyld cache

» Use dyld-shared-cache-extractor to extract binaries of system libraries from dyld cache
« Search for mentions of LSFileQuarantineEnabled
* Hopper time

C N ) B valiar — ~ — -zsh —174%10

[+ =~ grep -rlnwi LSFileQuarantineEnabled ~/Documents/dyld/dyld_extracted/13.2.1 ]
/Users/valiar/Documents/dyld/dyld_extracted/13.2.1/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/LaunchServices.framework/Versions/A/LaunchServices

/Users/valiar/Documents/dyld/dyld_extracted/13.2.1/System/Library/Frameworks/CoreFoundation.framework/Versions/A/CoreFoundation

> ~ |
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https://github.com/keith/dyld-shared-cache-extractor

Investigation: Hopper Disassembler

. if(b) =
® © ® LaunchServices-13.2.1.hop < 2 D ACPU & o W@ Lz [ H = =
Navigation Undo / Redo Transformations View Mode Local Debugger Split Keep Synced Panels

____41-[LSBundleRecordBuilder _LSBundleFlagMap]_block_invoke+236

Labels Proc. Str w @ 0017

"LSFileQuarantineEnabled", DATA XREF=__LSApplicationCheckIn+7884, _ LSRegisterSelf+124,

Qv LSFileQuarantineEnabled

3 " LSRequiresOldJavaStub", DATA XREF=__ 41-[LSBundleRecordBuilder _LSBundleFlagMap]_block_invoke+260, __ LSAddExecutableFormatInfo+992
ag Scope

" _LSRequiresJavaRuntime", DATA XREF=__ 41-[LSBundleRecordBuilder _LSBundleFlagMap]_block_invoke+276, __ LSAddExecutableFormatInfo+492
LSFileQuarantineEnabled
)001a ; "_LSRequiresIPhoneSimulator", DATA XREF=___ 41-[LSBundleRecordBuilder _LSBundleFlagMap]_block_invoke+300, _ LSAddExecutableFormatInfo+1144

. _SApplicationChecklIn handles application checkin to Isd (XPC)
. _SRegisterSelf calls into  LSSetProcessQuarantineProperties which then collects app metadata and passes it along
to libquarantine dylib to complete app self-registration routine

® o arthur — lildb --wait-for --attach-name Google Chrome » Google Chrome — 119x22
bt =
*x thread #1, queue = 'com.apple.main-thread', stop reason = breakpoint 1.1
x frame #0: 0x0000000183de4scst LaunchServices _LSSetProcessQuarantineProperties
frame #1: 0x0000000183destBest LaunchServices _LSRegisterSelf + 468
frame #2: 0x0000000183db45e4 LaunchServices _LSApplicationCheckIn + 7948
frame #3: 0x00000001890da8ac HIServices _RegisterApplication + 5284
frame #4: 0x00000001890d92bc HIServices GetCurrentProcess + 36
frame #5: 0x000000018d009958 HIToolbox MenuBarInstance::GetAggregateUIMode(unsigned int*, unsigned intx) + 84
frame #6: 0x000000018d0098c4 HIToolbox MenuBarInstance::IsVisible() + 56
frame #7: 0x0000000186babb44 AppKit ' _NSInitializeAppContext + 108
frame #8: 0x0000000186ba%acH AppKit —[NSApplication init] + 404
frame #9: 0x0000000186ba9760 AppKit +[NSApplication sharedApplication] + 128
frame #10: 0x000000011ac24Tds Google Chrome Framework ___1ldb_unnamed_symbol2657 + 515912
frame #11: 0x000000011b537004 Google Chrome Framework ___lldb_unnamed_symbol2693 + 70888
frame #12: 0x000000011b53ede8 Google Chrome Framework ___lldb_unnamed_symbol2693 + 70348
frame #13: 0x000000011b3bebt3c Google Chrome Framework ___1ldb_unnamed_symbol2689 + 86840
frame #14: 0x000000011a812d00 Google Chrome Framework ___lldb_unnamed_symbol2632 + 37596
frame #15: 0x000000011a811dbc Google Chrome Framework ___lldb_unnamed_symbol2632 + 33688
frame #16: 0x0000000118fc4tef8 Google Chrome Framework ChromeMain + 688
frame #17: 0x000000010239d55¢c Google Chrome main + 196
frami #18: 0x000OOOO18354Te50 dyld start + 2544

lldb output with breakpoint set on “LSSetProcessQuarantineProperties” symbol
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® © @ LaunchServices-13.2.1.hop

Investigation: Hopper Disassembler

< D ACP U IfpW i @
View Mode

=

Navigation Undo / Redo Transformations Local Debugger Spli

IRN

Labels

Proc. Str w

®

Qv LSSetProcessQuarantineProperties

> Tag Scope

ldx Name

646 _ LSSetProcessQuarant..
65.. std::_ 1::pair<std::_..
17.. std::_ 1l::pair<std::_.
66.. std::__1:: hash_tabl..
66.. std::__1:: hash_tabl.
69.. std::__ 1::pair<std::_..
69.. std::_ 1::unique_ptr<..
69.. std::__1:: hash_cons..
74.. std::__1::pair<std::_..
13.. std::__1::_ hash_tabl.
15.. std::__1:: hash_tabl.
15.. std::__1::_ hash_tabl.
15.. std::_ 1::pair<std::_..
40.. std::__1::_ hash_tabl.
40.. std::__1::_ hash_tabl.
41.. std::__1::pair<std::_..
41.. std::__1l::pair<std::_..
66.. std::__1:: hash_tabl.
66.. std::__1::_ hash_tabl..
69.. std::__1:: hash_tabl.
69.. std::__1::_hash_tabl..
72.. std::__1::pair<std::_..
74.. std::__1::pair<std::_..
57.. std::__1::pair<std::_..
65.. std::_ l::pair<std::_..

[~
Blocks Size
32 588
33 588
33 532
4 64
3 60
44 756
1 112
29 436
33 588
27 308
15 240
30 372
33 588
3 60
6 72
33 524
33 524
6 88
9 164
15 240
43 632
33 520
33 588
33 616
33 620

if (ro '= 0x0 && CFBundleGetIdentifier(r@) '= 0x0) {
ro = _CFBundleGetMainBundleIfLooksLikeBundle();
if (ro '= 0x0) {
r2 = CFBundleGetIdentifier(ro);

}
else {
r2 = 0x0;
}
CFDictionarySetValue(rl9, x0x1f699df98, r2);
}
re = _qtn_proc_alloc();
=17

if (ro '= ox0) {
rog = CFDictionaryGetValue(rl9, *@0x1f699df90);
ro = CFStringGetCString(re@, &var_928, 0x900, 0x8000100);
if (ro '= 0x0 && _qgtn_proc_set_identifier() != 0x0) {
_qtn_proc_free();
r20 = 0x0;

else {
re = CFDictionaryGetValue(r19, 0x1ff936748);
if (ro '= ox0) {
rg = CFStringGetCString(r@, &var_928, 0x900, 0x8000100);
if (ro '= 0x0) {
strlen(&var_928);
if (_gtn_proc_set_metadata() == 0x0) {
ro = CFDictionaryGetValueIfPresent(rl9, 0x1ff9360a8, &var_930);
if (ro '= ox0) {
ro = CFStringGetCString(@x@, &var_928, 0x800, 0x8000100);
if (r@ '= 0x0 && _qtn_proc_set_path_exclusion_pattern() != 0x0) {
_qtn_proc_free();

r20 = 0x0;
}
}
}
else {
_qtn_proc_free();
r20 = 0x0;
}
}
else {
rfA — CFNAir+inanarmma+\/IaT1iiaTFDracan +( 10 Av1FFAQAANAaQ Laummar O20)

LSSetProcessQuarantineProperties creates a struct that represents the running process
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Labels

Proc. Str w

O)

Qv LSSetProcessQuarantineProperties

> Tag Scope

ldx Name

646 __ LSSetProcessQuarant..
65.. std::__l::pair<std::_..
17.. std::__1::pair<std::_..

66.. std::
66.. std::

Ll
__1::__hash_tabl..

__hash_tabl..

69.. std::__1::pair<std::_..
69.. std::__1::unique_ptr<..

69.. std::

__1::__hash_cons..

74.. std::__l::pair<std::_..

13.. std::__
15.. std::__
15.. std::__
15.. std::
40.. std::__
40.. std::__
41.. std::__

A ~dAla .

1

1

1
__l::pair<std::_..

1

1

1

::__hash_tabl..
::__hash_tabl..
::__hash_tabl..

::__hash_tabl..
::__hash_tabl..
iipair<std::_..

Blocks Size

32
33
33
4

3

44
1

29
33
27
15
30
33

588
588
532
64

60

756
112
436
588
308
240
372
588
60

72

524

cCMHA

}
}
CFRelease(r19):

( r19 = _qtn_proc_apply_to_self();
TTr2o—="ox0) <

_qtn_proc_free();

¥
if (r19 '= ox0) {
roe = _ LSGet0SStatusFromPOSIXErrorCode(rl9);
}
else {
ro = 0x0;
}
}
else {
r19 = _qtn_proc_apply_to_self();
if (r19 == 0x0) {
ro = 0x0;
}
else {
re = _ LSGet0SStatusFromPOSIXErrorCode(ri19);
}
}
if (*x*%0x1f99634d8 !'= x*0x1f99634d8) {
ro = __stack_chk_fail();
}

return ro;

Calling into libquarantine.dylib to propagate collected metadata

11



Investigation: Hopper Disassembler

® © ® libquarantine-13.2.1.hop < DIAICIPIU S L HS = O
Navigation Undo / Redo Transformations View Mode Local Debugger Split Keep Synced Panels
] -
goto loc_la39ad36¢c;
Labels Proc. Str w5 @®
-LOC ARG .
Qv qtn_proc_apply_to_self @ if (_qtn_syscall_quarantine_setprocinfo(r21, r20, *(r20 + 0x140), r20 + 0x100, *x(r20 + 0x188), r20 + 0x148, x(int32_t x)(r20 + 0x198), 0x0, r8) != 0x0) {:)
> Tag Scope ré——=—x{(Trmrt32—t—x)—=error{); N
r20 = Oxffffffff;
x| Name | if (r8 1= 0x5d) {
ro = oxfffffffe;
| if (r8 '= 0x67) {
EEEESRqtn_proc_appl. if (1CPU_FLAGS & NE) {
r9 = oxfffffffe;
}
else {
ro = r8;
}
}
r20 = Oxffffffff;
if (r8 == 0x60) {
if ('CPU_FLAGS & E) {
r20 = r9;
}
else {
r20 = Oxffffffff;
}
}
}
if (r19 != ox0) {
dlclose(ril9);
}
1
Hopper is ready
>>> @

Address 0x1a39ad23c, Segment __TEXT, __gtn_proc_apply_to_pid + 0, Section __text, file offset 0x223c

“gtn_proc_apply_to_self” is a wrapper around “gtn_proc_apply_to_pid”
which invokes a system call passing all collected process information to the kernel
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Investigation: Hopper Disassembler

® © ® LaunchServices-13... D ACP U X 5 % I HEE= »
Navigation Undo / Redo Transformations View Mode Local Debugger Split Keep Synced
|
RS R AT
}
}
else {

strlen(&var_928);
if (_gtn_proc_set_metadata() == 0x0) {
ro = CFDictionaryGetValueIfPresent(r19, 0x1ff9360a8, &var_930);
if (ro '= ox0) {
ro = CFStringGetCString(0x0, &var_928, 0x800, 0x8000100);
if (r@ !'= 0x0 && _qgtn_proc_set_path_exclusion_pattern() !'= 0x0) {
_qtn_proc_free();

r20 = 0x0;
}
}
}
else {
_qtn_proc_free();
r20 = 0x0;
}
}
}
}
CFRelease(ri19);

r19 = _qtn_proc_apply_to_self();
if (r20 '= 0x0) {
_qtn_proc_free();

}
if (r19 '= ox0) {
re = _ LSGet0SStatusFromPOSIXErrorCode(rl9);
}
else {
rg = 0x0;
}
}
else {
r19 = _qtn_proc_apply_to_self();
if (r19 == o0x0) {
ro = 0x0;
}
else {
re = __LSGet0SStatusFromPOSIXErrorCode(ri19);
}
}
if (*%k@x1f99634d8 !'= *x0x11f99634d8) {
rA — ct+arl rhle Fa4i1( )

Address Ox1a2ec0658, Segment ___TEXT, __LSSetProcessQuarantineProperties + 404, Section __text, file offset 0x34658

| |

v o

Diff of “LSSetProcessQuarantineProperties” function between 13.2.1 and 13.3 beta 2
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® © ® LaunchServices-13... ¢ D ACPU X 5 %W I HES »
Navigation Undo / Redo Transformations View Mode Local Debugger Split Keep Synced
1 1 1 1 B T N . |
}
else {
strlen(&var_928);
if (_qtn_proc_set_metadata() == 0x0) {
ro = CFDictionaryGetValueIfPresent(rl9, 0x1f59e0550, &var_930);
if (ro != ox0) {
ro = CFStringGetCString(0x0, &var_928, 0x800, 0x8000100);
if (r@ '= 0x0 && _gtn_proc_set_path_exclusion_pattern() !'= 0x0) {
_qtn_proc_free();
r20 = 0x0;
}
else {
if (_gtn_proc_set_flags() '= 0x0) {
_qtn_proc_free();
r20 = 0x0;
}
}
¥ New in 13.3 beta 2
else {
if (_gtn_proc_set_flags() !'= 0x0) {
_qtn_proc_free();
r20 = 0x0;
}
}
}
else {
_qtn_proc_free();
r20 = 0x0;
}
}
}
CFRelease(r19);
rl9 = _qtn_proc_apply_to_self();
if (r20 '= ox0) {
_qtn_proc_free();
}
if (r19 !'= ox0) {
re = __ LSGet0SStatusFromPOSIXErrorCode(ri19);
}
else {
roe = 0x0;
}
Address 0x198df40f4, Segment __TEXT, __LSSetProcessQuarantineProperties + 0, Section __text, file offset 0x330f4
13
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Investigation: Hopper Disassembler

® © ® libquarantine-13.3.beta2.hop < D ACP U X 55 ) m I H= = [

Navigation Undo /Redo Transformations View Mode Local Debugger Split Keep Synced Panels

B B : N

int __qtn_proc_set_flags(int arg@) {

re = argo;
if (r1 <= 0x3ff) {
rég = ro;
ro = 0x0;
x(int32 t %) (r8 + 0x198) = ri1;
}
else {
ro = 0x16;
}
return ro;

L

. . ey s =
® © ® libquarantine-13.3.beta2.hop < DIAICIFIU I B L H= E = O
Navigation Undo [/ Redo Transformations View Mode Local Debugger Split Keep Synced Panels

A 111111 _ N

_ loc_19b213364:
Labels [WPreest] S | % | @ if (__gtn_syscall_quarantine_setprocinfo(r21, r20, *x(r20 + 0x140), r20 + 0x100, x(r20 + 0x188), r20 + @x148,(%(int32_t x) (r20 + 0x19§ﬂ, 0x0, r8) !'= 0xe
Qv apply_to_pid o rg = x(int32_t x)__error();
PRR=IEP r20 = OxFEFFFFif;
> Tag Scope if (r8 != 0x5d) {

r9 = oxfffffffe;
if (r8 !'= 0x67) {

s gty if (1CPU_FLAGS & NE) { _
71 qtn_proc_apply to_pid 23 r9 = oxfffffffe; _qtn_proc_apply_to_pid passes the data at the same offset
- - } as _qtn_proc_set_flags used to write flags
else {
r9 = r8;
by

}
r20 = oxffffffff;
if (r8 == 0x60) {
if (!CPU_FLAGS & E) {

r20 = r9;
}
else {

r20 = Oxffffffff;
}

}
}
if (r19 !'= 0x0) {
Address 0x19b213234, Segment __TEXT, __gtn_proc_apply_to_pid + 0, Section __text, file offset 0x2234
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Investigation: LLDB

r
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Difference

. arthur — lidb --wait-for --attach-name Google Chrome » Google Chrome — 125x29
[(11db) bt
* thread #1, queue = 'com.apple.main-thread', stop reason = breakpoint 2.1
x frame #0: 0x000000018e5808c0 libquarantine.dylib’__qgtn_syscall_quarantine_setprocinfo
frame #1: 0x000000018e581390 libquarantine.dylib _qtn_proc_apply_to_pid + 340
frame #2: 0x0000000183des65¢c LaunchServices _LSSetProcessQuarantineProperties + 408
frame #3: 0x0000000183des40est LaunchServices _LSRegisterSelf + 468
frame #4: 0x0000000183db45e4 LaunchServices LSApplicationCheckIn + 7948
frame #5: 0x00000001890da8ac HISer
frame #6: 0x00000001890d92bc HISer
frame #7: 0x000000018d009958 HIToo
frame #8: 0x000000N18d0098c4 HITool| @ Terminal Shell Edit View Window Help
frame #9: 0x0000000186babb44 AppKi‘l.:'r. C N ~ arthur — lldb --wait-for --attach-name Google Chrome » Google Chrome — 125x32
frame #10: 0x0000000186ba%acH AppKl(_ -
frame #11: 0x0000000186ba9760 AppKil (11dbinit) bt . .
frame #12: 0x000000011lac24fd4 Googl*:thread #1, queue = ‘com.apple.ma}n—threadi, stop.r?ason = breakpoint 2.1. :
frame #13: 0x000000011b537004 Googl x frame #0: 0x00000001b20ba8b8 1}bquarant}ne.dyl}b‘__qtn_syscall_quaranFlne_setproc1nfo
frame #14: 0x000000011b53ede8 Googl frame #1: 0x00000001b20bb388 11bquarant}ne.qy11b _qtn_proc_applyTto_pld + ?46
frame #15: 0x000000011b3bes3c Googl frame #2: 0x00000001a765429c LaunchServ;ces‘_LSSet?rocessQuarantlnePropertles + 424
frame #16: 0x0000000112812d00 Googl frame #3: 0x00000001a7653d14 LaunchSerV}ces‘_LSRegl§ter§e1f + 468
frame #17: 0x0000000112811dbc Googl frame #4: 0x00000001a7624ab4 Launch§eIV}ces TLSAppllcgtlor.\CheckIn + 8020
frame #18: 0x0000000118Fc4ef8 Googl frame #5: 0x00000001ac92935c HISerV}ces‘_ReglsterAppllcatlon + 5284
frame #19: 0x000000010239d55¢ Googl frame #6: 0x000000O01ac927d6c HIServices GetCurrentProcess + 36 . . . .
C e TIVRT N frame #7: 0x00000001b0a95f6cC HIToolbox‘MenuBarInstance::GetAggregateUIMode(un31gned int*, unsigned intx) + 84
f1.65) reg read x6 frame #8: 0x00000001b0a95ed8 HIToglbox‘Mepu?ar?nstance::IsV151b1e() + 56
xb6 = Ox0000000000000000 frame #9: 0x00000001aa3ac98c AppKlF‘_NSInltla}lzeAppCQnFext + 108
11db) D frame #10: 0x00000001aa3aa8cl AppKit —-[NSApplication init] + 404
frame #11: 0x00000001aa32a560 AppKit +[NSApplication sharedApplication] + 128
frame #12: 0x000000011cbasfd4 Google Chrome Framework ___1ldb_unnamed_symbol2657 + 515912
frame #13: 0x000000011d4bT004 Google Chrome Framework ___1ldb_unnamed_symbol2693 + 70888
frame #14: 0x000000011d4bede8 Google Chrome Framework ___1ldb_unnamed_symbol2693 + 70348
frame #15: 0x000000011d33e63c Google Chrome Framework ___1ldb_unnamed_symbol2689 + 86840
frame #16: 0x000000011c792d00 Google Chrome Framework ___1ldb_unnamed_symbol2632 + 37596
frame #17: 0x000000011c791dbc Google Chrome Framework ___lldb_unnamed_symbol2632 + 33688
frame #18: 0x000000011afssefd Google Chrome Framework ChromeMain + 688

frame #19: 0x000000010434555c Google Chrome main + 196
$20 2 2agyv1d start + 2236

11ldbinit eg read xé
x6 X0000000000000001
11dbinit

Patched macOS 13.3 beta 2 is passing
qtn flags of value 1

in gtn flags value between vulnerable and patched version of macOS (13.2.1 vs. 13.3 beta 2)
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Future research on the topic

 The kernel side of the story still remains somewhat a mystery.
« Attempts of live system debugging on latest macOS versions were so far unsuccessful.
» Apple provided tooling (kdp-remote) is causing kernel panics and memory corruption after resume of a breakpoint.
* The vulnerability was reproduced when quarantine attribute was set on the app with LSFileQuarantineEnabled key in Info.plist.
 Why was the vulnerability only seen in this case?
* Is it the reason why Apple did not catch this in time?
macOS Monterey was not affected by the reported issue.
 What logic did the kernel have before Ventura?
 Was it filling in the flag metadata passed on macOS Ventura with __ gtn_proc_set flags on its own?

 How did it make the decision to set the quarantine attribute when LSFileQuarantineEnabled key is present?
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CVE-2021-1810

Archive Utility
Available for: macOS Big Sur
Impact: A malicious application may bypass Gatekeeper checks
Description: A logic issue was addressed with improved state management.

CVE-2021-1810: Rasmus Sten (@pajp) of F-Secure

Archive Utility
Available for: macQOS Catalina
Impact: A malicious application may bypass Gatekeeper checks
Description: A logic issue was addressed with improved state management.

CVE-2021-1810: Rasmus Sten (@pajp) of F-Secure



https://www.youtube.com/watch?v=LR_A3hIZEZE

Discovery process

» Customer complained about Ul bug related to long file names
» Started to explore downloading zip files with deep directory hierarchies
* File/folder name limit: 255 bytes. PATH MAX = 1024 bytes
* Noticed the deep end was missing the com.apple.quarantine extended attribute

 (The quarantine attribute is of course Very Important™ to Gatekeeper, but also
important to our product.)

» At first it looked like the cut-off was PATH MAX - which wouldn’t be exploitable
because macOS refuses to execute files with path names >PATH MAX, but...
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O @® ™ Downloads — -zsh — 194 x69

rasmus@catalina—-beta-vm Downloads % echo —-n /Users/rasmus/Downloads/yXXXXXXXXXXXL/YXXXXXXXXXXX2/YXXXXXXXXXXX3/YXXXXXXXXXXXE/YXXXXXXXXXXXE /YXXXXXXXXXXXE/YXXXXXXXXXXXT /YXXXXXXXXXXXE/YXXXXXXXXXXXD/ | B
YXXXXXXXXXXXLO/YXXXXXXXXXXXLL/YXXXXXXXXXXXL2/YXXXXXXXXXXXL3/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXL7 /YXXXXXXXXXXXL8/YXXXXXXXXXXXLD/YXXXXXXXXXXX20/YXXXXXXXXXXX2L/YXXXXXXXXXXX22
JYXXXXXXXXXXX23/YXXXXXXXXXXX24/YXXXXXXXXXXX25/YXXXXXXXXXXX26/YXXXXXXXXXXX27 /YXXXXXXXXXXX28/YXXXXXXXXXXX2D/YXXXXXXXXXXX30/YXXXXXXXXXXX3L/YXXXXXXXXXXX32/YXXXXXXXXXXX33/YXXXXXXXXXXX34/YXXXXXXXXXXX3
5/YXXXXXXXXXXX36/YXXXXXXXXXXX37/YXXXXXXXXXXX38/YXXXXXXXXXXX3F/YXXXXXXXXXXXA0/YXXXXXXXXXXXELL/YXXXXXXXXXXXE2/YXXXXXXXXXXXE3/YXXXXXXXXXXXEL/YXXXXXXXXXXXAD /YXXXXXXXXXXXELE/YXXXXXXXXXXXET [ YXXXXXXXXXXX
48/ Y TXXARYXXXXXED /Y XXX XXXXXXXX50/YXXXXXXXXXXX5L/YXXXXXXXXXXX52/YXXXXXXXXXXXE53/YXXXXXXXXXXX54/YXXXXXXXXXXXE5/YXXXXXXXXXXXE56/YXXXXXXXXXXXE57/YXXXXXXXXXXX58/YyXXXXXXXXXXX59/dummyfile|wc —c

909
rasmbrs@edtalina—-beta—vm Downloads % 1ls —-1@ /Users/rasmus/Downloads/yXXXXXXXXXXXL/YXXXXXXXXXXX2/YXXXXXXXXXXX3/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXT /YXXXXXXXXXXXE/YXXXXXXXXXXXD/Y
XXXXXXXXXXXLO/YXXXXXXXXXXXLIL/YXXXXXXXXXXXL2/YXXXXXXXXXXXL3/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXL7 /YXXXXXXXXXXXLI8/YXXXXXXXXXXXLD/YXXXXXXXXXXX20/YXXXXXXXXXXX2L/YXXXXXXXXXXX22/
YXXXXXXXXXXX23/YXXXXXXXXXXX24/YXXXXXXXXXXX25/YXXXXXXXXXXX26/YXXXXXXXXXXX27 /YXXXXXXXXXXX28/YXXXXXXXXXXX29D/YXXXXXXXXXXX30/YXXXXXXXXXXX3L/YXXXXXXXXXXX32/YXXXXXXXXXXX33/YXXXXXXXXXXX34/YXXXXXXXXXXX35
JYXXXXXXXXXXX36/YXXXXXXXXXXX37/YXXXXXXXXXXX38/YXXXXXXXXXXX3F/YXXXXXXXXXXXL0/YXXXXXXXXXXXEL/YXXXXXXXXXXXE2/YXXXXXXXXXXXE/YXXXXXXXXXXXEEL [/ YXXXXXXXXXXXEAD /YXXXXXXXXXXXLE/YXXXXXXXXXXXELT [ YXXXXXXXXXXXE
8/ YXXXXXXXXXXX4LF/YXXXXXXXXXXX50/YXXXXXXXXXXX5L/YXXXXXXXXXXX52/YXXXXXXXXXXXE53/YXXXXXXXXXXX54/YXXXXXXXXXXXE5/YXXXXXXXXXXXE56/YXXXXXXXXXXXE7/YXXXXXXXXXXX58/YXXXXXXXXXXX59/dummyfile
-rw-r——r—-— 1 rasmus staff © May 6 11:19 /Users/rasmus/Downloads/yxXXXXXXXXXXXL/YXXXXXXXXXXX2/YXXXXXXXXXXX3/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXT /YXXXXXXXXXXXE/YXXXXXXXXXXXD/
YXXXXXXXXXXXLO/YXXXXXXXXXXXLL/YXXXXXXXXXXXL2/YXXXXXXXXXXXL3/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXL7 /YXXXXXXXXXXXL8/YXXXXXXXXXXXLD/YXXXXXXXXXXX20/YXXXXXXXXXXX2L/YXXXXXXXXXXX22
JYXXXXXXXXXXX23/YXXXXXXXXXXX24/YXXXXXXXXXXX25/YXXXXXXXXXXX26/YXXXXXXXXXXX27 /YXXXXXXXXXXX28/YXXXXXXXXXXX2D/YXXXXXXXXXXX30/YXXXXXXXXXXX3L/YXXXXXXXXXXX32/YXXXXXXXXXXX33/YXXXXXXXXXXX34/YXXXXXXXXXXX3
5/YXXXXXXXXXXX36/YXXXXXXXXXXX37/YXXXXXXXXXXX38/YXXXXXXXXXXX3F/YXXXXXXXXXXXA0/YXXXXXXXXXXXEL/YXXXXXXXXXXXE2/YXXXXXXXXXXXE3/YXXXXXXXXXXXEL [/ YXXXXXXXXXXXEAD /YXXXXXXXXXXXEE/YXXXXXXXXXXXET [ YXXXXXXXXXXX
L8/ YXXXXXXXXXXXEF/YXXXXXXXXXXX50/YXXXXXXXXXXXEL/YXXXXXXXXXXX52/YXXXXXXXXXXXE3/YXXXXXXXXXXX54/YXXXXXXXXXXXE5/YXXXXXXXXXXX56/YXXXXXXXXXXXE7/YXXXXXXXXXXX58/YXXXXXXXXXXX59/dummyfile
rasmus@catalina-beta—vm Downloads % 1ls -1@ /Users/rasmus/Downloads/yxXXXXXXXXXXXL/YXXXXXXXXXXX2/YXXXXXXXXXXX3/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXT /YXXXXXXXXXXXE/YXXXXXXXXXXXD/Y
XXXXXXXXXXXLO/YXXXXXXXXXXXLL/YXXXXXXXXXXXL2/YXXXXXXXXXXXL3/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXL7 /YXXXXXXXXXXXL8/YXXXXXXXXXXXLD/YXXXXXXXXXXX20/YXXXXXXXXXXX2L/YXXXXXXXXXXX22/
YXXXXXXXXXXX23/YXXXXXXXXXXX24/YXXXXXXXXXXX25/YXXXXXXXXXXX26/YXXXXXXXXXXX27 /YXXXXXXXXXXX28/YXXXXXXXXXXX29/YXXXXXXXXXXX30/YXXXXXXXXXXX3L/YXXXXXXXXXXX32/YXXXXXXXXXXX33/YXXXXXXXXXXX34/YXXXXXXXXXXX35
JYXXXXXXXXXXX36/YXXXXXXXXXXX37/YXXXXXXXXXXX38/YXXXXXXXXXXX3F/YXXXXXXXXXXXED/YXXXXXXXXXXXEL/YXXXXXXXXXXXE2/YXXXXXXXXXXXES/YXXXXXXXXXXXEL]YXXXXXXXXXXXED /YXXXXXXXXXXXELE/YXXXXXXXXXXXELT [ YXXXXXXXXXX X4
8/ YXXXXXXXXXXXELF/YXXXXXXXXXXX50/YXXXXXXXXXXXEL/YXXXXXXXXXXX52/YXXXXXXXXXXXE53/YXXXXXXXXXXXE54/YXXXXXXXXXXXE5/YXXXXXXXXXXX56/YXXXXXXXXXXXE7/YXXXXXXXXXXX58/dummyfile
-rw-r——r——Q 1 rasmus staff © May 6 11:19 /Users/rasmus/Downloads/yxXXXXXXXXXXXL/YXXXXXXXXXXX2/YXXXXXXXXXXX3/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXT /YXXXXXXXXXXXE/YXXXXXXXXXXXD/
YXXXXXXXXXXXLO/YXXXXXXXXXXXLL/YXXXXXXXXXXXL2/YXXXXXXXXXXXL3/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXLE/YXXXXXXXXXXXLT7 /YXXXXXXXXXXXL8/YXXXXXXXXXXXLD/YXXXXXXXXXXX20/YXXXXXXXXXXX2L/YXXXXXXXXXXX22
JYXXXXXXXXXXX23/YXXXXXXXXXXX24/YXXXXXXXXXXX25/YXXXXXXXXXXX26/YXXXXXXXXXXX27 /YXXXXXXXXXXX28/YXXXXXXXXXXX2D/YXXXXXXXXXXX30/YXXXXXXXXXXX3L/YXXXXXXXXXXX32/YXXXXXXXXXXX33/YXXXXXXXXXXX34/YXXXXXXXXXXX3
5/YXXXXXXXXXXX36/YXXXXXXXXXXX37/YXXXXXXXXXXX38/YXXXXXXXXXXX39/YXXXXXXXXXXXA0/YXXXXXXXXXXXEL/YXXXXXXXXXXXE2/YXXXXXXXXXXXE3/YXXXXXXXXXXXEL [/ YXXXXXXXXXXXEAD /YXXXXXXXXXXXELE/YXXXXXXXXXXXET [ YXXXXXXXXXXX
48/yxxX X50/YyXXXXXXXXXXX5L/YXXXXXXXXXXX52/YXXXXXXXXXXX53/YXXXXXXXXXXX54/YXXXXXXXXXXXE5/YXXXXXXXXXXX56/YXXXXXXXXXXXE7/YXXXXXXXXXXX58/dummyfile
57
rasmusQ - mrioads % echo —n /Users/rasmus/Downloads/yXXXXXXXXXXXL/YXXXXXXXXXXX2/YXXXXXXXXXXX3/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXE/YXXXXXXXXXXXT /YXXXXXXXXXXXE/YXXXXXXXXXXXD/
yxxxxxxxxxxxl@/yxxxxxxxxxxxll/yxxxxxxxxxxx12/yxxxxxxxxxxx13/yxxxxxxxxxxx14/yxxxxxxxxxxx15/yxxxxxxxxxxx16/yxxxxxxxxxxx17/yxxxxxxxxxxx18/yxxxxxxxxxxx19/yxxxxxxxxxxx26/yxxxxxxxxxxx21/yxxxxxxxxxxx22
JYXXXXXXXXXXX23/YXXXXXXXXXXX24/YXXXXXXXXXXX25/YXXXXXXXXXXX26/YXXXXXXXXXXX27 /YXXXXXXXXXXX28/YXXXXXXXXXXX2D/YXXXXXXXXXXX30/YXXXXXXXXXXX3L/YXXXXXXXXXXX32/YXXXXXXXXXXX33/YXXXXXXXXXXX34/YXXXXXXXXXXX3
5/YXXXXXXXXXXX36/YXXXXXXXXXXX37/YXXXXXXXXXXX38/YXXXXXXXXXXX3F/YXXXXXXXXXXXED/YXXXXXXXXXXXELL/YXXXXXXXXXXXE2/YXXXXXXXXXXXES/YXXXXXXXXXXXEL/YXXXXXXXXXXXED /YXXXXXXXXXXXEE/YXXXXXXXXXXXELT /YXXXXXXXXXXX
48/yxxxxx49/yxxxxxxxxxxx50/yxxxxxxxxxxx51/yxxxxxxxxxxx52/yxxxxxxxxxxx53/yxxxxxxxxxxx54/yxxxxxxxxxxx55/yxxxxxxxxxxx56/yxxxxxxxxxxx57/yxxxxxxxxxxx58/dummyfile |lwe -c

rasm talina—beta-vm Downloads % [

f2 F-secure. Oct.12 2023 PUBLIC



The sweet spot

» Turns out that the point at which Archive Ultility fails to set the quarantine
attribute is not actually PATH MAX but (PATH MAX - (some number))

sEXxperimentally | see that it's somewhere between 894 and 909

= [ his means that we can drop an executable with a path name is:
»Short enough to allow execution by macOS
«_ong enough to trigger the Archive Ultility bug

=Placing an unsigned command-line executable with a path name in the
sweet spot — we have a Gateekeeper bypass!

= Although a bit awkward to deploy...

[ F-secure PUBLIC



Turning it into a PoC

» By default Safari will unzip files using its own built-in unarchive tool
e It turns out this tool does not have the same Issue

* However it also will refuse to unpack archives with paths >PATH MAX - with no
error message to the user

* To sum it all up, we can make an archive that has:
* Along, “.hidden”, path that will prevent Safari unpacking

* An app bundle in the "sweet spot” that gets written without quarantine xattr,
placed in a “.hidden” folder

* A symlink at the root of the zip file pointing the app bundle

f2 F-secure PUBLIC
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Root cause analysis

= \What processes are involved when unpacking something with Archive Utility?
= 'newproc.d” - DTrace script which prints process launch events - in modern macOS you can use “eslogger exec”
= DTrace disabled by default, need to be enabled from Recovery mode using “csrutil”
= Caution! Disabling SIP entirely caused “fixed” the vulnerability! No, | don’t know why. “csrutil --enable --without-dtrace”

works

[rasmus@catalina-beta-vm ~

2021
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2021
2021
2021
2021
2021
2021
2021
2021
2021
2021
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2021
2021
2021
2021
2021
2021

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
>

Nov
Nov
Nov
Nov

24
24
24
24
24
24
24
24
24
24
24
24

24
24
24
24
24
24
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16:
16:
16:
16:
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16:
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16:
16:

16

16:
16:

25
74T
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:50
25"
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257
745
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25:
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yAS
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26:
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26:
26:

49
49
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1%
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1%
53
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10

1297
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1300
1300
1301
1301
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1304
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1305
1306
1306
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A rasmus — dtrace « sudo — 184x43

% sudo newproc.d

<1> 64b xpcproxy com.apple.xpc.launchd.oneshot.9x1000001b.Archive Utility

<1> 64b /System/Library/CoreServices/Applications/Archive Utility.app/Contents/Mac0S/Archive Utility —-psn_0_401506
<1297> 64b /usr/bin/macbinary probe —--verbose /Users/rasmus/Downloads/FakeApp.zip

<1297> 64b /usr/bin/file -b /Users/rasmus/Downloads/FakeApp.zip

<1>
<1>
<1>
<1>
<1>
<1>
<1>
<1>

<1>
<1>

64b
64b
64b
64b
64b
64b
64b
64b

64b
64b

Xpcproxy com.apple.archiveutility.auhelperservice 1297

/System/Library/CoreServices/Applications/Archive Utility.app/Contents/XPCServices/AUHelperService.xpc/Contents/Mac0S/AUHelperSe (...)

Xpcproxy com.apple.FileProvider.ArchiveService 1297
/System/Library/Frameworks/FileProvider.framework/XPCServices/ArchiveService.xpc/Contents/Mac0S/ArchiveService

Xpcproxy com.apple.appkit.xpc.sandboxedServiceRunner 1297
/System/Library/Frameworks/AppKit.framework/Versions/C/XPCServices/SandboxedServiceRunner.xpc/Contents/Mac0S/SandboxedServiceRun (...)

Xpcproxy com.apple.mdworker.shared.94000000-0100-0000-0000—-000000000000
/System/Library/Frameworks/CoreServices.framework/Frameworks/Metadata.framework/Versions/A/Support/mdworker_shared -s mdworker -c MDSImporterWorker -

Xpcproxy com.apple.preference.displays.MirrorDisplays
/System/Library/PreferencePanes/Displays.prefPane/Contents/Resources/MirrorDisplays.app/Contents/MacOS/MirrorDisplays

<353> 64b /usr/sbin/screencapture -pdi -z cmd-shift-4

<1>

64b

Xpcproxy com.apple.screencaptureui.agent

<1> 64b /System/Library/CoreServices/screencaptureui.app/Contents/Mac0S/screencaptureui
<353> 64b /usr/sbin/screencapture -pdi -z cmd-shift-4

PUBLIC

25



000

16:54:41.625356
16:54:41.625359
16:54:41.625361
16:54:41.625362
16:54:41.625364
16:54:41.625365
16:54:41.625366
16:54:41.625368
16:54:41.625369
16:54:41.625371
16:54:41.625372
16:54:41.625373
16:54:41.625376
16:54:41.625377
16:54:41.625379
16:54:41.625380
16:54:41.625382
16:54:41.625383
16:54:41.625386
16:54:41.625388
16:54:41.625391
16:54:41.625393
16:54:41.625396
16:54:41.625398
16:54:41.625401
16:54:41.625402
16:54:41.625404
16:54:41.625405
16:54:41.625407
16:54:41.625408
16:54:41.625410
16:54:41.625412
16:54:41.625417
16:54:41.625419
16:54:41.625428
16:54:41.625438
16:54:41.625446
16:54:41.625525
16:54:41.625562
16:54:41.626310
16:54:41.626375
16:54:41.626386
16:54:41.626390
16:54:41.626392
16:54:41.626393
16:54:41.626395
16:54:41.626396
16:54:41.626398
16:54:41.626399
16:54:41.626402
16:54:41.626403
16:54:41.626405
16:54:41.626406
16:54:41.626408
16:54:41.626409
16:54:41.626411
16:54:41.626412
16:54:41.626415
16:54:41.626416
16:54:41.626419
16:54:41.626421
16:54:41.626425
16:54:41.626427
16:54:41.626430
16:54:41.626432
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lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
1statés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
1statés

close

open

statés

chdir

open

close

close

open

lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir
lstatés
pthread_chdir

(R

(_wC__
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i rasmus — fs_usage « sudo — 284x65

/private

/private

var

var

folders

folders

3d

3d

4g9zq8yw97cz35_55yqpv3pyheeeagn

4g9zq8yw97cz35_55yqpv3pyheeeegn

T

T

com.apple.fileprovider.ArchiveService

com.apple.fileprovider.ArchiveService

TemporaryItems

TemporaryItems

(A Document Being Saved By ArchiveService)

(A Document Being Saved By ArchiveService)

PO 0000000000000 000000000000 0000000 000000000000 0000000000000000000000000000000000000000000000000000000000000000000000000 0000000000000 0000000000000000000000000001
PO 0000000000000 000000000000 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000004
P00 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000004
P00 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000008000004
P00 000000000 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000600080.0004
PP 0000000000000 000000000000 0000000000000 00000000000000000000000000000000 0000000000000 00000se0sstesttsttsttst sttt ttttssttsttst sttt sttt tsstssssssossossel
0000000000 000000 0000000000000 0000000000000000000000000000000000000000000000000000000000000000000 000060001

0000000000000 000 0000000000000 000000000000000000000000000000000000000000000000000000000000000000006006000d

FakeApp.app

FakeApp.app

Contents

Contents

MacOS

MacOS

Helloworld

X) .
XXX XXXXHXXXHXXXXXXXXHXXXXXXXXXXXHXXXXXXXXXXHXXXHXXHXXXXHXHXXHXHXXXXXXHXHXXHXXHXXXXHXHXHXXXHXXXXHXXHXHXXXHXXXXXXHXXXHHXXXXXXHXHXXXHXXHXXXXKXXHXXHXXXXXXXXXXXXXXXX XXX XXX XXX XX XXXX
XXX XXXXXXXXXXXXXXXXXXXXXXXXXXHXXXXXXXXHOHXXXXXXHXHXXXHXXXXXXXXHXXXXXHXXHXXXXXXXX XK XXXXHXXXXXXXXXXHXHXXXXXHXXXXKXXHXXHXHXXXXXXKXXKXXXXXXX XXX XXX XXX XX XXXX
E X) L00000NXNXNONXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX/ FakeApp . app/Contents/Mac0S/HellowWorld

X) .
/private
/private
var
var
folders
folders
3d
3d
4g9zq8yw97cz35_55yqpv3pyheeeagn
4g9zq8yw97cz35_55yqpv3pyheeeegn
T
T
com.apple.fileprovider.ArchiveService
com.apple.fileprovider.ArchiveService
TemporaryItems
TemporaryItems
(A Document Being Saved By ArchiveService)
(A Document Being Saved By ArchiveService)
P00 00000000000 00000 000000000 000000008000000000000000000000000000000000080800000000000000000000000000000000008000000000000000000000000000000000000000000000000008
P 000000000000 00 0000000000000 0000000080000000000000000000000000000000000808000000000000000000000000000808000000000000000000000000000000000000000008000000000060008
P 0000000 0.000000 000000000000 0000000000800008000000000000000000000000800008080000000000080000000080000008000000808000000000000000000000000000000000080000008006000¢
P 000000000000 0000000000000008000000008000080000000000000000000000000000080800000000000000000000000000080000008000000000000000000000080000000000000000000000806000¢
PO 000000000000 0000000000000000000000008000080000008000000000000000800000080800000000000000000000000000080000008000000000000000000000000000000000000800000000806000¢
P00 0000000000000 000000000 00000 000800000 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000060008

PUBLIC

0.000006
0.000003
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000003
0.000002
0.000003
0.000002
0.000003
0.000002
0.000002
0.000002
0.000002
0.000001
0.000002
0.000001
0.000002
0.000002
0.000005
0.000002
0.000009
0.000009
0.000007
0.000080
0.000002
0.000158
0.000019
0.000010
0.000003
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000002
0.000001
0.000003
0.000001
0.000002
0.000001
0.000003
0.000001
0.000003
0.000002
0.000003
0.000002
0.000003
0.000002

ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091
ArchiveService.42091




00 B FakeApp — -zsh — 284x65

[ rasmus@catalina-beta-vm ~ % cd Downloads/FakeApp =
BB TEOE R EN R ER TN R B VY. Vo T R R N IO TS'000.0 .00 0000000000000 000000000000000000000000000000008008008000008008000008008000000000000000008000008008008000000000008000000008008008000000008008008000000000000000000000000000008000000800800800800800000800800800800800800800800000000000000d
XXXXXXXXXXXXX
drwxr-xr-x@ 3 rasmus staff 96 May 6 2021 . X000 HNNHHHKHKHHHHHHHHNNNNNNNNNNNNNHNHHHHHHHHHHHHXHHXHXHXHXHXHXHXHXXHXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXX

com.apple.quarantine 57
[ rasmus@catalina—beta-vm FakeApp % 1s —dl@ .XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXHXXXHXXXHXXXHXXXHKXXHXXXHXXXHXHXXHXXXHXXXXXXHXXXHXXXXXXHXXXXXXXHXHXXXXXXXXXXHXHXXXHXHXXXXXXKXXHXXHXXXKXXHXXHXXXHXXHXXHXXKXXHXXHXXHXXXHXXHXXHXXHXXHXXHXXHXXHXXHXXHXXXHXXXHXXXHXXHXXXHXXXHXXXHXXXXXXHXXX XXX XXX XXX XXX XXXXX ]
PO 00000000 TID IS0 00000000000000000000000000000000000000000000000000000000000000000000000 0000000000000 000000 esssssssssssssssssssssstsssststsstststststststtsttstttttttttttttttttttttttttttttttttttttttstttttttttttttttttttstsssstttstssstsssstsssssssssstssssststststststststtsttstssssssd
drwxr-xr-x@ 3 rasmus staff 96 May 6 2021 . X000 NNNNHHKHHHHNNNNNNNNNNNNNXXNNHNHXHXHHHHHHHHXHXHXHXHXXHXHXXXXXXXXXXXXX XXX XX XXXXXXXXXXXXXXXX
PO 000000000000 TID S 000000000000000000000000000000000000000000000000000000000000000000000000000000 0000000000000 0000000000000 ssssssssssssssssttsttsttststtsttttttttttsttsstttttttttttttttttttttttttttttttttttttttttttstttttttststssssssssssssssssssssssssssssssstssssssssssl

com.apple.quarantine 57
[ rasmus@catalina-beta-vm FakeApp % 1s —d1@ .XO0CXONXXNOONNNHHXHNHHXHHHHHNHHHHHHHHHXHXHHHHXXXNHHXXXHXXXXHXXXXHHXXXXHXXXXHXXXXXHXXXXHXXXXXXXXXHXXXXHXXXXXHXXXXHXXXX XXX X XXX XX XXX XXXXXXXXX ]
PP 000000000 0D P00 0000000000000 0000000000000 000000000 0000ttt tttttttttttttssttttttsttttttttsttttttsttttttttttttttttssstttttttttttttttttttttssttttttttsttttttttttttttsttttttttttttttttstttttttsstttttttststttttsttttttttssttttttssssttttssstttttttstttttttssttttttstttdibesesssseeessl
PO 0000000000000 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000 0000000000000 66666666660
drwxr-xr-x@ 4 rasmus staff 128 May 6 2021 . X000 HHHHHHNNNNNNXNNNNNNHXXHHHHHHXHXHHHHXHXHXHXHXHXXXXHXXXXXXXXXXXXXXXXX XXX XX XXXXXXXXXXX XXX
PO 00000000000 P TMD 0000000000000 000000000000000000000000000000000000000000000000000000000000000000 0000000000000 0000000000000 0000000000000000000000000000000000000000000000000000000000000000000 0000000000000 000000000000000000000MD00000004
PP PP 00000000000000000000000000000000000000000000000000000000eeetettttttttttttttttttttttttttttsttttttttttstssssstssssssssssstssstsststsstststststststststtsststtsttsttsstttstttttttttttttsttttttttsttttttttttttttttttsttttttstttttsttsstssssssssssss

com.apple.quarantine 57
B L TEOE R EN R ER TN R B VY.V o T R A KR DO 6100010 000 000 000000000000 0000000000000000000000000000008008008000008008000000008000000000008000008008008008000008000000008000000008008008000000000008008000000000000000000000000000000000800800800800800800000000800800800800800800000000000000000d
PP 000000000 TR0 0000000000000ttt tttt sttt sttt tttttttttttttstttttttttttttttttttttttstttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttttettttttttttttttetsttttttttsttttettstttttttttttttttttttttttttstttttssttttttttsttttetsttttttttstttdibesesssseeessl
PIP P00 0000000000000 0000000000000000000000000000000000000000000000000000000000 0000000000 0000000 0000000000t ssssssssssssssssssststststststststststststtststtttttttttttetttttttttttttttttttttttttttttttttttttttttsttstststssssssssstsssttstsstiessssssststtsttstttsttttttstststssttseeeeeees
XOOOOEOOEEHHXHHHXHXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
drwxr-xr-x 4 rasmus staff 128 Nov 24 16:54 . 0000000 HHKHKHKHHHHHHNNNNNNNNNNNNNNNNHHHHHHHHHHHHX KX HXHXHXHXHXXHXX XX XXX XXXXXXXXXXXXXXXXXXXXXXXXXXXXX
PP 0000000000000 TMD 0000000000000 00000ttt ettt tttttttttttttsttttttttsttttttttttttttttsttttttttsttttttsttttttttttttttttttttttttttttttttttttttttttttttttttsttttttstttttttttttttttttsttttttstttttttssttttttestttttttttttttttstttttttsststtttssstttttttstttttttsstttttttsttttssdiileseteess
PP P00 0000000000000 00000000000000000000000000000000000000000000000000000000000000000 0000000000000 0000000000000 eesssssssssssssssstsststststststststtstststtsttttttttttttstetstttttttttttttttttttttttttsttttttstttttttttssststssssssststssssssssstsstdilesssststsststtstststtttssststttssstsseeeeeed
XOOEOOOEOEOEXHHHXHXHXHXHXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
[ rasmus@catalina-beta-vm FakeApp % echo —n ' .XX0XOOO0OOOOONENNHNNHXHNNOHNNHXHNHHHHHHHHNXHOHNHHNXHXHHXXHHXXXHXHXXXXHHXXXHXXXHXHXXXHXXXXXHXXXXHHXXXXHXXXXHXXXXHXXXXXHXXXXHHXXXXHXXXXHXXXX XXX X XXX XXXXXXXXXXXXXX ]
P00 00000000 0TI 0000000000000 000000t eeeettttttttttttttttstttttttttttttttttstttttttstttttttstttttttsttttttttttttttttttttttttttttttttttttttttstttttttttsttttttttttttttsttttttttttttttttstttttttsssttttttstttttttttttttttssttttttssssttttssstttttststtttttsststtttttsttttdihesesseeeessl
PO 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000000000 0000000000000 0000000000000ttt sssssssststttsstttsttstttttttstttttttttttttttttttttttttttttttttttttttttttststttsttttsssssssssststtttdiinesssssssssssssssstststststststststststststsstsssssssd
XOOOOOOOOOONXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX ' |We —C
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B LU TECE R EN ST ER TN R B T Vo T B A -Tol T R s TI'0'0 6.0 00,0 000 000 000000000 0000000000000000000000000000000008000000000008000000008000008000000000008000008808000000000000008000000008008008000000000000008000000000000800000000000000008000000800000800800800000000000000800800000800800000000000000d
PO 00000000 PP TID 0000000000000 00000000000000000000000000000000000000000000000000000000000000000000 0000000000000 0000000000000 000000000000000000000000000000000000000000000000000000000000000000000000000 0000000000000 00000000000000000TMDI0000000004
PP PO 000000000000 000000t ettt ttttt sttt ettt sttt sttt tttttsttttttttsttt sttt tttttsttt sttt sttt tttttttttsttttttttttttttttttttttttttstttttttttttttttttttttttttttttsttttttttsttttttttstttsttttstttsttttstttssttsstttsstessstesssoesseesseeoall B
767

rasmus@catalina-beta-vm FakeApp % l

m3/6+ 152
m/6/+ 152

1028 -> no quarantine attribute

919 -> quarantine attribute
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Digging deeper with DTrace

mlet’s list all Dtrace probes with “xattr” in them!

rasmus@Pcatalina-beta-vm ~ % cat setxattr.d
:iksetxattrx:entry {

stack();

ustack();

=»Oops, that was a lot, but a lot of them are called "setxattr”/”getxattr”, let’s

narrow it down to “setxattr”

©00 1 132903

[rasmus@Pcatalina-beta-vm ~ % sudo dtrace -1 | grep setxattr

630 syscall setxattr entry

631 syscall setxattr return

632 syscall fsetxattr entry

633 syscall fsetxattr return

2201 fsinfo mach_kernel VNOP_SETXATTR setxattr
132903 fbt .apple.filesystems. apfs_vnop_setxattr entry
132904 fbt .apple.filesystems. apfs_vnop_setxattr return
132945 fbt .apple.filesystems. apfs_setxattr_as_namedstream entry
132946 fbt .apple.filesystems. apfs_setxattr_as_namedstream return
132947 fbt .apple.filesystems. apfs_setxattr_internal entry
132948 fbt .apple.filesystems. apfs_setxattr_internal return
134038 fbt .apple.filesystems. apfs_fake_vnop_setxattr entry
134039 fbt .apple.filesystems. apfs_fake_vnop_setxattr return
147971 fbt .apple.filesystems. - hfs_exchangedata_setxattr entry
147972 fbt .apple.filesystems. - hfs_exchangedata_setxattr return
148171 fbt .apple.filesystems. - hfs_vnop_setxattr entry
148172 fbt .apple.filesystems. - hfs_vnop_setxattr return
148173 fbt .apple.filesystems. - hfs_setxattr_internal entry
148174 fbt .apple.filesystems. - hfs_setxattr_internal return
192670 fbt mach_kernel nfs4_vnop_setxattr entry
192671 fbt mach_kernel nfs4_vnop_setxattr return
193498 fbt mach_kernel fpnfs_vnop_setxattr entry
193499 fbt mach_kernel fpnfs_vnop_setxattr return
194947 fbt mach_kernel setxattr entry
194948 fbt mach_kernel setxattr return
194949 fbt mach_kernel fsetxattr entry
194950 fbt mach_kernel fsetxattr return
195169 fbt mach_kernel vh_setxattr entry
195170 fbt mach_kernel vh_setxattr return
214647 fbt mach_kernel mac_vnop_setxattr entry
214648 fbt mach_kernel mac_vnop_setxattr return
214875 fbt mach_kernel mac_file_setxattr entry
214876 fbt mach_kernel mac_file_setxattr return
rasmus@Pcatalina-beta-vm ~ % I

PUBLIC

apfs_vnop_setxattr:entry
kernel VNOP_SETXATTR+0x59
kernel mac_vnop_setxattr+0x105
Quarantine quarantine_set_ea+0x5d
Quarantine syscall _quarantine_setinfo_common+0x5e2
Quarantine syscall _quarantine_setinfo_path+0xd4
kernel __mac_syscall+@xee
kernel unix_syscallé64+0x287
kernel hndl unix scallé4+0x16

1ibsystem_kerne1.dyllu __laLu_>Sy>SULdAdllTUAd
libquarantine.dylik  _qtn_file_apply_to_path+0xé }
Archive Utility * exe\\ﬂﬂﬂﬂﬂ‘l NEFA000F i uAD

Archive Utility 0Ox000000010ffa7lef+0x244
Foundation  NSThread start +0x428
libsystem_pthread.dylib _pthread_start+0x94
libsystem_pthread.dylib thread_start+0xf




000 #i rasmus — lldb --wait-for --attach-name Archive Utility » Archive Utility — 169x48

1: name = '_gtn_file_apply_to_path', locations = 1, resolved = 1, hit count = 2
1.1: where = libquarantine.dylib _qgtn_file_apply_to_path, address = 0x00007fffé6dbdd13b, resolved, hit count =

[((11db) br com add 1.1

Enter your debugger command(s). Type 'DONE' to end.

> x —-f s $rdi

> x -f s $rsi

[(11db) cont

Process 1719 resuming

(11db) x -f s $rdi

Ox7fb692d0e500: "q/0083;619e8b8e;Safari;56B96AD9-4476-4DA6-9E41-500407D617EE"

(11db) x -f s $rsi

Ox7fb693061000: " /private/var/folders/3d/49zq8yw97cz35_55yqpv3pyh00eogn/T/com.apple.fileprovider.ArchiveService/TemporaryItems/(A Document Being Saved By ArchiveService)
/e XXXXXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX XXX XXXXXXXXXXXXX XXX XXX XXX XXX XXX XXX KXXXXXXXXXX XXX XXX XXX XXX XXX KXXXKXXXKXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX
0000000000000 0000000000000000000000000000000000000000000000000000000000000000000000000&

Process 1719 stopped
* thread #8, stop reason =
frame #0: 0x00007fffé6dbdd13b libquarantine.dylib ™ _qtn_file_apply_to_path
libquarantine.dylib’ _qtn_file_apply_to_path:
-> Ox7fffédbddl3b <+0>: pushq %rbp
Ox7fffédbddl3c <+1>: movq %rsp, %rbp
Ox7fff6dbdd13f <+4>: pushq %rils
ox7fffédbddl4l <+6>: pushg %rbx
Target 0: (Archive Utility) stopped.
[(11db)
Process 1719 resuming
(11db) x -f s $rdi
Ox7fb692d0e500: "q/0083;619e8b8e;Safari;56B96AD9-4476—-4DA6-9E4L1-500407D617EE"

(11db) x -f s $rsi

Ox7fb693061000: "/private/var/folders/3d/49zq8yw97cz35_55yqpv3pyh000ogn/T/com.apple.fileprovider.ArchiveService/TemporaryItems/(A Document Being Saved By ArchiveService)
/e XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXKXXXXX XX XXX XX XXX XXXXKXXXXXKXXXXXKXXXXXXXXXX XX XXX XX XXX XX XX XXX XX XXX XX XX XX XXX XXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX/ o XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXX XXX XXX XX XX XXX XX XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXKXXXXXXXXXXXXXXXXXKXXXXXKXXXXXXXKXXXXXKXXXXXKXXXXXXXXXXXXKXXXXXXXKXXXXXKXXXXXKXXXXXXXKXXXXXXXXXXKXXXXXXXXXXXX XXX

XXXXX"

Process 1719 stopped
* thread #8, stop reason =
frame #0: 0x00007fffé6dbdd13b libquarantine.dylib _qtn_file_apply_to_path
libquarantine.dylib _qgtn_file_apply_to_path:
-> Ox7fffédbdd13b <+0>: pushq X%rbp
ox7fff6dbddl3c <+1>: movq %rsp, %rbp
ox7fff6dbdd13f <+4>: pushg %rls4
ox7fffédbddl4l <+6>: pushg %rbx
Target 0: (Archive Utility) stopped.
(11db) |
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Process 1719 stopped
* thread #8, stop reason =
frame #0: 0x00007fffé6dbdd13b libquarantine.dylib’ _qtn_file_apply_to_path
libquarantine.dylib _qtn_file_apply_to_path:
-> O@x7fffédbddl3b <+0>: pushq %rbp
Ox7fffédbddl3c <+1>: movq %rsp, %rbp
Ox7fffé6dbdd13f <+4>: pushg %rl4
Ox7fffédbdd141l <+6>: pushq %rbx
Target 0: (Archive Utility) stopped.

Procéss 1719 resuming
(11db) x -f s $rdi
Ox7fb692d0e500: "q/0083;619e8b8e;Safari;56B96AD9-4476-4DA6-9E41-500407D617EE"

(11db) x -f s $rsi

Ox7fb693061000: "/private/var/folders/3d/49zq8yw97cz35_55yqpv3pyh0000gn/T/com.apple.fileprovider.ArchiveService/TemporaryItems/(A Document Being Saved By ArchiveService)
I 0000000000000 00000000000000000000000000000000000000000000000000000 000000000000 0000 000000000000 00000000000000000000000000000 000000000000 000000000000000000000000000000.
XXX XXX XX XX XX XX XXX XXX XXX XX XXX XXX XXX XXX XXX XXX XX XX XXX XXX XX XXX XXX XX XXX XXX XXX XXX XXX XXXXXXXXX /o XXX KX KX XX XX XX XX XX XX XX XX XXX XXX XXX XX XXX XXX KX KX KX KX KX KX XX XX XX XX XX XX XX XXX XXX XXX XX XXX
(0000000000000 00000000000000000000000000000000000000000000000000 0000000000000 00000000000000000000 000000000000 00 0000000000000 00000000000000000000000000000000000000000000 0.
(PSP O UMD P00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000 000000000000 00000000000000000000000000000000000000000000000000000000000 0.
0000000000000 00000000000000000000000000000000000000000000000000000000000000 0000000000000 00U 0000000000000 000000000000 0000000000 0000000000 00000000000000000 00000000000
XXXXXXXXXXX XX XX XXX XXX XX XXX "

Process 1719 stopped
* thread #8, stop reason =

frame #0: 0x00007fff6dbdd1i3b libquarantine.dylib’ _qtn_file_apply_to_path
libquarantine.dylib _qtn_file_apply_to_path:
-> @x7fffédbdd13b <+0>: pushq %rbp

Ox7fffédbddl3c <+1>: movq %rsp, »rbp

Ox7fffé6dbdd13f <+4>: pushg %rl4

Ox7fffédbdd14l <+6>: pushg %rbx
Target 0: (Archive Utility) stopped.

| ] setting set target.max-string-summary-length 2000
l11db) x -f s $rsi |

Ox7fb693061000: "/private/var/folders/3d/4g9zq8yw97cz35_55yqpv3pyh0000gn/T/com.apple.fileprovider.ArchiveService/TemporaryItems/(A Document Being Saved By ArchiveService)
I 0000000000000 0000000000000000000000000000000000000000000000000000000000000 000000000000 0000000000000 000000000 000000000000000000000000000000 000000000000 000000000000000 0.
XX XX XXX XXX XX XXX XXX XX XXX XX XXX XX XXX XX XX XXX XXX X XXX XXX XX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXXXXX /o XXX XXX XX XXX XX XXX XX XXX XX XXX XX XK XXX XX XXX XX XXX XX XXX XXX XX XXXKXXXXXKXXXXX XXX XX XXX XX XXX
XX XX XXX XX XXX XX XXX XXX XX XXX XX XX XXX XXX XX XXX XX XXX XX XX XXX XX XXX XXX XXX XXX XXX XX XXX XX XXX XXX XXX XXX XXX XX XXX XX XXX XX XXX XX XX XXX XXX XX XX XXX XX XXX XX XXX XX XXX XX XXX XXX XXX XXX XXX XXX XXX XX XXX XXX
O OO TN S0P 000000000000000000000000000000000000000000000000000000 0000000000000 00 0000000000000 00 000000000000 00000000000000000000 0000000000000 00000000000 00000000000,
XX XX XXX XXX XX XXX XXX XX XXX XX XXX XX XXX XX XXX XX XXX XXX XXX XXX XXX XXX XXXXXKXXXXXKXXXXXKXX XXX XX XX XXKXXXXX S o XXXXX XX XXX XX XX XXX XXX XXX XX KXXXXXKXXXXXKXXKXXXXXKXXXX XXX XXX XXX XXX XXX XXX XXX XXX XX XXX
XXX XXX XXX XXX XXX XXX XX XXX XX XXX XXX X"
(1] cont
Process 1719 resuming
Process 1719 exited with status = 0 (©x00000000)
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* Archive Ultility calls gtn_file_apply to path()
* This function fails when the pathname passed to it is >PATH MAX
*_et's reverse engineer the function that calls it

000 #i rasmus — lldb --wait-for --attach-name Archive Utility » Archive Utility — 169x48

[rasmus@catalina-beta-vm ~ % lldb —-wait-for —--attach-name "Archive Utility"
(11db) process attach ——name "Archive Utility" —--waitfor
Process 1838 stopped
% thread #1, queue = 'com.apple.main-thread', stop reason =
frame #0: 9x00007fff6c9f4f42 libobjc.A.dylib invocation function for block in flushCaches(objc_classx) + 4
libobjc.A.dylib invocation function for block in flushCaches(objc_classx):
-> Ox7fff6c9fafs2 <+4>: movg %rsi, %rdi
Ox7fff6c9f4fas <+7>: callg Ox7ffféc9fiadesd ; cache_erase_nolock
Ox7fff6c9f4afbsa <+12>: movb  $0x1, %al
Ox7fff6c9f4afac <+14>: popq %rbp
Target @: (Archive Utility) stopped.

Executable module set to "/System/Library/CoreServices/Applications/Archive Utility.app/Contents/MacOS/Archive Utility".
Architecture set to: x86_64h—apple—-macosx-—.
[(11db) break set -n _gtn_file_apply_to_path
Breakpoint 1: where = libquarantine.dylib _qtn_file_apply_to_path, address = 0x00007fffé6dbdd13b
[(11db) cont
Process 1838 resuming
Process 1838 stopped
* thread #7, stop reason =

frame #0: 9x00007fffé6dbdd13b libquarantine.dylib _qtn_file_apply_to_path
libquarantine.dylib _qtn_file_apply_to_path:
-> Ox7fffédbdd13b <+0>: pushg %rbp

ox7fffédbdd1l3c <+1>: movq %rsp, %rbp

ox7fffé6dbdd13f <+4>: pushq %ril4

Ox7fffédbddlsl <+6>: pushg %rbx
Target 0: (Archive Utility) stopped.
[(11db) bt
* thread #7, stop reason =

x frame #0: 0x00007fffé6dbdd13b libquarantine.dylib’ _qtn_file_apply_to_path

F F-Secure.

frame
frame
frame
frame
frame

#1:
#2:
#3:
#4:
#5:

[((11db) image

27E91CD7-37B0-3E51-B1A1-D79B6EC9A961 0x00000001049dcP00 /System/Library/CoreServices/Applications/Archive Utility.app/Contents/Mac0S/Archive Utility

(11db) [

0x00000001049ef951
0x00000001049%9ee433
0x00007fff363357b2
0x00007fff6ddafle9
: OxP0Le7ffféddaab8b
list —a 0x0000000104

Archive Utility ___1ldb_unnamed_symbol314$$Archive Utility + 194
Archive Utility ___11db_unnamed_symbol305%$$Archive Utility + 580
Foundation __NSThread__start__ + 1064

libsystem_pthread.dylib’ _pthread_start + 148
libsystem_pthread.dylib thread_start + 15

9ef951
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, @c lass BAHDecompresso
- ) propagateQuarantineInformation {
ragl = -

r12 = *i t(_gtInfo);
COND = *(rdi + rl12) == 0x0:

(!COND) {
riq =

f. oA

's_open$INODE6G4 (& , Ox1c, 0x0);
I= 0x0) {

rox =

rax;

rax = fts_read$INODE64(rax, Oxlc, 0x0);
(rax != 0x0) {

{
((((1 *x)(rax + Ox58) & Oxffff) <= Oxd) && (!COND)) {
gtn file apply to path(*x(rl4 + rl12), *(rax + 0x28), 0x0);

}
rax = tTts "Qa’3:N30E54("3‘);

} while (rax != 0x8);

}
fts close$INODE64(rbx):

}

(%% stack_chk_quard != *x stack_chk_guard) {

__stack_chk_fail();
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» Let's used our DTrace script on a fixed version of macOS
* Ooh shiny, a new process called AUQuarantineService! Let's take a look inside!

F F-Secure. Oct.12 2023

@ 194885

vn_setxattr:entry
kernel mac_vnop_setxattr+0x105
Quarantine syscall_quarantine_setinfo_common+8x5e2
Quarantine 'syscall_quarantine_setinfo_path+0xdé4
kernel __mac_syscall+@xee
kernel 'unix_syscallé4+8x287
kernel hndl _unix_scallé4+0x16

libsystem_kernel.dylib ' __mac_syscall+Oxa

libquarantine.dylib’ _qtn_file_apply_to_path+8x68

AUQuarantineService 0x0000000107b8195b+8x8a

libdispatch.dylib’ _dispatch_client_callout+0x8

libdispatch.dylib’ _dispatch_lane_barrier_sync_invoke_and_complete+8x3c
AUQuarantineService 0x0000000107b817e9+0x11d

Foundation __NSXPCCONNECTION_IS CALLING_OUT_TO_EXPORTED_OBJECT_S3__+©xa
Foundation —-[NSXPCConnection _decodeAndInvokeMessagewWithEvent:flags:]+8x922
Foundation message_handler+8xd2

libxpc.dylib  _xpc_connection_call_event_handler+0x38

libxpc.dylib  _xpc_connection_mach_event+8x3aé

libdispatch.dylib  _dispatch_client_callout4+8x9

libdispatch.dylib’ _dispatch_mach_msg_invoke+0x1b3

libdispatch.dylib’ _dispatch_lane_serial _drain+0x107

libdispatch.dylib’ _dispatch_mach_invoke+8xlel

libdispatch.dylib’ _dispatch_lane_serial_drain+0x107

libdispatch.dylib’ _dispatch_lane_invoke+8x19%9e

libdispatch.dylib’ _dispatch_workloop_worker_thread+0x254
libsystem_pthread.dylib’ _pthread_wqthread+0x122
libsystem_pthread.dylib ' start_wqthread+0xf

Output of the same Dtrace script on a fixed version of macOS
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000 # rasmus — lldb --wait-for --attach-name AUQuarantineService » AUQuarantineService — 223x53

[rasmus@catalina-beta-vm ~ % rm -rf Downloads/FakeApp && 1lldb --wait-for —--attach-name AUQuarantineService
(11db) process attach —--name "AUQuarantineService" --waitfor
Process 1414 stopped
* thread #3, stop reason =
frame #0: 0x00007fffbeale502 libsystem_kernel.dylib’ __sigsuspend_nocancel + 10
libsystem_kernel.dylib __sigsuspend_nocancel:
-> @x7fff6eade502 <+10>: jae Ox7ffféealeb0c 7 <+20>
Ox7fff6eale504 <+12>: movq %rax, %rdi
Ox7fff6eale507 <+15>: jmp Ox7fff6ead9629 ; cerror_nocancel
Ox7fff6ealeb0c <+20>: retq
Target ©: (AUQuarantineService) stopped.

Executable module set to "/System/Library/CoreServices/Applications/Archive Utility.app/Contents/XPCServices/AUQuarantineService.xpc/Contents/Mac0OS/AUQuarantineService".
Architecture set to: x86_64h-apple-macosx-.
[(11db) break set -n _qtn_file_apply_to_path
Breakpoint 1: where = libquarantine.dylib _qtn_file_apply_to_path, address = 0@x00007fffée8fal3b
[(11db) cont
Process 1414 resuming
Process 1414 stopped
* thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason
frame #0: 0x00007fff6e8fal3b libquarantine.dylib _qtn_file_apply_to_path
libquarantine.dylib _qtn_file_apply_to_path:
-> Ox7fffée8fal3b <+0>: pushq %rbp
Ox7fff6e8fal3c <+1>: movq %rsp, %rbp
Ox7fff6e8fal3f <+4>: pushg %rils
Ox7fffé6e8falsl <+6>: pushg %rbx
Target ©: (AUQuarantineService) stopped.
[(11db) bt
% thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason
*x frame #0: 0x00007fff6e8fal3b libquarantine.dylib’_qtn_file_apply_to_path
frame #1: 0x000000010f4d39e5 AUQuarantineService ___11ldb_unnamed_symbol5$$AUQuarantineService + 138
frame #2: 0x00007fff6e86e658 libdispatch.dylib’™_dispatch_client_callout + 8
frame #3: 0x00007fff6e87ab6ec libdispatch.dylib’_dispatch_lane_barrier_sync_invoke_and_complete + 60
frame #4: 0x000000010f4d3906 AUQuarantineService ___l1ldb_unnamed_symbol4$$AUQuarantineService + 285
frame #5: 0x00007fff370c8657 Foundation __NSXPCCONNECTION_IS_CALLING_OUT_TO_EXPORTED_OBJECT_S3__ + 10
frame #6: 0x00007fff3704b8a5 Foundation -[NSXPCConnection _decodeAndInvokeMessageWithEvent:flags:] + 2338
frame #7: 0x00007fff370028b9 Foundation message_handler + 210
frame #8: 0x00007ffféebBc22c libxpc.dylib ™ _xpc_connection_call_event_handler + 56
frame #9: 0x00007fffé6eb@bl3b libxpc.dylib _xpc_connection_mach_event + 934
frame #10: 0x00007fff6e86e6f8 libdispatch.dylib’_dispatch_client_callout4 + 9
frame #11: 0x00007fff6e883bc9 libdispatch.dylib’_dispatch_mach_msg_invoke + 435
frame #12: 0x00007fff6e873afé6 libdispatch.dylib’™ _dispatch_lane_serial_drain + 263
frame #13: 0x00007fff6e88471c libdispatch.dylib’_dispatch_mach_invoke + 481
frame #14: 0x00007fff6e873afé6 libdispatch.dylib’™_dispatch_lane_serial_drain + 263
frame #15: 0x00007fff6e874609 libdispatch.dylib’_dispatch_lane_invoke + 414
frame #16: 0x00007fff6e87dc09 libdispatch.dylib’_dispatch_workloop_worker_thread + 596
frame #17: 0x00007ffféeac8a3d libsystem_pthread.dylib _pthread_wqthread + 290
frame #18: 0x00007ffféeac7b77 libsystem_pthread.dylib start_wqthread + 15
[(11db) image info ©x000000010f4d3906
invalid command 'target modules info'.
[(11ldb) image list —-a 0x000000010T4d3906
ABAA25Aa—8184—30A8—A6BZ—D196C068DB29 0x000000010T4d2000 /System/Library/CoreServices/Applications/Archive Utility.app/Contents/XPCServices/AUQuarantineService.xpc/Contents/Mac0S/AUQuarantineService
(11db)
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sub_10000195b ( ) {
riq = -
= [objc retainAutorelease(*( + Bx20)) fileSystemRepresentation];
*(& + Ox8) = 0x0:;
rax = fts open$INODEG4(& , 0x18, 0x0);
("]ﬂ '- @XO) {
rox = rax;
rax = fts read$INODE64(rax, 0x18, 0x0);
(rax !'= 0x0) {
{
(((x(1int1€ x)(rax + 0x58) & Oxffff) <= Oxd) && (!COND)) {
~gtn_file apply to path(x(rld4 + 0x28), *=(rax + 0x28), 0x0);
}
rax = fts read$INODE64(rbx);
} whi (rax != 0x0):;

t's_close$INODE64(rbx);

stack _chk quard;
stack_chk guard;

) {

stack chk fail();
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000 # rasmus — lldb --wait-for --attach-name AUQuarantineService » AUQuarantineService — 223x53

frame #16: 0x00007fff6e87dc@9 libdispatch.dylib _dispatch_workloop_worker_thread + 596
frame #17: 0x00007fffé6eac8a3d libsystem_pthread.dylib _pthread_wqthread + 290
frame #18: 0x00007ffféeac7b77 libsystem_pthread.dylib start_wgthread + 15
[(11db) image info 0x000000010f4d3906
invalid command 'target modules info'.
[(11db) image list —-a 0x000000010f4d3906
ABAA25AA-8184-30A8-A6B2-D196C068DB29 0x000000010f4d2000 /System/Library/CoreServices/Applications/Archive Utility.app/Contents/XPCServices/AUQuarantineService.xpc/Contents/Mac0S/AUQuarantineService
[(11db)
(11db) x -f s $rdi
[(11db) x -f s $rsi
Ox7f8f3c808a00: "/private/var/folders/3d/4gzq8yw97cz35_55yqpv3pyh@eeegn/T/com.apple.fileprovider.ArchiveService/TemporaryItems/(A Document Being Saved By ArchiveService)"
[(11db) cont
Process 1414 resuming
Process 1414 stopped
% thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason =
frame #0: 0x00007fffée8fal3b libquarantine.dylib _qtn_file_apply_to_path
libquarantine.dylib’ _qtn_file_apply_to_path:
-> Ox7fffé6e8fal3b <+0>: pushq %rbp
Ox7fff6e8fal3c <+1>: movq %rsp, %rbp
Ox7fffé6e8fal3f <+4>: pushq %rils
Ox7fff6e8falsl <+6>: pushq %rbx
Target 0: (AUQuarantineService) stopped.
[(11ldb) x -f s $rsi
0x7f8f3bcBa3c8: "FakeApp.app"
[(11db) cont
Process 1414 resuming
Process 1414 stopped
% thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason =
frame #0: 0x00007fff6e8fal3b libquarantine.dylib’ _qgtn_file_apply_to_path
libquarantine.dylib ™ _qgtn_file_apply_to_path:
-> O@x7fff6e8fal3b <+0>: pushg %rbp
Ox7fff6e8fal3c <+1>: movq %rsp, %rbp
Ox7fffé6e8fal3f <+4>: pushq %rils
Ox7fff6e8falsl <+6>: pushqg %rbx
Target @: (AUQuarantineService) stopped.
[(11db) x -f s $rsi ]
Ox7f8f3bcBass8: " . XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX XXX XXXXXX"
[(11db) cont
Process 1414 resuming
Process 1414 stopped
% thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason =
frame #0: 0x00007fff6e8fal3b libquarantine.dylib’ _qgtn_file_apply_to_path
libquarantine.dylib ™ _qgtn_file_apply_to_path:
-> O@x7fff6e8fal3b <+0>: pushg %rbp
Ox7fff6e8fal3c <+1>: movq %rsp, %rbp
Ox7fff6e8fal3f <+4>: pushq %rils
Ox7fffé6e8falsl <+6>: pushqg %rbx
Target @: (AUQuarantineService) stopped.
[(11db) x -f s $rsi ]
Ox7f8f3bdO9chb8: " . XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX XXX XXXXXX"
(11db) |
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' rasmus@Pcatalina-beta-vm ~ % lsof -p 1414
lsof: WARNING: can't stat() vmhgfs file system /Volumes/VMware Shared Folders
Qutput information may be incomplete.
assuming "dev=33000002" from mount table
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
AUQuarant 1414 rasmus cwd DIR 1,4 96 12885835620 /private/var/folders/3d/4gzq8yw97cz35_55yqpv3pyh@@e@gn/T/com.apple.fileprovider.ArchiveService/TemporaryItems/(A Document Being Saved By Archiv
@Service) /. 000000 KK KKK XK XK XK XX X
33032 32323 3 X 3 X 3 X 3 X 3 X 3 X 2 2 K 2 3K 2K XK XK X X X XK XX XXX X X

AUQuarant 1414 rasmus txt REG 1,4 37728 1152921500314092351 /System/Library/CoreServices/Applications/Archive Utility.app/Contents/XPCServices/AUQuarantineService.xpc/Contents/Mac0OS/AUQuarantineService
AUQuarant 1414 rasmus txt REG 1,4 1568368 1152921500314090500 /usr/lib/dyld

AUQuarant 1414 rasmus txt REG 1,4 2102263808 12885727253 /private/var/db/dyld/dyld_shared_cache_x86_64h

AUQuarant 1414 rasmus @r CHR - oto 310 /dev/null

AUQuarant 1414 rasmus 1u CHR 3,2 otoe 310 /dev/null

AUQuarant 1414 rasmus 2u CHR 3,2 oto 310 /dev/null

AUQuarant 1414 rasmus 3r DIR 1,4 320 12885831226 /Users/rasmus/Library/Containers/com.apple.archiveutility.auquarantineservice/Data

rasmus@Pcatalina-beta-vm ~ %

(o N @ rasmus — lldb --wait-for --attach-name AUQuarantineService » AUQuarantineService — 223x53

XXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX XXX XXXXXX" =|
[(11db) cont ]
Process 1414 resuming
Process 1414 stopped
* thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason =
frame #0: 0x00007fff6e8fal3b libquarantine.dylib’_qtn_file_apply_to_path
libquarantine.dylib’_qtn_file_apply_to_path:
-> @x7fffée8fal3b <+0>: pushg X%rbp
Ox7fffé6e8fal3c <+1>: movq %rsp, %rbp
Ox7fffé6e8fal3f <+4>: pushq %rils
Ox7fff6e8falsl <+6>: pushq %rbx
Target @: (AUQuarantineService) stopped.
[(11db) x -f s $rsi ]
Ox7f8F3bdO9chb8: M. XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX X XXX XXX XXX XXX XXX XX XXX XXX XXX XXX XXX XXX XXX XXX XX XXX XXX XXX XXX XXX XXX XXX XXX XXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX XXX XXXXXX"
[(11db) break set -r chdir ]
Breakpoint 2: 8 locations.
[(11db) cont ]
Process 1414 resuming
Process 1414 stopped
% thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason
frame #0: 0x00007fff6ea294fc libsystem_kernel.dylib fchdir
libsystem_kernel.dylib  fchdir:
-> Ox7fffé6ea294fc <+0>: movl $0x200000d, %eax ; imm = ©x200000D
Ox7fff6ea29501 <+5>: movq %rcx, %rle
Ox7fff6ea29504 <+8>: syscall

Ox7fff6ea29506 <+10>: jae Ox7fff6ea29510 7 <+20>
Target @: (AUQuarantineService) stopped.
[(11db) bt ]
* thread #2, queue = 'com.apple.archiveutility.auquarantineservice.propogationQueue', stop reason =

*x frame #0: 0x00007ffféea294fc libsystem_kernel.dylib fchdir
frame #1: 0x00007fff6e91c35d libsystem_c.dylib fts_safe_changedir + 90
frame #2: 0x00007fff6e91c572 libsystem_c.dylib fts_build + 477
frame #3: 0x00007fff6e91cldd libsystem_c.dylib fts_read$INODE64 + 893
frame #4: 0x000000010f4d39ed AUQuarantineService ___l1ldb_unnamed_symbol5$$AUQuarantineService + 146
frame #5: 0x00007fff6e86e658 libdispatch.dylib’_dispatch_client_callout + 8
frame #6: 0x0P0007fff6e87abec libdispatch.dylib’_dispatch_lane_barrier_sync_invoke_and_complete + 60
frame #7: 0x000000010f4d3906 AUQuarantineService ___1l1ldb_unnamed_symbol4$$AUQuarantineService + 285
frame #8: Ox000Q7fff370c8657 Foundation __NSXPCCONNECTION_IS_CALLING_OUT_TO_EXPORTED_OBJECT_S3__ + 10
frame #9: 0x00007fff3704b8a5 Foundation -[NSXPCConnection _decodeAndInvokeMessageWithEvent:flags:] + 2338
frame #10: 0x00007fff370028b9 Foundation message_handler + 210

frame #11: 0x00007ffféeb@c22c libxpc.dylib ™ _xpc_connection_call_event_handler + 56
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fts_open$INODEG4A(&
I= Ox0) {

rox = rax;

, B0x18, 0x0);

rax = fts read$INODE64(rax, Ox18, 0x0):

(r_',‘.;_ I= 0)(0) {
{

(((%(1 *x)(rax + 0x58) & Oxffff) <= Oxd) && (!COND)) {

—gtn_file apply to path(x(rld4 + 0x28), *(rax

-ax = fts read$INODE64(rbx):

}
}

fts close$INODEG4A(

fts_open$INODEG4(&

rax != 0x0) {

rox rax;

1= 0x0):

';J,-.);

, Ox1c, 0x0);

rax = fts_read$INODE64(rax, Oxlc, 0x0);

(rax !'= 0x0) {
{

|
}

+ 0x28), 0x0);

(((*(1 *)(rax + 0x58) & Oxffff) <= Oxd) &5& (!COND)) {

_qtn_file_apply_to_path(*(rl4 + r12), *(rax

ax = fts_read$INODE64(rbx);

1= 0x0):

fts close$INODE64(rbx);

PUBLIC

+ 0x28), 0x0);
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en$INODE64 (& , Oxlc, 0x0); 's oper . 8x18, 0x0);

_read$INODE64(rax, Oxlc, 0x0); ax = fts_read$INODE64(rax, 0x18, 0x0);
1= 0x0) { rax != 0x0) {
{ {
(( (= *)(rax + 0x58) & Oxffff) <= Oxd) && (!COND)) { (( (% *)(rax + 0x58) & Oxffff) <= Oxd) &5 (!COND)) {
. _qtn_file apply to path(*x(rl4 + rl12), *(rax + 0x28), 0x0); _qtn_file apply to path(*(rl4 + 0x28), *(rax + 8x28), 0x0):;
}

rax = fts_read$INODE64(rbx); rax = fts read$INODE64(rbx);
} (rax !'= 0x0); } (rax != 0;3);
}

fts_close$INODE64(rbx); s_close$INODE64(rbx);
» L LLUOC Y (v : e ’
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rax = fts openS$SINODE64(&var 40 Oxlc,j0x0); rax = fts open$INODE64(&var 30 0x18,30x0);
if (rax != 0x0) { ] if (rax != 0x0) { ‘ ?
rbx = rax; R rbx = rax;
rax = fts read$INODE64(rax, Oxlc, 0x0); rax = fts read$INODE64(rax, 0x18, 0x0);
if (rax != 0x0) { if (rax != 0x0) {
do { do {
if (((*(intl6 t *)(rax + 0x58) & Oxffff) <= Oxd) && (!COND)) { if (((*(intl6 t *)(rax + O0x58) & Oxffff) <= Oxd) && (!COND)) {

_gtn _file apply to path(*(rl4 + rl2), *(rax + 0x28), 0x0); _qgtn file apply to path(*(rl4 + 0x28), *(rax + 0x28), 0x0);
} }
rax = fts read$INODE64(rbx); rax = fts read$INODE64(rbx);
} while (rax != 0x0); } while (rax != 0x0);
} }
fts closeSINODE64(rbx); fts close$SINODE64(rbx);

3%

side-by-side diff of vulnerable (left) and fixed (right) version

» According to its man page, the second argument to fts_open() is a bitmask of option flags
* Changed from Ox1c (...11100) to 0x18 (...11000)

» #define FTS NOCHDIR 0x004 /* don't change directories */

* Ox1c-0x18 = 0x4 (...00100)
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Flnal thoughts

. CVE-2023-27943

Relying just on one signal for activation of protection mechanisms (quarantine attribute) is not a bullet-proof solution
Apple should rethink the security approach and either introduce additional, more reliable metrics or a completely different

security procedure for validation of content originated from the Internet. Otherwise, we will keep seeing similar security
incidents.

It's also a good idea to test your changes against popular software on your platforms :). Especially when security incidents
happen with pretty popular software like Google Chrome.

2. CVE-2021-1810

* Two independent failures contributed to this:

* Incorrect handling of deep directory hierarchies - operating system facilities for doing so are awkward and error prone
* You need to either use chdir() which is a process-globa

state, or iterate using directory file descriptors
* Many things in the operating system simply falls over w

nen they encounter long file names

» Avariant of TOCTOU - quarantine attribute was applied in a different folder than the where the final result ended up,
creating the sweet spot due to differences in the path prefixes

* Archive Utility has other code paths calling gtn_file_apply to path() - my investigation was limited in scope to this
particular use case

« PATH

~MAX and similar boundaries may be worth exploring further in the context of validation vs execution
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Thank you!

More information:

*blog.f-secure.com/the-discovery-of-
gatekeeper-bypass-cve-2021-1810/

*blog.f-secure.com/analysis-of-
cve-2021-1810-gatekeeper-bypass/

*blog.f-secure.com/discovery-of-gatekeeper-
bypass-cve-2023-27943/

Find us on social media:

Rasmus Sten <rasmus.sten@f-secure.com>
Mastodon/ActivityPub: @pajp@blog.dll.nu

Arthur Valiev <arthur.valiev@f-secure.com>
Twitter/X: @iBumerangArt
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