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Introduction: Glossary
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macOS Gatekeeper

Extended Attributes

Quarantine Attribute

Prevents unauthorized software from running

Key-value metadata attached to files and folders

A special extended attribute to indicate the 
external origin of a file, if any
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Introduction: Glossary
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Launch Services

Launch Services is a macOS system component used to manage 
launching/opening of applications, documents, etc. It acts as a central 
hub that facilitates the interaction between the user, the operating 
system, and the applications installed on the system.

Launch Services maintains a registry of all installed applications on the 
system and can help the system determine the appropriate application to 
handle a specific file or URL based on its file type or scheme.

LSFileQuarantineEnabled Info.plist flag

Files created or downloaded by an application that has 
the LSFileQuarantineEnabled flag set to true in the 
Info.plist will have the com.apple.quarantine attribute. By 
default, the LSFileQuarantineEnabled is set to false.

When quarantining files, the system automatically 
associates the timestamp, app name, and the bundle 
identifier with the quarantined file whenever possible.

Presence of quarantine attribute is the primary signal for 
macOS to active protection mechanisms like Gatekeeper.
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Vulnerability discovery
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Google Chrome 
downloads a file from 

the Internet

macOS automatically 
sets Quarantine 

attribute to all files 
Google Chrome 
touches on disk

F-Secure TOTAL is 
triggered and file 

safety is evaluated

macOS Gatekeeper 
checks validity of the 

file
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Disclosure timeline
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17/01/2023 Vulnerability discovered during F-Secure Endpoint Security product 
beta release testing on macOS Ventura

17/01/2023 Vulnerability reported to Apple Product Security
14/02/2023 F-Secure releases Mac Endpoint Security product update 19.0 with 

improved detection capabilities to mitigate macOS vulnerability
24/03/2023 Apple released macOS Ventura 13.3 which addresses the issue
24/03/2023 Apple published Security Advisory for macOS Ventura 13.3


https://support.apple.com/en-us/HT213670

https://support.apple.com/en-us/HT213670


Demo
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Investigation: system libraries binaries extraction from dyld cache
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• Use dyld-shared-cache-extractor to extract binaries of system libraries from dyld cache

• Search for mentions of LSFileQuarantineEnabled

• Hopper time

https://github.com/keith/dyld-shared-cache-extractor
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Investigation: Hopper Disassembler
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• __LSApplicationCheckIn handles application checkin to lsd (XPC)

• __LSRegisterSelf calls into __LSSetProcessQuarantineProperties which then collects app metadata and passes it along 

to libquarantine dylib to complete app self-registration routine

lldb output with breakpoint set on “LSSetProcessQuarantineProperties” symbol
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Investigation: Hopper Disassembler
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LSSetProcessQuarantineProperties creates a struct that represents the running process Calling into libquarantine.dylib to propagate collected metadata
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Investigation: Hopper Disassembler
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“qtn_proc_apply_to_self” is a wrapper around “qtn_proc_apply_to_pid” 

which invokes a system call passing all collected process information to the kernel
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Investigation: Hopper Disassembler
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Diff of “LSSetProcessQuarantineProperties” function between 13.2.1 and 13.3 beta 2
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Investigation: Hopper Disassembler
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Investigation: LLDB
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Difference in qtn flags value between vulnerable and patched version of macOS (13.2.1 vs. 13.3 beta 2)
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Investigation: LLDB
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Future research on the topic
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• The kernel side of the story still remains somewhat a mystery.


• Attempts of live system debugging on latest macOS versions were so far unsuccessful.


• Apple provided tooling (kdp-remote) is causing kernel panics and memory corruption after resume of a breakpoint.


• The vulnerability was reproduced when quarantine attribute was set on the app with LSFileQuarantineEnabled key in Info.plist.


• Why was the vulnerability only seen in this case?


• Is it the reason why Apple did not catch this in time?


• macOS Monterey was not affected by the reported issue. 


• What logic did the kernel have before Ventura? 


• Was it filling in the flag metadata passed on macOS Ventura with __qtn_proc_set_flags on its own? 


• How did it make the decision to set the quarantine attribute when LSFileQuarantineEnabled key is present?



CVE-2021-1810
A journey through archive extraction, 
quarantine attribute propagation and long 
file paths

Rasmus Sten
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"Bombastically Abominating Bomshellz"  - OBTS v5.0

Special shout out to a related talk from last year’s OBTS:

https://www.youtube.com/watch?v=LR_A3hIZEZE
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Discovery process

• Customer complained about UI bug related to long file names

• Started to explore downloading zip files with deep directory hierarchies


• File/folder name limit: 255 bytes. PATH_MAX = 1024 bytes

• Noticed the deep end was missing the com.apple.quarantine extended attribute


• (The quarantine attribute is of course Very Important™  to Gatekeeper, but also 
important to our product.)


• At first it looked like the cut-off was PATH_MAX - which wouldn’t be exploitable 
because macOS refuses to execute files with path names >PATH_MAX, but…

20
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The sweet spot

▪Turns out that the point at which Archive Utility fails to set the quarantine 
attribute is not actually PATH_MAX but (PATH_MAX - (some number))

▪Experimentally I see that it’s somewhere between 894 and 909

▪This means that we can drop an executable with a path name is:

▪Short enough to allow execution by macOS

▪Long enough to trigger the Archive Utility bug

▪Placing an unsigned command-line executable with a path name in the 
sweet spot → we have a Gateekeeper bypass!

▪Although a bit awkward to deploy…

22
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Turning it into a PoC

• By default Safari will unzip files using its own built-in unarchive tool

• It turns out this tool does not have the same issue

• However it also will refuse to unpack archives with paths >PATH_MAX - with no 

error message to the user

• To sum it all up, we can make an archive that has:


• A long, “.hidden”, path that will prevent Safari unpacking

• An app bundle in the “sweet spot” that gets written without quarantine xattr, 

placed in a “.hidden” folder

• A symlink at the root of the zip file pointing the app bundle

23
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Root cause analysis
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▪What processes are involved when unpacking something with Archive Utility?

▪ ”newproc.d” - DTrace script which prints process launch events - in modern macOS you can use “eslogger exec”

▪DTrace disabled by default, need to be enabled from Recovery mode using ”csrutil”


▪Caution! Disabling SIP entirely caused “fixed” the vulnerability! No, I don’t know why. “csrutil --enable --without-dtrace" 
works
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fs_usage(1) output during archive extraction
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▪876 + 152 = 1028 -> no quarantine attribute


▪767 + 152 = 919 -> quarantine attribute
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Digging deeper with DTrace
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▪Let’s list all Dtrace probes with ”xattr” in them!


▪Oops, that was a lot, but a lot of them are called ”setxattr”/”getxattr”, let’s 
narrow it down to ”setxattr”

list of dtrace probes (left)

stack trace printed by above dtrace script (right)

dtrace script that prints kernel- and user space stacks
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lldb session debugging Archive Utility process, with breakpoint in _qtn_file_apply_to_path
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examining the arguments passed to qtn_file_apply_to_path()
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• Archive Utility calls qtn_file_apply_to_path()

• This function fails when the pathname passed to it is >PATH_MAX

• Let’s reverse engineer the function that calls it

31

getting the image load address for the Archive Utility executable
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Hopper pseudo-code of function calling qtn_file_apply_to_path()
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• Let’s used our DTrace script on a fixed version of macOS

• Ooh shiny, a new process called AUQuarantineService! Let’s take a look inside!
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Output of the same Dtrace script on a fixed version of macOS
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lldb session debugging AUQuarantineService, with breakpoint in _qtn_file_apply_to_path
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Hopper pseudo-code of function calling qtn_file_apply_to_path() in a fixed version of macOS
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lldb session debugging AUQarantineService, examining arguments to qtn_file_apply_to_path()
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lsof(8) output, showing current working directory (cwd) of AUQuarantineService process (top)

lldb session with breakpoint at chdir(), demonstrating where cwd is set (bottom)



PUBLICOct.12 2023 38

fixed version

vulnerable version 
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• According to its man page, the second argument to fts_open() is a bitmask of option flags

• Changed from 0x1c (…11100) to 0x18 (…11000)

• #define	 FTS_NOCHDIR	 0x004	 	 /* don't change directories */

• 0x1c - 0x18 = 0x4 (…00100)

40

side-by-side diff of vulnerable (left) and fixed (right) version
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Final thoughts
1. CVE-2023-27943


• Relying just on one signal for activation of protection mechanisms (quarantine attribute) is not a bullet-proof solution

• Apple should rethink the security approach and either introduce additional, more reliable metrics or a completely different 

security procedure for validation of content originated from the Internet. Otherwise, we will keep seeing similar security 
incidents.


• It’s also a good idea to test your changes against popular software on your platforms :). Especially when security incidents 
happen with pretty popular software like Google Chrome.


2. CVE-2021-1810

• Two independent failures contributed to this:


• Incorrect handling of deep directory hierarchies - operating system facilities for doing so are awkward and error prone

• You need to either use chdir() which is a process-global state, or iterate using directory file descriptors

• Many things in the operating system simply falls over when they encounter long file names


• A variant of TOCTOU - quarantine attribute was applied in a different folder than the where the final result ended up, 
creating the sweet spot due to differences in the path prefixes


• Archive Utility has other code paths calling qtn_file_apply_to_path() - my investigation was limited in scope to this 
particular use case


• PATH_MAX and similar boundaries may be worth exploring further in the context of validation vs execution

41



Thank you!
More information:

• blog.f-secure.com/the-discovery-of-
gatekeeper-bypass-cve-2021-1810/


• blog.f-secure.com/analysis-of-
cve-2021-1810-gatekeeper-bypass/


• blog.f-secure.com/discovery-of-gatekeeper-
bypass-cve-2023-27943/
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