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Emergency SOS

23:13 9 S &

{ Back Emergency SOS " End

What's the _
emergency? Requirements

* No Wi-Fi or cellular coverage

= Car or Vehicle Issue

Emergency SOS
via Satellite s——— - Failed emergency call

- Be outside to get a connection.

: @ Crime
- Messages will take longer

o send. » SOS button appears in phone menu

. Answer questions to help get a o+ Lost or Trapped
faster response.

Your location will be shared.







Find My Over Satellite

CONNECTED

Keep Pointing at Satellite to
Send Location

@ Show Find My

Requirements
* No Wi-Fi or cellular coverage

« SIM installed

* Friends added while online




Demo Mode

-~ [ 4)

Satellite Connection Demo

About Satellite
Connection

iPhone can help in an emergency when a
call won't go through.

After dialling emergency services, a button
will appear to start a satellite connection.

Requirements

» Satellite service available on the specific iPhone

Internally called "Emergency Try Out"




Availability

I0S 16.1

BB~
i0S 16.2

S ==& O
I0S 16.4




Globalstar Satellite Network







Stats

Minimum 28 Satellites 24 ground stations

1400 km (870 miles) altitude Closest one in France




Provided Services

o
7®
@
)

Sspor \

CONNECTED

Keep Pointing at Satellite to
Send Location

\

D ® O

® Show Find My

Messengers loT Chips iIPhones

11




Satellite Communication Basis

 Bent-pipe satellites
 Messages are reflected
 Decoding at the ground station

« Maximum 9600bps
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Reverse Engineering Options




ios 16 jelbrek for iphone 14, wen eta?
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@& Developer

Bug Reporting

All

Baseband for iOS

Baseband for watchOS

>

) @ @ developer.apple.com e
News Discover Design Develop Distribute Support

Overview Profiles and Logs

Profiles and Logs

These profiles and logs are for developers to use in order to
provide information about bugs to Apple. Get details on
providing logs, reproducible test cases, and other information
that will help us investigate and diagnose reported issues.

h + ©

Account Q

Feedback Assistant

iOS macOS tvOS watchOS  Other [baseband

D Instructions & Profile

D Instructions & Profile




system_logs.logarchive

M Q. ANY v gmux

Share

it

Activities

¢ O

Reload

9

Reveal

®

Clear Info

Message

QMI: Svc=0xe4(AWD) Ind MsgId=0x1010 Bin=['01 A6 00 80 E4 02 04 7E OC 10 10 9A 00 52 97 00 00 00 00 00 64 69 00 00 AQ 00
QMI: Svc=0xea(SFT) Resp Msgld=0xa000 Bin=['01 18 00 80 EA 01 02 3F 00 00 A0 OC 00 02 04 00 00 00 00 0O 40 02 00 11 00']
#I gmux: [gmux1l] queueing gmux pdu for svc=234 client=1 (txid=64 msgid=0xa@00) [tx-slot=1l, rx-pending=0]

QMI: Svc=0xea(SFT) Req MsgId=0xa000 Bin=['01 15 04 00 EA 01 00 40 00 00 AQ 09 04 01 06 04 OC 00 11 00 1E 00 6B 30 05 9F
QMI: Svc=0xea(SFT) Resp Msgld=0xa000 Bin=['01 18 00 80 EA 01 02 40 00 00 AO OC 00 02 04 00 00 00 00 0O 40 02 00 12 00']
#I gqmux: [gmux1l] queueing gmux pdu for svc=234 client=1 (txid=65 msgid=0xa000) [tx-slot=1l, rx-pending=0]

QMI: Svc=0xea(SFT) Req MsgId=0xa000 Bin=['01 15 04 00 EA 01 00 41 00 00 AO 09 04 01 06 04 OC 00 12 00 1E 00 60 01 61 BF
QMI: Svc=0xea(SFT) Resp MsgIld=0xa000 Bin=['01 18 00 80 EA 01 02 41 00 00 AO OC 00 02 04 00 00 00 00 00 40 02 00 13 00']

#I qmux: [gmux1l] queueing gmux pdu for svc=234 client=1 (txid=66 msgid=0xa000) [tx-slot=1l, rx-pending=0]

QMI:
QMI:

Svc=0xea(SFT) Req MsgId=0xa000 Bin=['01 15 04 00 EA 01 00 42 00 00 AQ 09 04 01 06 04 OC 00 13 00 1E 00 6F 02 00 EB

Svc=0xea(SFT) Resp Msgld=0xa000 Bin=['01 18 00 80 EA 01 02 42 00 00 AG OC 00 02 04 00 00 00 00 00 40 02 00 14 00']

00

83

83

30

00

6F

61

06

62

01

81

9F

Al

6D

8A

83

oC

30

9F

6F

00

05

83

02

Save

62 A

9F 8

6A ©

00 E

® ® 7.395 messages

All Messages Errors and Faults bluetooth

Type Date & Time ~  Process
2023-03-30 16:24:46.287656+0200 CommCenter
2023-03-30 16:24:46.290241+0200 CommCenter
2023-03-30 16:24:46.290303+0200 CommCenter
2023-03-30 16:24:46.290311+0200 CommCenter
2023-03-30 16:24:46.293508+0200 CommCenter
2023-03-30 16:24:46.293554+0200 CommCenter
2023-03-30 16:24:46.293560+0200 CommCenter
2023-03-30 16:24:46.296464+0200 CommCenter
2023-03-30 16:24:46.296511+0200 CommCenter
2023-03-30 16:24:46.296519+0200 CommCenter
2023-03-30 .301315+0200 CommCenter
2023-03-30 16:24:46.301323+0200 CommCenter
2023-03-30 16:24:46.301378+0200 CommCenter
2023-03-30 16:24:46.301386+0200 CommCenter
2023-03-30 16:24:46.301800+0200 CommCenter
2023-03-30 16:24:46.304205+0200 CommCenter
2023-03-30 16:24:46.304286+0200 CommCenter
2023-03-30 16:24:46.304296+0200 CommCenter
2023-03-30 16:24:46.308140+0200 CommCenter
2023-03-30 16:24:46.308196+0200 CommCenter
2023-03-30 16:24:46.308203+0200 CommCenter
2023-03-30 16:24:46.311379+0200 CommCenter

Showing:

Last 5 Minutes &

QMI:

Svc=0xe4(AWD) Ind MsgId=0x1011 Bin=['01 25 00 80 E4 01 04 77 OC 11 10 19 00 53 16 00 00 00 00 00 64 69 00 00 AQ 00

#I gmux: [gmux1l] queueing gmux pdu for svc=234 client=1 (txid=67 msgid=0xa@00) [tx-slot=1, rx-pending=0]

QMI:
QMI:
QMI:

Svc=0xea(SFT) Req MsgId=0xa00 Bin=['01 15 04 00 EA 01 00 43 00 00 AQ 09 04 01 06 04 OC 00 14 00 1E 00 84 00 81 DO
Svc=0xe4(AWD) Ind MsgId=0x1011 Bin=['01 25 00 80 E4 02 04 7F OC 11 10 19 00 53 16 00 00 00 00 00 64 69 0O 00 AG 00
Svc=0xea(SFT) Resp MsgId=0xaG00 Bin=['01 18 00 80 EA 01 02 43 00 00 AG OC 00 02 04 00 00 00 00 00 40 02 00 15 00']

#I gmux: [gmux1l] queueing gmux pdu for svc=234 client=1 (txid=68 msgid=0xal00) [tx-slot=1, rx-pending=0]
QMI: Svc=0xea(SFT) Req MsgId=0xal00 Bin=['01 15 04 00 EA 01 00 44 00 00 AO 09 04 01 06 04 OC 00 15 00 1E 00 03 45 9F 84
QMI: Svc=0xea(SFT) Resp Msgld=0xa000 Bin=['01 18 00 80 EA 01 02 44 00 00 A0 OC 00 02 04 00 00 00 00 PO 40 02 00 16 00']
#I gmux: [gmux1l] queueing gmux pdu for svc=234 client=1 (txid=69 msgid=0xal00) [tx-slot=1, rx-pending=0]

QMI: Svc=0xea(SFT) Req MsgId=0xa000 Bin=['01 15 04 00 EA 01 00 45 00 00 AQ 09 04 01 06 04 OC 00 16 00 1E 00 02 7F 30 OC

QMI:

Svc=0xea(SFT) Resp MsgId=0xa@0@ Bin=['01 18 00 80 EA 01 02 45 00 00 A@ OC 00 02 04 00 00 00 00 00 40 02 00 17 00']

CommCenter (libATCommandStudioDynamic.dylib)
Subsystem: com.apple.telephony.bb Category: gmux Hide
Activity ID: 0 Thread ID: 0xe101 PID: 95

QMI:

00

30

00

09

9F

00

oC

00

02

84

62

9F

62

03

08

Al

84

Al

DB

02

oC

08

oC

30

02

00

02

00

oC

5B

oC 0o

02 4

oC ©

9F 8

9F 8

Volatile

2023-03-30 16:24:46.301315+0200

Svc=0xea(SFT) Resp MsgId=0xa000 Bin=['01 18 00 80 EA 01 02 42 00 00 AOQ OC 00 02 04 00 00 00 00 00 40 02 00 14 00']
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®

/| ®© Bl XY Re=s=Egd 8 S = @ & I
||| gmi.service_name == "QMI Stewie Service" X v| +
No. ~ Time Protocol Length Info
10541 01:08:06.486985 QMI 28 sft Request: Update Orientation
10542 01:08:06.486994 QMI 20 sft Response: Update Orientation
10818 01:08:09.489917 QMI 4056 sft Request: S4 Config Segement
10821 01:08:09.489923 QMI 20 sft Response: S4 Config Segement
10822 01:08:09.489923 QMI 1046 sft Request: Send File
10829 01:08:09.489929 QMI 25 sft Response: Send File
10830 01:08:09.489929 QMI 1046 sft Request: Send File oo o= oo o=
10836 01:08:09.489936 QMI 25 sft Response: Send File
10837 01:08:09.489936 QMI 1046 sft Request: Send File o@e a@= =o@= =@=-
_ 10839 01:08:09.489941 QMI 25 sft Response: Send File -‘- -.- -.- -‘-
Send current device 10840 01:08:09.489941 QMI 1046 sft Request: Send File
. . 10843 01:08:09.489946 QMI 25 sft Response: Send File oo o o o
Orlentathn tO mOdem’ and 10844 01:08:09.489946 QMI 1046 sft Request: Send File ' . ’ ’
then send satellite positions, 10845 01:08:09.489950 QMI 25 sft Response: Send File @ =@= =@= =@~
. . . 10846 01:08:09.489950 QMI 1046 sft Request: Send File aohheo oha
one file per active satellite. 10847 ©1:08:09.489953 QMI 25 sft Response: Send File 0= =0~ -0~ -0
10848 01:08:09.489953 (QMI 1046 sft Request: Send File
10849 01:08:09.489957 (QMI 25 sft Response: Send File
10850 01:08:09.489957 QMI 1046 sft Request: Send File
10853 01:08:09.489961 QMI 25 sft Response: Send File
10854 01:08:09.489961 QMI 1046 sft Request: Send File
10855 01:08:09.489964 (QMI 25 sft Response: Send File
10856 01:08:09.489964 (QMI 1046 sft Request: Send File
10857 01:08:09.489967 QMI 25 sft Response: Send File
10858 01:08:09.489967 QMI 1046 sft Request: Send File
10859 01:08:09.489970 QMI 25 sft Response: Send File
Frame 10541: 28 bytes on wire (224 bits), 28 bytes captured (224 bits) on interface -, id 0
DLT: 147, Payload: gmi (Qualcomm MSM Interface)
Qualcomm MSM Interface
Ehacaceh Thanks @Lukas Arnold for

T/F: 1

-~

—

O 7

Service Name (gmi.service_name)

Packets: 12176 - Displayed: 108 (0.9%) - Dropped: 0 (0.0%)

building Wireshark dissectors
for Apple's proprietary QMI
services!

19




A E e BXEH Res=E4 3 | = §  § 1
gmi.service_name == "QMI Stewie Service" v[ I

No. ~ Time Protocol Length Info
10908 01:08:10.490043 QMI 22 sft Indication: File Transfer Status A . . .
10909 01:08:10.490043 QMI 578 sft Request: Activation Activation + Securlty Conflg,
10910 01:08:10.490049 (QMI 21 sft Indication: Service Info Containing Ephemeral PUbIlC
10915 01:08:10.490075 QMI 20 sft Response: Activation .
10988 01:08:14.494518 QMI 25 sft Indication: Service Info EncryptIOn Key (EPKI) and
10989 01:08:14.494549 QMI 28 sft Request: Update Orientation
10990 01:08:14.494554 (QMI 20 sft Response: Update Orientation fLthr1€3r‘(ﬂEitEi'
11013 01:08:17.497726 QMI 25 sft Indication: Service Info NOt present during Try Out
11014 01:08:17.497726 QMI 36 sft Indication: Service Info
11015 01:08:17.497727 QMI 13 sft Request: Initiate Registration mode!
11016 01:08:17.497733 QMI 20 sft Response: Initiate Registration
11033 01:08:20.500286 QMI 36 sft Indication: Service Info
11034 01:08:20.500286 QMI 32 sft Indication: Service Info
11053 01:08:22.502845 QMI 36 sft Indication: Service Info
11066 01:08:25.505408 QMI 32 sft Indication: Service Info
11067 01:08:25.505408 QMI 25 sft Indication: Service Info
11068 01:08:25.505408 QMI 60 sft Indication: Security Config Usage
11069 01:08:25.505408 QMI 42 sft Indication: Service Info

Send an encrypted message.

Not present during Try Out
mode!

11070 01:08:25.505411 QMI 118 sft Request: Send Message

11071 01:08:25.505416 QMI 20 sft Response: Send Message
11000 A1:AKRK=27_.5A7964 OMT 47 <cft Tndication®* Service Tnfn

LV 0x01 Message UUID
TLV Type: 0x01
TLV Length: 16
TLV Value: 6b5b514bbf654faabebdfcbbe3faddb2
TLV 0x02 Encrypted Contents
TLV Type: 0x02
TLV Length: 83 I
TLV Value: 0404c7082b31fb901a2080df91548192f8a6212at22449a48f6c5fbb167ebffb89892536¢..

01 75 00 00 ea 01 00 50 00 01 13 69 00 21 10 00
6b 5b 51 4b bf 65 4f aa be 6d fc bb e3 fa 44 b2
02 53 00 04 04 c7 08 2b 3f b9 01 a2 08 od f9 15 S

O # Service Name (gmi.service_name) Packets: 12176 - Displayed: 108 (0.9%) - Dropped: 0 (0.0%) Profile: Default

20




@ mMNRR Q &= =3

Indicator that the message

was sent.

[ gmi.service_name == "QMI Stewie Service" v] +
No. ~ Time Protocol Length Info
Lll494) VYUL.VY0:00:J0104UT VI'lL 44 SI1 L LIIULCdllUll:. OCI vile 1I11v
11159 01:08:40.520772 QMI 42 sft Indication: Service Info
11160 01:08:40.520773 QMI 515 sft Request: GPS Data Update
11162 01:08:40.520776 QMI 20 sft Response: GPS Data Update
11175 01:08:43.523330 QMI 42 sft Indication: Service Info
11182 01:08:44.524578 QMI 28 sft Request: Update Orientation
11183 01:08:44.524585 QMI 20 sft Response: Update Orientation
11194 01:08:45.525484 (QMI 28 sft Request: Update Orientation
11195 01:08:45.525492 QMI 20 sft Response: Update Orientation
11198 01:08:45.525894 (QMI 42 sft Indication: Service Info
11199 01:08:46.526186 QMI 28 sft Request: Update Orientation
11200 01:08:46.526195 QMI 20 sft Response: Update Orientation
11209 01:08:47.527393 QMI 28 sft Request: Update Orientation
11210 01:08:47.527398 QMI 20 sft Response: Update Orientation
11213 01:08:48.528096 QMI 28 sft Request: Update Orientation
11214 01:08:48.528110 QMI 20 sft Response: Update Orientation
:08:48.528449 Indication: Message TX Status
11218 01:08:48.528449 (QMI 42 sft Indication: Service Info
11219 01:08:48.528464 QMI 17 sft Request: Deactivate

11220 01:08:48.528469 QMI 20 sft
11223 01:08:49.529079 QMI 24 sft

TLV 0x01 Message UUID

TLV Type: 0x01
TLV Length: 16
TLV Value: 6b5b514bbf654faabebdfcbbe3fad4db2

TLV 0x02 Result

TLV Type: 0x02
TLV Length: 1
TLV Value: 00

01 23 00 80 ea 01 04 34 00 02 13 17 00 01 10 00
6b 5b 51 4b bf 65 4f aa be 6d fc bb e3 fa 44 b2
02 01 00 00

Response: Deactivate

Indication: Deactivation Complete

k[QK.eO. m*+*-D-

e

Service Name (gmi.service_name)

Packets: 12176 - Displayed: 108 (0.9%) - Dropped: 0 (0.0%)

Profile: Default
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Cowabunga

* Works on iPhone 14 with 1I0S 16.1.2

 Made some custom tweaks
 Enhanced logging even when no profile is available
 Backup more data

e Crash CommCenter to observe initialisation

Miscellaneous

Enable Shortcut Apps
as Appclips

Disable Shortcut Apps
as Appclips

3 MORE SETTINGS

Extra Preferences

Private Data
Logging

Supervised
Enhance Backup

Screen Time
Enabled

/\ USE AT YOUR OWN RISK

Gestures [ Dynamic Island

Restart CommCenter

SOS over Satellite




Corellium

o Jailbroken iOS 16 on iPhone 14
» Partially thinks it has satellite features

 Easy dynamic instrumentation
v S DEVICE CONFIGURE OPTIONS CONFIRM

Select Device Q [ ALL ANDROID ANDROID FRAMES 10S

Ph 14P M Ph e 14 Pro Ph e 14 Plus Ph 14 iPhone 13 Pro Max
Req s6C

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee




Security Research Device

* IPhone 13 mini
» Modem doesn't actually support satellite services

 Most binaries required for satellite services still
present

e Can we make it talk to a satellite?







22:22
< Connection A...

{ Settings  Emergency SOS
Call with b Presses
Rapidly pressing the side button five times starts a

countaown []Hd sounds an alert. When the
countdown ends, iPhone calls emergency services

Countdown Sound 0

Play a warning sound while Emergency SOS is
counting down to call emergency services.

EMERGENCY CONTACTS

Jiska

Edit Emergency Contacts in Health

You can add and edit emergency contacts for
Emergency SOS in your Medical ID in the Health app.
About Emergency SOS & Privacy

EMERGENCY SOS VIA SATELLITE

\@ iPhone can help start a satellite
ss’r, connection to contact emergency
services when a call won't go
through.

Try Demo

In an emergency, iPhone will try to use a satellite to
send your Medical ID, location and emergency details.
Learn More...

Preferences

XPC

Launch via URL

x—app le-sosbuddy://request?
reason=0fferEmergencyTryOut

com.apple.commcenter.coretelephony.xpc

requestStewieWithContext,
(EmergencyTryOut)

[2] CommCenter

reason=>5

22:22

« Settings

Satellite Connection Demo

About Satellite
Connection

iPhone can help in an emergency when a
call won't go through.

After dialling emergency services, a
button will appear to start a satellite
connection.

Next

SOSBuddy

26




CommCenter

XPC

com.apple.commcenter.coretelephony.xpc
reportStewieDeviceOrientation

com.apple.commcenter.coretelephony.xpc
connectionAssistantStateChanged

4

Emergency SOS Demo
This is not a real emergency

Try to Get a Clear View of
the Sky

Terrain, buildings or trees can block
connection.

SOSBuddy

27




Launch via URL

x—app le-sosbuddy://request?
reason=FindMy

My Location

Location 45,55973° N,
10,22832° E

searchpartyd

From This iPhone
Share My Location O XPC
()
com.apple.commcenter.coretelephony.xpc
My Location via Satellite
—— requestStewieWithContext, reason=6 Try to Get a Clear View of
y (FindMy) the Sky

Terrain, buildings or trees can block
connection.

o

Notifications

Allow Friend Requests

[2] CommCenter SOSBuddy

28




Pizza icon!

&
Saturday, 30. September

Find My via Satellite
Continue your connection to
send location.

CommCenter will update
Involved parties upon
connection updates.

29




Calling URLs directly?

Reverse engineer
Comm~Center, build an
app for non-jailbroken

IPhone 14, ...

reason=

0. Unknown

1. EmergencyCall

2. EmergencyText

3. EmergencyFallDetection
4. EmergencyKappa

5. EmergencyTryQut

6. OfferEmergencyTryOut
7. FindMy

8. Test

9. Anywhere

10. AnywhereTest

22:24

(P SATELLITE TESTING

SOS Demo
Find My

request?reason=

{~} URL SCHEME

The Satellite SOS URL scheme starts
with x-apple-sosbuddy://, prepended
by this satellite tester. Available
reason values:

- Emergency

- EmergencyCall

- EmergencyText

- EmergencyFallDetection
- EmergencyKappa

- EmergencyTryOut

« FindMy

- OfferEmergencyTryOut

Further parameters are entryPoint,
action, and conversationld.

W PRIVATE DATA LOGGING

On i0S <=16.1.2, use Cowabunga to
increase log level during
experiments.

Only works for
Emergency TryOut.

Other services are not
active and are missing
state iIn CommQCenter.
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Setting custom Stewie
context with reason!

XPC

com.apple.commcenter.coretelephony.xpc

requestStewieWithContext, reason=2
(EmergencyText)

Launch via URL

x—apple-sosbuddy://request?
reason=EmergencyText&conversationId=0
&action=startConversation

[2] CommCenter

o

Emergency SOS
EREIGINE

- Be outside to get a connection.

- Messages will take longer

to send.

- Answer questions to help get a

faster response.

Your location will be shared.

Report Emergency

SOSBuddy

31




@
Friday, 29. September

20:4/

Fake It 'till you make it!

Find My via Satellite
- Continue your connection to
~ send location. :

: m

ha ‘a
Security Researth DevVice, Call B/-595-1125

32




-
Saturday, 30. September

e
Thursday, 12. October

Find My via Satellite
Continue your connection to
send location.

IPhone 14 IPhone 13 mini

No jailbreak but modem with satellite Research device but no satellite modem
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[2] /private/var/containers/Shared/SystemGroup/
systemgroup.com.apple.mobilegestaltcache/Library/Caches/
com.apple.MobileGestalt.plist

libMobileGestalt.dylib

CommCenter

Mobile Device Properties
hwconfi1g=0x34
modelAP="D27AP"

libCommCenterBase.dylib

Initialisation GsmRadioPersonalityx |
, _ GsmRadioPersonality: :GsmRadioPersonality ( mode LPhone="1Phone 14,7"
GsmRadioPersonality::create GsmRadioPersonality *this,

shared_ptr xptr,
HardwareConfiguration hwconfig,
basic_string *modelAP,
basic_string xmodelPhone)

//l-.

if (hwconfig >= 0x34) {
this—>bifrost_enabled_by_config =
os_feature_enabled_impl("CoreTelephony","Bifrost");

this—>bifrost_compatible = 1; /
/] ven

y System Features
} Bifrost

libsystem_featureflags.dylib

Values as observed on

: : /System/Library/FeatureFlags/Domain/CoreTelephony.plist
Corellium iPhone 14,

34




[2] /private/var/containers/Shared/SystemGroup/
systemgroup.com.apple.mobilegestaltcache/Library/Caches/
com.apple.MobileGestalt.plist

CommCenter

libMobileGestalt.dylib

Parse-GLI-Options
sleep(0x10) _- Attach Frida

Overwriting this will screw
sleep(0x10) 9

up CommCenter state, it
will try to load iPhone 14

| - ;
Binary patching! baseband firmware etc.

libCommCenterBase.dylib

const GsmRadioPersonality_create = Module.getExportByName(null,
' _ZN19GsmRadioPersonality6createERKNSt3___110shared_ptrIK8RegistryEE21Har
dwareConfigurationRKNS@_12basic_stringIcNSO_l1lchar_traitsIcEENSO_9alloca

torIcEEEESF_'); _ _ _
Mobile Device Properties

Interceptor.attach(GsmRadioPersonality_create, {

onEnter(args) { hwconfi1g=0x34
console. log( GsmRadioPersonality::create called with hw_model=

${args[1]1}, replacing with 0x34 for iPhone 14!");
args[1] = new NativePointer(0x34);
}
});

libsystem_featureflags.dylib Already present on SRD.

Applled to SRD! /System/Library/FeatureFlags/Domain/CoreTelephony.plist
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XPC

com.apple.commcenter.coretelephony.xpc
CommCenter getStewieSupport: Preferences

Frida Hook

return true

SOSBuddy

36




CommCenter

No Cellular, no Wi-Fi?
[CTStewieState setAllowedServices:0xc006]

...a few Frida hooks later, CommCenter will
always allow all services, even outside a
launch country.

Service Mask

Mask Bit Meaning
0x38000 Anywhere
0x4000 Test
0x0004 FindMy
0x0002 EmergencyTryOut
0x0001 Default

Interceptor.attach(requestStewieForService, {

onEnter(args) {

console. log( Allowing requestStewieForService );

// allow all services in the 2-bytes service mask
args[0].add(0xf2).writeShort(oxffff);

// also allow the service right now
args[0].add(0xf0).writeU8(0x1);
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Manually call
SOSBuddy!

function openURL(url) {
var w = 0ObjC.classes.LSApplicationWorkspace.defaultWorkspace();
var toOpen = 0ObjC.classes.NSURL.URLWithString_(url);
return w.openSensitiveURL_withOptions_(toOpen, null);

}

openURL (" x—apple-sosbuddy://request?reason=0fferEmergencyTryOut")

Requires iOS built with SOSBuddly.

Launch from SpringBoard with Frida.
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com.apple.commcenter.coretelephony.xpc
connectionAssistantStateChanged

CommCenter SOSBuddy

Precise GPS location!

[StewieCLLocationManager

locationManager:didUpdatelocations] const setLocationAcquisitionStatus = 0bjC.classes.CTCALocationState
['— setLocationAcquisitionStatus:'].implementation
Interceptor.attach(setLocationAcquisitionStatus, {
onEnter(args) {
args[2] = new NativePointer(0x2);
console. log('Replaced setLocationAcquisitionStatus (2).');

+
});

Skip the unsuccessful attempts to get a precise GPS
location when WiFi-assisted locations are available.

locationd
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CommCenter

libATCommandStudioDynamic.dylib

intx QMux::State::handleReadData(State xthis, char xbuffer, uint len) {

// Baseband —> CommCenter packets
PR "

-] +

| NN ) -
AEAde® mTRE QesEq § . =
. gmi.service_name == "QMI Stewie Service" X
No. Time Protocol Length Info
75533 05:13:04.169104 QMI 28 sft Request: Update Orientation
75534 05:13:04.169105 QMI ‘ Pacnaoncas llndatao ian o

75601
75603
75604
75609
75610
75616
75617

05:
05:
05:
05:
05:
05:
05:

1153
13:
13:
13:
13:
13:
13:

19.
19.
19.
19.
19.
19.
19.

184224
184257
184262
184297
184298
184307
184308

QMI
QMI
QMI
QMI
QMI
QMI

25
1046

13:
13:

19.
19.

184308
184369

25
1046

75619
75620

05:
05:

QMI
QMI

libPClTransport.dylib

9“Fmgb@€=péﬁﬂﬁtTansport::th::writeAsync(State xthis, char xbuffer, uint len, void *callback) {

ST noduest: send 7 CommCenter —> Baseband packets
onse: Send’ File i

sft Re
sft Reggest: Send File

DLT: 147, Payload: gmi (Qualcomm MSM Interface)
Qualcomm MSM Interface
QMUX Header
T/F: 1
Length: 3916
Flag: 0x00
Service ID: sft (@xea)
[Service Name: QMI Stewie Service]
Client ID: 0x01
Transaction Header

Frame 75601: 3917 bytes on wire (31336 bits), 3917 bytes captured (31336 bits) on interface -

Overwrite messages from the baseband when
it rejects packets.

....... ® = Transaction Compound Bit: @
..0. = Transaction Response Bit: 0
.0.. = Transaction Indication Bit: © ]
Liansaction, I0.,0:0202 Inject new packets where needed.
0000 01 4c Of 00 ea 01 00 92 02 01 14 40 of 01 36 Of J LRI @I
0010 02 1c 4d 31 20 30 30 30 30 30 55 20 30 30 30 30 --M1 000 00U 0000
0020 30 41 20 20 20 32 33 32 37 32 2e 36 36 37 33 31 OA 232 72.66731
0030 35 36 31 20 20 2e 30 30 30 30 30 30 30 30 20 20 561 .00 000000
0040 30 30 30 30 30 2d 30 20 20 38 32 31 32 36 2d 33 00000-0 82126-3
0050 20 30 20 20 30 30 30 36 32 20 30 30 30 30 30 20 0 0006 2 00000
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We fake everything including satellite configs
and authentication.

Emergency SOS
EREICE

- Be outside to get a connection.

- Messages will take longer
to send.

- Answer questions to help get a
faster response.

Your location will be shared.

Enabling Stewie on SRD allows us to analyse
the satellite ecosystem in action!
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Stewie & Bifrost Configuration

T
9537';{;‘:;.‘5); = N

e

~
>



@
Friday, 29. September

20:44/

What happens on-device
when Stewie Is available?

B

L, Find My via Satellite
| Continue your connection to
- send location. |

v G

Security ResearCh DevVice, Cal ,-595—1125
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triald

CommCenter

Entitlements
<key>com.apple.trial.client</key>

<array>
<string>800</string>
<string>801</string>
<string>802</string> «._

<string>8®3</string>u,~\--“

</array>

/private/var/mobile/Library/Trial/Treatments/
802/factorPacks/.../assets/Targets/Targets.plist

[?) /private/var/mobile/Library/Trial/Treatments/
803/factorPacks/.../assets/Config/Config.plist

CommCenter only downloads
these if Stewie is available.
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<plist version="1.0">
<dict>

<keg>0</key>

<dict>
<key>66</key>

S tring-1 00000U 0B000A  23249.64656494 00000000 00000-0 53224-3 0 0006</stri
<string> . . = = </string> - - : '
<string>2 00000 51.9663 169.2779 0000852 339.8612 104.1147 12.62263139000003</string> Two-Line Element (TLE) sets contain |nf0rmat|0n to
</array> . . . . .
<key>60e/key’ predict satellite coordinates with the SGP4 algorithm.

<string>1 00000U 00000A  23249.64656494 .00000000 00000-0 13118-2 © 0003</string>

<string>2 00000 51.9975 359.3618 0001097 118.7748 185.2705 12.62279294000008</string>
</array>

<key>71</key> . . . .

<a:£:|¥>ing>1 00000U Q0000A 23249.64656494 .00000000 00000-0 78994-3 @ 0007</string> : ‘ Red: Satellltes Used by Apple In Aprll When teStIng.
<string>2 00000 52.0090 4.3040 0001569 119.5350 64.2602 12.62266649000008</string> - ] .

</array> Black: Active GlobalStar satellites.

2] /private/var/mobile/Library/Trial/Treatments/ Thanks @Fabian Portner for
802/factorPacks/.../assets/Targets/Targets.plist figuring this out :)
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<pliSt version="1.0">
<dict>
<key>0</key>

<dict> "
<key>countries</key>
<array>
<dict> & "

<key>fwd_alternate_channels</key>
<array>
<integer>262220</integer>
<integer>262270</integer>
</array>
<key>fwd_channel</key>
<integer>262170</integer>
<key>1503166_alpha_3</key>

<string>CAN</string> Ch I b
<key>rev_channels</key> an ne nUI I l erS,
<dict> .
<keynoninal</key> not frequencies.

<integer>262336</1integer>

<integer>262338</integer>

<integer>262340</integer>

<integer>262342</integer>

<integer>262344</integer>

<integer>262346</integer> [2) /private/var/mobile/Library/Trial/Treatments/
<lnteger>202348</1integer> 803/factorPacks/.../assets/Config/Config.plist
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XPC

com.apple.mobileasset.autoasset

assetType=com.apple.MobileAsset.
BifrostCodecs,
assetSpecifier=English

CommCenter

Entitlements
<key>com.apple.private.assets.accessible—-asset-types</key>
<array>

<string>com.apple.MobileAsset.BifrostCodecs</string>
</array>

Language compression codecs used for text messaging
during emergency communication.

mobileassetd

[?2] /private/var/MobileAsset/AssetsV2/

com_apple_MobileAsset_BifrostCodecs/
purpose_auto/...asset/AssetData/codec

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000cO
000000d0
000000e0
000000£0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001a0
000001b0
000001c0O
000001d0
000001e0
000001£0
00000200
00000210
00000220

00000230
N0NNN240

01
00
80
70
00
30
70
80
fd
55
f0
10
10
30
de
10
40
37
80
80
80
39
f4a
48
04
70
80
80
37
80
80
80
df
ec
3e
a9

RAa

00
70
80
60
f0
90
80
80
7d
80
60
b0
a0
37
80
80
00
80
40
42
80
c9
80
b8
eb5
42
le
00
b8
80
42
80
1b
80
3e

3e
20

00
60
45
90
10
60
40
80
60
80
70
40
30
80
17
27
80
80
48
62
80
80
80
14
80
80
le
f0
40
80
b2
80
80
eb
80
80

00
70
80
00
00
80
70
80
f0
80
70
f0
el
a5
80
el
80
cO
c8
80
80
80
80
80
ce
80
80
do
80
80
80
80
5b
3f
8e

3e
e

01
80
00
70
00
80
a0
41
ed
80
70
f0
f0
be
80
60
f0
1b
60
80
80
c9
2¢c
48
80
cO
64
77
de
20
80
30
e’
48
c6

80
Af

00
80
30
80
f0
70
60
80
49
41
20
20
00
60
80
bd
f0
80
a0
e5
80
80
54
80
4c
80
80
f0
ee
80
80
2f
c7
80
71

42
’0

05
10
do
90
80
a0
00
80
55
5d
f0
50
00
14
80
15
30
90
8e
80
42
80
80
46
cc
80
40
eb
00
e’
4b
80
80
80
89

aa
240

00
00
80
00
4b
90
a0
80
d5
4b
f0
70
00
80
c’7
ce
c7
60
cO
80
b3
80
80
80
97
00
80
b0
80
37
4b
4b
bb
2f
79

5a
20

80
f0
80
b5
80
70
80
f0
80
10
f0
f0
80
80
80
40
eb
80
80
ad
00
67
80
30
b2
48
80
80
80
80
de
40
80
56
3e

3e
35

00
80
00
80
80
70
bb
00
b9
70
70
70
50
80
00
00
30
64
80
4d
80
eb
80
48
42
80
le
40
80
80
bb
02
f0
80
e9

76
Q9

f0
60
80
80
00
10
41
80
fd
00
50
60
8e
37
40
el
80
b6
80
80
30
70
80
80
80
80
07
10
80
80
80
82
1b
80
c9

ea
h?2

f0
70
80
80
80
90
bl
f0
80
70
90
70
5e
ed
80
80
70
30
1b
42
f0
8c
80
80
b2
80
£7
00
80
b8
8f
80
80
80
80

80
20

fo
ao0
20
80
80
b0
80
00
do
10
90
80
c’/
89
ao
el
Cc6
80
a0
80
80
b2
80
39
80
b2
80
80
3f
fo
5f
eb
80
1b
80

56
9a

80
60
70
4b
80
80
36
el
b3
10
60
80
eb5
35
80
do
80
80
80
80
b0
20
80
80
80
80
80
20
3f
3f
30
e2
4b
80
4b

80
’0

b5
70
60
bb
80
00
bl
00
80
90
80
80
be
87
80
0b
47
80
el
80
30
74
04
48
80
80
£7
80
80
80
4b
80
56
80
49

80
20

cO
40
50
80
80
do
b7
26
69
30
90
90
80
67
20
f0
80
80
20
80
do
80
9c
4d
80
cO
80
e’
cf
80
of
80
fé
80
11

42
’0

*0000°0
Op pxxe0
XXExQQxx
p x0pxx0
Oxe(Q0xxK
0%~ xxpxx
px@px~ 0%
X XX XA XX X
X} xxITUx
UxxxxA]K

x"ppp XX

ex@xx Pp
ex(Oxx000
07XxXX" ex
NX @ X X X X X
ex'XxX T xex
@O0xxxx(Qx
TXXX®XX"
X@HX " xxX
XBb X X X X X
XXXXXXBX
O X X XXXXX
XXXX , TXX
Hx e xHXF X
® X X XXT,X X
prxxxxo
xoexdx@x
X)X XWX X X
7Tx@xNxQx
XXXX XX7
XBX XX XKK
xxXXX(0 /XK
X @ X [ X XXX
XXX ?2H*XX/
SSXXXXyY
X>X>XBXZ

ZXXSXXXX

X XXXXXX
Exx‘px‘p@
xX0xx p P
XX XX XK X X
I XXX XXXX
ppe® xXxXx(0x
XXAXXE XX
X0xx0x0&
Ixxxxxxxj_
epOpeex0
xPPxx\xx
'xP\pxxxx
XP X" X XXX
Ixx7x><5Xg
I X0@x%xXX

I@Oxxxxox
x0xPxxGx
i XdXx0xxxx
XXX 0 XXX

XMXBX X X X
OxXOXxxx(Qx
ngPxx t X
XXXXXX® X
IOH><><9><HM
I XBX XXX XX
HX XXX XX X
X ® @ XXXXX
i x@e(Qx Xxx
XXXX??XX
XXX XX7?XX
INxxx QKX
I@oxx;xxx
X X @ X XKV X
VXXX eXXX
I>XxxxKIo
SVXXVXXB
B X X XX XXX
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LLC Keys

Generate Key

SEP

NIST P-256
Stored in SE

Export Public
Key




Generate Key E SEP s EXPOEel;UbliC
- 00000100 N
NIST P-256
Stored in SE

var keyAttributes = NSMutableDictionary()

KkeyAttributes [kSecAttrLabel] = "com.apple.commcenter.11lc"
KeyAttributes [kSecAttrTokenID] = kSecAttrTokenIDSecureEnclave
keyAttributes [kSecClass] = kSecClassKey

keyAttributes[kSecAttrAccess] = kSecAttrAccessibleAlwaysThisDeviceOnly
keyAttributes [kSecAttrIsPermanent] = true
keyAttributes[kSecAttrKeySizeInBits] = 256

KeyAttributes [kSecPrivateKeyAttrs] = kSecAttrKeyTypeECSECPrimeRandom

var error: NSError?
let success = SecKeyCreateRandomKey(keyAttributes, &error)
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Key Synchronisation

Public Key

Server Public
Key

Public Key




10S Keychain

agrp = apple;

bsiz = 256;

decr = 0;

drve = 1;

encr = 0;

esiz = 0;

extr = 0;

kcls = 1;

kibl =
Oxededc2fab65c88fe965720d719ea80c5e8
39195d8

labl =" "
perm = 1;

priv =1;

signh = 1;

sync = 0;

sysb = 1;

tkid = "com.apple.setoken"”;

acct =
"com.apple.commcenter.Stewie.STKData.
ededc2fa65c88fe965720d719ea80c5e839
195d8";

agrp = apple;

labl ="

svce = CommCenter;

sync = 0;

"v_Data" = {length = 109, bytes =
0x62706c69 73743030 41104104 4914d119
... 00000000 0000004c };

}
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Session Key

Private Key

Server Public Key

EC Diffie-Hellmann
Shared Secret

unable to generate shared secret for EPKI:%s

EPKI:%s, SECRET: %@ and LBL [%@], error




Find Mnya ation ﬁé

M\« 1 g




Marbella
Olntoumtxorml
University

Centre

4
<
o
Viveros'Manuel ADE.CAW
\D
Puertas O-. 4"‘“

7/

@INH Marbella
Inglés &) Mercado

Farmacia
Universal'24H e \

LY. Milk&Roses 1

A\

Q Hotel Don Pepe
Gran Melia

0 Cappuccino

| location sharing

Reqguest location

Current location ‘

‘ Request location

Current location
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End-to-End Encryption

Friends’ Key
keyForSharingLocationToFriends

Encrypted location information

Location information

eciesEncryptionStandardVariableIVX963SHA256AESGCM
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Request

{
"fetch": {
"intent": "startLocationUpdates",
"fmId": "NDMxNjY2NDIx",
"mode'": “live",
"idS": [

"5832C58C5C48CEF1C27D3DF1552707FE42745B966AD75BA51D04B
/B34A698CD2"

]

}
"clientContext": {

"apsToken':
'"5832C58C5C48CEF1C27D3DF1552707FE42745B966AD75BA51D04B
7B34A698CD2",

"contextApp": "com.apple.findmy.fmfcore",

"clientId": "00008110-000260C02640011E",

"shallowStats": {}

Server Communication

Response

{

"locationPayload": [

{

"locationInfo": [
{

"locationTs": 1694186159999,

"location":
"BFoX1TnSgzckVvD8mRxBGWLQFFJAKkTnzdOHAZZLCdvyan8M+E6Gp1HSN6gQnmRY
n7IBY7DQs laBGRNUJPdU+4ReykOKDgYg807DrIVgb+0OWLWgH1IYBtGIUv8Cd1lGHN3
FxePeP1LJYn4vEDQoA2zUervtNEfsM6zU4McUipFlaHg4x//
sKUbmxekrQ+r+0OMiBkfAQyAyGKbj faLv+fy9ZNLnuFKVAtjgywLDgedZK4q43RbYD
ksdaZ@Bv1lp6jgl7qoaoUZfHlowVWccm9aRcrZtARa/j/UIRR3CLhQSYCRutqg/
gubxgo27gy+5wluhM7GLB5dwn@KPJkP+kVWNOj5EVvXAPxQaSnoYicIOwLhgDhwj/
wrZaqYnsr9Listjh/
537+DAVtKVZARD4x+RDvdhabiF1Y9vrX25G9+3KX+QXrjQ+ok+vtmomAp+1ihEj/
LABAHKNY kwZkT88m4CGK48pDLKkCCh/
1A3EARiImdVACUNOQYj7AbzPEb9P1TA2+v8eEtWPrKtY60ow48P4U 1",

"fmt': 0

}

1,
"1d": "9CxLEA8ublwnacqnTQAsdsAp4g@cmpl3nipiEAVniuOo="
}
]

onfigVersion': 21,
"statusCode': "200"
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Involved Processes

Me

&

My Location

Location

From

Share My Location

O

My Location via Satellite

Send My Location

O

Notifications

Allow Friend Requests

This iPhone

@
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Involved Processes

FindMy

[2] CommCenter [?]

SOSBuddy




Involved Processes

FindMy SOSBuddy

findmydeviced searchpartyd

@ Encrypted Location




Involved Processes

CommCenter

CTStewieTransportMessage
CTStewieFindMyMessage

Encrypted Location




Reducing Data Size

Satellite Transmission

Lite
Location




Satellite Transmission

Int32(latitude * 10,000,000)
+
Int32(longitude x 10,000,000)
+

UInt8(horizontalAccurazy)

Lite




Satellite Transmission

Int32(latitude * 10,000,000)
+
Int32(longitude *x 10,000,000)
+

UInt8(horizontalAccurazy)

Lite

48.431139

4843113900

08.6567/73

8065677300







Friends’ Key

keyForSharingLocationToFriends

Lite Location

Satellite Transmission

ECIES
Encryption

Encrypted location
iInformation




Satellite Transmission

\/
@,

Encrypted location
Information

Turn Right to Stay
Connected to Satellite







Misuse of Satellite Communication

Sending Messages for Free

o Satellite messages are expensive
* | ocation sharing can only be used every 15 minutes
 Bandwidth is limited

e Millions of users




Manipulating the Location
...10 send messages Q

Latitude : -90.0 - 90.0
Longitude: 0.0 - 180.0

v




Manipulating the Location
...10 send messages Q

Latitude : -90.0 - 90.0
Longitude: 0.0 - 180.0

v

v

8 bytes of data




Mapping the Alphabet

...on GPS Coordinates

A-Z a-z 0-9 10,000,000, 000 2 digits = 1 char
62 chars 10 digits space 5 chars per coordinate
HelloWorld

10 characters per message




CommCenter has checks if
location source was simulated

N

Apple was smarter!

/G

CONNECTED

Keep Pointing at Satellite to
Send Location

@ Show Find My




ios 16 jelbrek for iphone 14, wen eta?
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Image Sources
e Slide 2,4,8,12,14,42,52: Generated by Midjourney

o Slide 9: Pixabay

* 11: findmespot.com (official product image)

e Satellites, iPhone frames, processor chips are self drawn
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