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Let’s get to know each other!

Do you do threat hunting on a regular
basis?

Are you familiar with Yara?

Are you familiar with VTI?

Z VirusTotal
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Let’s start hunting

with VirusTotal
Intelligence!




How we actually start? - a suggested approach

while (1):
Get context for a set of I0Cs
dentify the “interesting” ones
Find anomalies and/or commonalities
Pivot
Update your set of I0Cs

Z VirusTotal




Tips

https://support.virustotal.com/

e Supports logical “AND” “OR” “NOT”
® Respects order of operations: ()
® Ranges can be denoted with + or -

Z VirusTotal



https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence

Ex_ample

Find

1

Key Search Terms:

type

behavior

MacOS Executables

that

communicate

over HTTP

VirusTotal



Example T

Key Search Terms:
type behavior

| N

Find|MacOS Executables that communicate|over HTTP

s N

(type:macho OR type:dmg OR type:pkg) behavior network:http

Z VirusTotal




Example 2

Find Executables that use “my-ip.php” in their URI

/

type:macho

and

behaviour network:my-ip.php

VirusTotal



Example 3:

Files named|“invoice” [from the US with|macros and
greater than 5 detections

name:"invoice" tag:macros p:5+ submitter:US

z VirusTotal




Popular modifiers

S*’!\’!—“

© N O Uk

p:3+ and type:macho and tag:arm

content:osacompile

(type:macho or type:pkg or type:dmg or tag:mac-app) and p:2+ and
submitter:UA

submitter:UA type:email p:1+ fs:2023-05-01+

tag:arm tag:multi-arch and s:2023-10-01+

tag:cve-2023* and tag:macho

tag:attachment tag:cve-2017-0199 tag:docx tag:exploit
filename:"nl txt" AND tag:text AND [s:"2023-01-01T00:00:00+" AND
15:"2023-01-31T723:59:00-"

Z VirusTotal




Example: File magic

e magic:"Mach-0 64-bit arm64 executable”
® magic:"Mach-0 64-bit x86_64 executable"
® magic:"Mach-0O universal binary"

z VirusTotal




Example: Mac systems turned into proxy exit nodes
by AdLoad

Executive summary

AdLoad malware is still infecting Mac systems years after its first appearance in 2017. AdLoad, a
package bundler, has been observed delivering a wide range of payloads throughout its existence.
During AT&T Alien Labs’ investigation of its most recent payload, it was discovered that the most
common component dropped by AdLoad during the past year has been a proxy application turning

MacOS AdLoad victims into a giant, residential proxy botnet.

https://cybersecurity.att.com/blogs/labs-research/mac-sy
stems-turned-into-proxy-exit-nodes-by-adload

Z VirusTotal
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Example: AdLoad HTTP Request

POST /a/rep HTTP/1.1 |
t: -'Sl‘illedODjQCt' &« > C O @ v X /gui/search/behaviour_network%253A%2522%252Fa%252Frep%2522/files T af &% @00 X ® o 32 1@
Content-Type: charsetsutf-8
Content"Length: 233 behaviour network:"/a/rep" o ooo .
! . P = Help /[\ gog +
Connection: close Z' 1 Q =T U &

User-Agent: app_assistant (unknown v
FILES - 20 /515

smcA1008..57...9y..B.3D09C67BGG12C2CF
+5}..0t0,.8dIL3WS/7\Jg3.=.FQ.615'@B" .|
9~,.B..w2vu.FvL.DB.VBr.r5..zA.p.Cv..!

Sortby ~ Filter by ~ Export ~ Tool

Content-Type: text/html Detections Size First see
content.l.ength £ ECE7C4@BF90FDFDADABICAE294D95AABCD67EAEA2C60B521BD7BEF257C7589D5
Connection: close 2021-08-C

= .0954742548681157/Services/com.AssistiveFile.service/AssistiveFile.service/~ 34 /62 428.37 KB

L & O o

Cache-Control: no-cache, no-store ‘ 18:34:28

Pragaa: no-cache macho  64bits

Expires: -1

p3p: CP="CAD PSA QUR"™ 47BC53ED2A83778788CE3E2CBB5E43826@B5F46BA4C2A9313FAS63CF5CCOTET2 2021-08~

Date: Wed, 19 Apr 2023 20:24:21 GMT ! D ] &) .17151883525112/Services/com.OpticalUpdater.service/OpticalUpdater.service/~ 33/62 428.37 KB e

X-Cache: Miss from cloudfront macho  64bits

Via: 1.1 5e262cd849cf388f683d13611c7 =

X-Amz-Cf-Pop: LAX3-C3 4FB87BEEC243CBF81D328166531E598181C32A0F A1FO2F8BA3830D8DO8FEGEF 4 —

X-Amz-Cf-Id: VAX05QlyRBb1H_OYGIIPOKA D - &) ..1890000061378315/Services/com. StandardBoost . service/StandardBoost. service/~ 34 /62 428.37 KB 1209657
& macho  64bits o

e behaviour network:"/a/rep" or behaviour network:"app_assistant"



https://www.virustotal.com/gui/search/behaviour_network%253A%2522%252Fa%252Frep%2522/files

Example: AdLoad Comoonalities

J & Karl Hiramoto ‘

ol
1>

Help Q

behaviour_network:"/a/rep"

FILES - 20 /515

Sortby ~ Filter by ~ Export ~ Tools « Help ~

Detections s Last seen

ECE7C4@BF90FDFDADA8SICAE294D95AABCD67EAEA2C6@B521BD7BEF257C75...

. . . P . 2023-10-0
) 742548601157 /Services/com.AssistiveFile.service/AssistiveFile.service/~ 34 /62 428 18:45:08
inachoy (@ARis Calculate commonalities »
47BC53ED2A83778788CE3E2CBB5E438260B5F46BB4C2A9313FA563CF5CCA... 2023-10-0
..1803525112/Services/com.0OpticalUpdater.service/OpticalUpdater.service/~ 33/62 428. L
&) /Services/com.OpticalUpdater.service/OpticalUpdater.service/ or n AR B

macho 64bits



Example: Comoonalities URLS and Domains

3items
2 items
2 items
2 items
2 items
2 items
2 items
2 items
2 items
2 items
2 items
2 items
2 items
2 items

2 items

http://x1.i.lencr.org/
http://m.activitycache.com/a/rep
http://m.compellingstate.com/a/rep
http://m.configboost.com/a/rep
http://m.essencecuration.com/a/rep
http://m.extendedsample.com/a/rep
http://m.operativeunit.com/a/rep
http://m.portsage.com/a/rep
http://m.rotatorbox.com/a/rep
http://m.configprogress.com/a/rep
http://m.elemntstate.com/py/gwill
http://m.flexibleorigin.com/a/rep
http://m.exploreanalog.com/a/rep
http://m.assistiverecord.com/a/rep

http://api.ipify.org/

13 items
13 items
13 items
13 items
12 items
12 items
12 items
12 items

12 items

typecharacter.com

m.validboost.com
m.typecharacter.com
5.courier-push-apple.com.akadns.net
m.originalmodule.com
d3mno0637j48br.cloudfront.net
m.operativemachine.com
skilledobject.com

m.skilledobject.com

12 items

validboost.com

12 items
12 items
12 items
1items
1items
1items
MNitems
1items
1items
1items

1items

d4qgfcokgjy4g2.cloudfront.net
m.extendedsprint.com
icanhazip.com

originalmodule.com
d5x2tcx9f5urn.cloudfront.net
diczzonvlyéiby.cloudfront.net
d3émgntu5jayw3.cloudfront.net
extendedsprint.com
m.typeinitiator.com
api.apple-cloudkit.fe.apple-dns.net

ianadata.vip.icann.org



Relationships

-
1 (D 1security vendor flagged this domain as malicious > Follow Q Search == Similar ~ 2 Grapl
189 / Regi ] 5
) egistrar Creation Date Last Analysis Date
validboost.com
NameCheap, Inc. 2years ago 1month ago

media sharing  top-1M

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Passive DNS Replication (1) ®

Date resolved D i Resolver IP
2021-01-22 0/88 VirusTotal 192.64.119.252

Subdomains (4) ©

web.validboost.com 0/88 65.8.49.70 65.8.49.11 65.8.49.6
www.validboost.com 0/89 198.54.117.216 198.54.117.217 198.54.117.212
static.validboost.com 0/89 99.84.173.35 99.84.173.73 99.84.173.76
m.validboost.com 01/89 18.164.174.108 18.164.174.51 18.164.174.116
URLs (2) ©

Scanned Detections Status URL

2023-08-11 1/90 200 http://validboost.com/
2023-06-15 0/90 - https://validboost.com/

Communicating Files (48) ©

Scanned Detections Type Name

2023-08-13 28 /61 Mach-O ~ILibrary/Application Support/com.cbz0958752xrmfwyhéqtywg2wabbveeo/app_assistant
2022-06-22 28 /57 Mach-O 0958efdcf22999600a00ce2e6af50551231a019a77ac9c599dad40c8fcdb25f5
2023-09-29 30/62 Mach-O 0997ed9e661739f406922cedac0710b8c03a561595b7edal1767fbc256a7554fe

An%s 1A AC 24 129 Mank A 1 imcs A ol




Adload: IDS

E l crowdsourced_ids:adload and (tag:macho or tag:pkg or tag:dmg) = Help O\ ﬁ §§§ |:] @ Karl Hiramoto ‘
Q FILES - 20/ 59
O\ Sortby ~ Filter by ~ Export ~ Tools ~ Help ~
Detections Size First seen Last seen
@ 90D5326345300177A115DCASEA96BD2CEB3DAD458EB5C1590DB5EC38B0188E80 =
B Bk 25 162 2.47 MB 2023-10-03 2023-10-03
A ’ 00:27:22 00:27:22
p‘f macho é4bits checks-hostname self-delete malware
(E} 9F8E4D80BD4683D5690D56C6797514CF2669292485F418C8F7A601E31C00323F
12 /62 2.41MB 2023-10-01 2023-10-01
& ' 15:57:32 15:57:32
macho 64bits checks-hostname self-delete malware
0997EDIE661739F406922CEDACO710B8CA3A561595B7EDAT767FBC256A7554FE
. 30 /62 488.38 KB 2023-09-28 2023-09-28
® 08 : 18:27:53 18:27:53

macho 64bits malware self-delete



Adload: similar-to

simiIar—to:830d006f0dde12b33763Sbed202be0038b46437bd7f9c45e850a01bcbb5044fd|

FILES - 19+

B2F59EFFA6AB34DCAAB2FID6847C684735ADED474AECF51358CDABAECS92D2A3

macho  64bits

1EBBCB42872847C34B8274D3FD68FEBBFAB2EABSB308835007FBAEEEBF3C1628

macho  64bits

184CD4358E4778D26016AB333BE824281D51951B7F7486CDOBBD3684D36DESAB [[) =

macho  64bits

Similarity details

Similarity

97.05%

97.03%

97%

Detections

27 1 61

28 / 61

28 /61

% Help

Size

106.76 KB

106.76 KB

106.76 KB

Q

Filter by ~
First seen

2023-08-27
08:16:02

2023-08-25
02:30:30

2023-08-27
08:08:42

ooo
g2 (]
ooo

Export ~
Last seer

2023-08-2
08:16:02

2023-08-2
02:30:30

2023-08-2
08:08:42



Infrastructure matters

@ 25 security vendors and no sandboxes flagged this file as malicious

2 5 > Follow (™ Reanalyze

N /62

Find relationships

v Download * == Similar + More ~

Size

90d5326345300177a115dcaSea?6bd2ceb3d0d458eb5c1590db5ec38b0188e80

macho  64bits

Community Score

DETECTION DETAILS RELATIONS

Contacted URLs (1) ©

Scanned Detections

2023-10-07 13/90

Contacted Domains (8) ©

Domain Detections
apps.mzstatic.com 01/89
c.apple.news 0/89
cdn.icloud-content.com 01789

d3bsj8vqObfdpj.cloudfront.net O /88

checks-hostname

gateway.fe.apple-dns.net 0/89
m.productiveunit.com 12189
productiveunit.com 1/89
s.mzstatic.com 01/89

BEHAVIOR

Created
2010-07-12
2015-07-06
2014-10-28
2008-04-25
2014-05-28
2020-12-22
2020-12-22
2010-07-12

2.47 MB

self-delete  malware

CONTENT TELEMETRY COMMUNITY

URL

http://m.productiveunit.com/a/rep

Registrar

NOM-IQ Ltd dba Com Laude
NOM-IQ Ltd dba Com Laude
NOM-IQ Ltd dba Com Laude
MarkMonitor Inc.

NOM-IQ Ltd dba Com Laude
NAMECHEAP INC
NAMECHEAP INC

NOM-IQ Ltd dba Com Laude

Last Analysis Date
9 days ago

> ] VirusTotal



Infrastructure matters

Communicating Files (36) ©

Scanned

2023-08-04
2023-09-13

2022-09-09
2023-09-15

2023-02-28
2023-08-06
2023-08-04

2023-10-05

2021-09-18
2023-01-31

Files Referring (9) ©®

Scanned

2023-09-15
2023-09-15

2023-09-13
2023-08-04

Detections
30 /61

29 /61

28 /61
32 /61
30 /60
29 /61
33 /61

34 /62

21/60
28 /62

Detections
31/61

31/61

31/60
31/61

Type
Mach-O

Mach-O

Mach-O
Mach-O
Mach-O
Mach-O
Mach-O

Mach-O

Mach-O
Mach-O

Type
Mach-O

Mach-O

Mach-O
Mach-O

Name
600308845.txt

/Library/Application
Support/384759932502384436/0rg.384759932502384436_.384759932502384436/_9432131669907520018_

1441fcf925fa263cc2ddébd432b2e343e82535e€8219e1c82d9f8063e7bc3c87f
14ebe214e394204216e477083318c000c5e464a48689730e2d0024199b8b3064

/Library/Application Support/com.5428436708794290304._5428436708794290304/_1205552142911415543.
2b1ef933aa02a34ac38e42308c76f259b050d32a2dce43ef54d161ebiddif1le
42d7d8c9b33725€07460f97048241843d41722a5bacd7905ddba296154df568f

/Users/Camila/Library/Application
Support/.15314127506195013446/Services/com.SkilledObject.service/SkilledObject.service

ee6ddd4d434abab88ba8571b511d9d95.virus
/Library/Application Support/com.8400335054633276275._8400335054633276275/_1051750455036116408

Name
6a9c32032d69f507a088af3855852c8546640b016f3ff78e479246bc63c31394

/Library/Application Support/com.13589497382984670067.E9F6A8DC-FOF1-440A-BC1E-
ADBE8DC3C6D3/_7708268185943189550

_473416355257566537
600308849.txt

VirusTotal



Example: Searching for persistence

® behaviour processes:"/Library/Startupltems/" or
behaviour files:"/Library/Startupltems/"

e behaviour:"PlistBuddy"

® behaviour processes:"RunAtLoad"

Z VirusTotal




Adload

behaviour_ processes:"Library/Application Support/"
behaviour_processes:"app_ assistant”

Behaviour files:"pcyx.ver"

crowdsourced_ids:adload and (tag:macho or tag:pkg or tag:dmg)



YARA FOR
HUNTING AND

0 2 MONITORING




Yara in a nutshell

® “Superb version” of grep tool

® Industry standard for sharing

knowledge
) rule ExampleRule
e Main purpose: {
strings:
o Malware detection and $my_text_string = "text here"

classification $my_hex_string = { E2 34 A1 C8 23 FB }
condition:

o Finding suspicious activity R

o Searching for intellectual property

o Forensic analysis
e Lots of useful documentation:

https://yara.readthedocs.io/



Let's check how YARASs look like

W 00 N O U & W N =

N NN NNR B B B B 2 B 2 9 9
B W NP G OOONOOW-HA_:WNR S

rule Macos_Hacktool_JokerSpy_58a6b26d {
meta:

author = "Elastic Security"

id = "58a6b26d-13dd-485a-bac3-77a1053c3a02"

fingerprint = "71423d5c4c917917281b7e0f644142a0570df7a5a7ea568506753cbh6eabeflco"
creation_date = "2023-06-19"

last_modified = "2023-06-19"

threat_name = "Macos.Hacktool.JokerSpy"

reference_sample = "d895075057e491b34b0T8c0392b44e43aded425d19eaaaceabef8c5c9bd3487d8"
severity = 100

arch_context = "x86"

scan_context = "file, memory"

license = "Elastic License v2"

os = "macos"

strings:

$strl = "ScreenRecording: NO" fullword

$str2 = "Accessibility: NO" fullword

$str3 = "Accessibility: YES" fullword

$str4 = "eck1l3XProtectCheck"

$str5 = "Accessibility: NO" fullword

$stré = "kMDItemDisplayName = xTCC.db" fullword

condition:

5 of them

crowdsourced_vyara_rule:Macos_Hacktool_JokerSpy_58a6b26d

VirusTotal


https://www.virustotal.com/gui/search/crowdsourced_yara_rule%253AMacos_Hacktool_JokerSpy_58a6b26d/files

Searching hits on crowdsourced yara

crowdsourced_yara_ruIe:Macos_HacktooI_JokerSpyi

FILES-8/8
Detections
D895075057E491B34BOF8C0392B44E43ADE425DT19EAAACEAGEFBCECIBD3487D8 [y =
® JokerSpy1(D) 37 160

macho 64bits checks-hostname multi-arch arm

951839BF66CDF436C240EF286EF7356B1F6C8FFFC6CBES5286EC2792BF7FET6C
) JokerSpy2 37162
macho  64bits

6D3EFF4EA29DBID7BBDCB76CFEDSE2315FD54CB1FFIC6533954569F9E2397D4C
) JokerSpy3 3617161

macho é4bits arm

8306E7CBCBFD2F1B6837AB15F72BABC7B5240297952F529782CD66CBFASFFE21
) 612551109. txt 33/59
macho 64bits cve-2019-12259 cve-2019-12265 exploit

% Help

Sortby ~

Size

197.66 KB

85.86 KB

85.66 KB

85.86 KB

Q

Filter by ~

First seen

2023-06-01
09:53:41

2023-06-06
17:35:39

2023-06-01
09:53:59

2023-06-01
09:53:59

2]

VirusTotal



Yara VT Module: import “vt”

rule mac_base64d

{
meta:
sigma_source = "https://github.com/SigmaHQ/sigma/blob/master/rules/macos/process_creat
examplel = "f3e5c20b34731d6611el1ad49def1c89d5c180db9bb465f8471ba84clad16b90e5"
example2 = "ea502018cb3eeb56a930df29c¢7447857c6cca®5d3431d2f575d2c62753bb81f1"
strings:
$koly = "koly"
condition:
( $koly at (filesize-512) or
vt.metadata.file_type == vt.FileType.PKG or
vt.metadata.file_type == vt.FileType.MACH_O)
and
for any cmd in vt.behaviour.command_executions : (
cmd icontains "base64 " and cmd icontains " -d“
)
}

behaviour_processes:base64 and (type:macho or type:pkg or type:dmg)



https://www.virustotal.com/gui/search/behaviour_processes%253Abase64%2520and%2520(type%253Amacho%2520or%2520type%253Apkg%2520or%2520type%253Admg)/files

VTI query equivalent

behaviour_processes:baseé4 and (type:macho or type:pkg or type:dmg) % Help Q 4% EEE D @ Karl Hiramoto ‘

FILES-20/17K

Sortby ~ Filter by ~ Export ~ Tools ~ Help ~

Detections Size First seen Last seen

747E39678A16AF76DCDD75C28B5621F82D58E8CABCA46280A237287F2C861CD2

2023-06-22 2023-10-09
&) com.defaced.hypnotists 23 /60 1.39 MB

17:04:58 23:19:58
dmg bundlore checks-hostname malware signed
4449A13344D8F112DB576E5E52D7064EC44DC1DDD35ED874AE6E34AA476819F7
637535eu.d 01759 23.55 MB RLrEe 07l
©:Q specnbsniteling ' 18:05:40 09:52:34
dmg cve-2004-0120 exploit
7BAFF2B35E1CD47B9A3DS6E76F3F212D3F832C5D4F43CFDDEABS82F8E89943A5
MacK 5.8.pk: 2760 128.29 KB 2021-12-15 2023-09-25
@ © MacKeeper.5.8.pkg ’ 17:16:29 03:00:57
pkg signed
28A3E7E8BBI7A751324769142A73E59E54034E8316392931F4D64E7466C37C48 2023-09-18 2023-09-19
@? © MacKeeper.6.4.11.pkg 2/52 124.77 KB
11:58:33 09:35:28
pkg signed checks-hostname sudo
06EA86790812897886C2CEBE3DT99EF37BC6FIB330520D4C805CE793C272750B 2023-09-15 2023-09-15
@ ' com.zfq6i0bJ723b 18 /58 1.25 MB
01:06:20 01:06:20

dmg bundlore signed checks-hostname


https://www.virustotal.com/gui/search/behaviour_processes%253Abase64%2520and%2520(type%253Amacho%2520or%2520type%253Apkg%2520or%2520type%253Admg)/files

Yara with VT module

rule osascript
{

meta:
sigma_source = "https://github.com/SigmaHQ/sigma/blob/master/rules/macos/process_creation/p

sha256 = "e69d82edc7e7b89d088db01ed62bb2896c@ch49abbfc0c61471c106090041458"
condition:
for any cmd in vt.behaviour.command_executions : (
cmd icontains "osascript" .
and cmd icontains " -e "

behaviour processes:"osascript -e "



https://www.virustotal.com/gui/search/behaviour_processes%253A%2522osascript%2520-e%2520%2522/files

e

CcC 0O @ virustotal.com/gui/diffs/create

Create new VTDiff session

T anh% @00 ¥ OoEOF1@O&®E»9 O

VTDIFF helps threat analysts in creating YARA rules by automating the identification optimal patterns to detect groups of files (malware families, threat campaigns, threat actor toolset).
These patterns can be used in Livehunt YARA rules, Retrohunt jobs and VT GREP content searches. Run through a quick VTDIFF tutorial here . In order to get best results when creating a new

diff session, check the following guidelines:

¢ Write / paste file hashes for including.

¢ Work best when using 2 to 5 files.

* Avoid mixing different filetypes if possible (eg: 2 exe and 1doc).
¢ Avoid mixing packed and unpacked files.

addload

Match

Exclude

075cc08d19a93ea7dcéc9daeb73fcf695cece9184f5447039d5a6dbad201919e
95befc341cf163311 2536f7454b053768292db6c8cb7e94108dd9809401033c6|
4cac93fe7748dfacc454d986b9769a90da49f5e812a33d1cb28161111f2fe9d8
915a2c85f4e244c9e05deOb46a94d28352eb41a19343a3fcf3abd94cccde701b
30e58260df259e477c9294675abd9005e850b52b516cfd40004636674cfa71d3

d1af8d88e10b45e7e3c80a4f0611c5e8f80fba70620663fff26d1589599f34ec
5e6598f993dcbe86d5f7b9feeb66d35acal1690a5641d95879850a8cb13baf88b
4ab90662385798df4c39de96d58df1915429e9db8a5714d95dbfef2bb6b5f263
97e72ebadbéc5c0f65a6¢c5e47¢99f59827afa7f0253¢3238e94€99104060acbaf
0322e140335431b1d49b3dc41ea97110534c6cf8eeal3da218d6845885fff2ccd

The first text area allows you to specify the hashes whose common and optimal detection patterns should be identified. The second text area allows you to provide an exclusion list of hashes,
no subportions of those files will ever be identified as detection patterns. The exclusion list allows you to optimize the patterns identified, to prevent false positives and to repeatedly iterate
over the matches for a given session in order to improve the VTDIFF output. For certain less common file types the exclusion list is mandatory.




Diff result

12237663632 - DIFF PATTERNS 281

0B 98 83 03 03
82 03 03 DA 1E
03 E2 20 OB 8D
21 0B CF 82 03
BF 82 03 03 AA
03 03 BB 25 O0C
F4 26 16 99 82
05 B1 8C 03 03
8C 03 03 9F 2A
03 B8 2C 08 DD
2E 0C D8 81 03
AE 81 03 03 E9
03 03 BC 30 08
88 32 0C 85 81

B6
18
Al
03
24
AF
03
9A
09
81
03
2E
8A
03

1D
E4
03
A2
0B
82
03
28
ED
03
Cc7
24
81
03

OF
82
03
22
D9
03
Cc2
4F
81
03
2E
91
03
Cc4

81
03
96
18
A0
03
27
A9
03
CA
13
81
03

83
03
21
Cc4
03
BF
08
A2
03
2D
CD
03
CE

03
D9
09
82
03
26
8E
03
B3
0B
81
03
31

03
1F
DA
03
DE
05
82
03
2B
9F
03
B7
0B

8D
08
82
03
24
A4
03
FO
18
A0
03
2F
E5

1E
DF
03
Al
0c
82
03
28
E2
03
DA
18
9F

1A
82
03
23
BA
03
FB
13
81
03
2E
8F
03

03
FO
08
82
03
27
Bl
03
84

81
03

View ~

Matched bytes

216

Filter by ~ Tools ~

Matches Tags

Help ~

13/20 Search for pattern in VT



https://www.virustotal.com/gui/search/behaviour_processes%253A%2522osascript%2520-e%2520%2522/files

Diff to content search

C {) & virustotal.com

E l content:{0B98830303B461DOF818303038D1E1AEF820303DAIE18E4820303D91FO8DF820303E2200B8DA10303962109DA820303F0210BCF820303 | =  Help Q ﬁ
a FILES - 65
Q Sortby ~ Filter by ~
Detections Size First seen
@ 95EC9EA31D2E7BIFB73DEEFB26C2C36D46106A9F9B3FASESEFBCCCAI7DF4B77
5ECYEA3 3 C2C3 3 SEFBCCCA9 8 e ro124 K8 2023-08-24
A4S ’ 03:14:34
pj macho 64bits checks-hostname malware
@ 13AC7F7AB4963A17CECE7B67085CFAET2CEF2ECIBCC373DFEC6743B2C5DB52B0
28/60  20124KB 2020082
@ ' 00:15:32
macho  64bits
30E5826@DF259E477C9294675ABDIBB5E850B52B516CFD40084636674CFA71D3 2023-08-26
@ o) ~[Library/Application Support/com.buj9kav3nfuShn6qibb2kglp461/app_assistant 29 /61 201.24 KB 00:34:40
macho  64bits .
®
8D85D8F854DA6GECE234227210AF 3D8DES430738CBA42CCC8397BI04EAIDB1D40 2023-08-26
X&) 28 / 61 201.24 KB
-0 00:34:39
2.1 macho 64bits checks-hostname malware




Wrapping up

while (1):
Get context for a set of I0Cs
dentify the “interesting” ones
Find anomalies and/or commonalities
Pivot
Update your set of I0Cs

Z VirusTotal




Community

1. Submit new files
2. Comment on files

3. conact@yvirutotal.com to contribute crowdsourced:
a. Add yara rule repositories
b. Snort or Suricata Rules
c. Sigma rules

d. Any feedback, feature requests or bug reports.
4. https://lwww.virustotal.com/wargame/

z VirusTotal


mailto:Conact@virutotal.com

Happy Hunting

Karl Hiramoto

@karlhiramoto
karl.hiramoto@virustotal.com
October 2023




