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Let’s get to know each other!

● Do you do threat hunting on a regular 
basis?

● Are you familiar with Yara?
● Are you familiar with VTI? 



VirusTotal 
Introduction00



World-largest threat 
observatory

• Massive amounts of data, instantaneous searching

• Any kind of threat observable (files, URLs, domains, IPs)

• Multi-angular detection (AVs, whitelists, sandboxes, etc.)

• Unparalleled history, going back to 2004

• Diverse, global, crowdsourced, real-time, actionable

19
YEARS

Observations going 
back to 2004

3M+
MONTHLY USERS 
sourcing data

45/71

70+ Antivirus
90+ URL blocklists

20+ Sandboxes
30+ Crowdsourced 

YARA, SIGMA, IDS repos
~ 100K Crowdsourced rules

6B+ URLs
6M+ URL analyses 

per day

5B+
Domains

170B+
pDNS

Resolutions

232
COUNTRIES 

submitting files

50B+ files
Any file type: peexe, php, apk, 
powershell, ios, mac, lnk, etc.  

2M
Analyses
per day

1.5B+
Sandbox
reports



Let’s start hunting 

with VirusTotal 

Intelligence!01



How we actually start? - a suggested approach

while (1):
Get context for a set of IOCs
Identify the “interesting” ones
Find anomalies and/or commonalities
Pivot
Update your set of IOCs 



Tips

https://support.virustotal.com/

● Supports logical “AND” “OR” “NOT”
● Respects order of operations: ()
● Ranges can be denoted with + or -

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence


Example 1

Find MacOS Executables that communicate over HTTP

Key Search Terms:
type behavior



Example 1

Find MacOS Executables that communicate over HTTP

Key Search Terms:
type behavior

(type:macho OR type:dmg OR type:pkg) behavior_network:http



Example 2

Find Executables that use “my-ip.php” in their URI

type:macho and  behaviour_network:my-ip.php



Example 3: 

Files named “invoice” from the US with macros and 
greater than 5 detections

      

name:"invoice" tag:macros p:5+ submitter:US



Popular modifiers

1. p:3+ and type:macho and tag:arm 

2. content:osacompile

3. (type:macho or type:pkg or type:dmg or tag:mac-app) and p:2+ and 

submitter:UA

4. submitter:UA type:email p:1+ fs:2023-05-01+

5. tag:arm tag:multi-arch and fs:2023-10-01+

6. tag:cve-2023* and tag:macho

7. tag:attachment tag:cve-2017-0199 tag:docx tag:exploit

8. filename:"nl txt" AND tag:text AND ls:"2023-01-01T00:00:00+" AND 

ls:"2023-01-31T23:59:00-"



Example: File magic 

● magic:"Mach-O 64-bit arm64 executable"
● magic:"Mach-O 64-bit x86_64 executable"
● magic:"Mach-O universal binary"



Example: Mac systems turned into proxy exit nodes 
by AdLoad

https://cybersecurity.att.com/blogs/labs-research/mac-sy
stems-turned-into-proxy-exit-nodes-by-adload

Mac systems turned into proxy exit nodes by 
AdLoad
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● behaviour_network:"/a/rep" or behaviour_network:"app_assistant"

Example:   AdLoad HTTP Request

https://www.virustotal.com/gui/search/behaviour_network%253A%2522%252Fa%252Frep%2522/files


Example:   AdLoad Comoonalities



Example:   Comoonalities  URLS and Domains



Relationships



Adload:  IDS



Adload:  similar-to 



Infrastructure matters

Find relationships



Infrastructure matters



Example: Searching for persistence  

● behaviour_processes:"/Library/StartupItems/" or 
behaviour_files:"/Library/StartupItems/"

● behaviour:"PlistBuddy"
● behaviour_processes:"RunAtLoad"



Adload 

behaviour_processes:"Library/Application Support/" 
behaviour_processes:"app_assistant"

Behaviour_files:"pcyx.ver"

crowdsourced_ids:adload and (tag:macho or tag:pkg or tag:dmg)



YARA FOR 

HUNTING AND 

MONITORING02



Yara in a nutshell

● “Superb version” of grep tool

● Industry standard for sharing 
knowledge

● Main purpose:

○ Malware detection and 
classification

○ Finding suspicious activity

○ Searching for intellectual property

○ Forensic analysis

● Lots of useful documentation:

https://yara.readthedocs.io/



Let’s check how YARAs look like 

crowdsourced_yara_rule:Macos_Hacktool_JokerSpy_58a6b26d

https://www.virustotal.com/gui/search/crowdsourced_yara_rule%253AMacos_Hacktool_JokerSpy_58a6b26d/files


Searching hits on crowdsourced yara



Yara VT Module: import “vt”

behaviour_processes:base64 and (type:macho or type:pkg or type:dmg)

https://www.virustotal.com/gui/search/behaviour_processes%253Abase64%2520and%2520(type%253Amacho%2520or%2520type%253Apkg%2520or%2520type%253Admg)/files


VTI query equivalent

behaviour_processes:base64 and (type:macho or type:pkg or type:dmg)

https://www.virustotal.com/gui/search/behaviour_processes%253Abase64%2520and%2520(type%253Amacho%2520or%2520type%253Apkg%2520or%2520type%253Admg)/files


Yara with VT module

behaviour_processes:"osascript -e "

https://www.virustotal.com/gui/search/behaviour_processes%253A%2522osascript%2520-e%2520%2522/files


VT Diff



Diff result

behaviour_processes:"osascript -e "

https://www.virustotal.com/gui/search/behaviour_processes%253A%2522osascript%2520-e%2520%2522/files


Diff result
Diff to content search



Wrapping up

while (1):
Get context for a set of IOCs
Identify the “interesting” ones
Find anomalies and/or commonalities
Pivot
Update your set of IOCs 



Community

1. Submit new files
2. Comment on files
3. conact@virutotal.com to contribute crowdsourced: 

a. Add yara rule repositories
b. Snort or Suricata Rules
c. Sigma rules
d. Any feedback, feature requests or bug reports. 

4. https://www.virustotal.com/wargame/

mailto:Conact@virutotal.com
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