R CCINg

CALUM LUKE
I ROBERTS




> wWhoaml

| uke Roberts Calum Hall
Phorion Phorion

@ rookuu_ @ _calumhall



Today's
Agenda

<&
Gaining visibility
®
@ © ®
TCC speedrun An attackers view Tool
on TCC drop
T O N
1 i y



What is TCC?



ransparency, Consent and
Control?

An Apple privacy feature that prompts
Users to permit applications access to
various system resources.

« Camera/Microphone
« Various User Folders
« Downloads
« Documents

« System Folders

« Other App Bundles (new)
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“Terminal” would like to access
the microphone.
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Terminal attempts App Entitlements
to access the Microphone Apple only? com.apple.private.tcc.*



An attacker's perspective

]

FULL DISK
ACCESS

Ability to edit user's TCC.db

No user interaction required

System TCC.db is SIP protected

EXPLOITATION

We find a TCC bug

A few in this room have experience 33

We piggyback a legitimate app

Inherit TCC permissions
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ANNOYING
APPROACH

Let’s just ask... repeatedly!

MacOS is a world of unexpected
prompts

TCC prompts aren't verbose, it's not
overly suspicious to prompt the user
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= Digging deeper

Take a look at the prompt on the left. What does this actually tell you?

“Terminal” would like to access
the microphone.

Don’t Allow




Last login: Fri Oct 6 11:36:50 on ttys@es Last login: Fri Oct 6 11:36:50 on ttys@eé
[ ~ perpendiculars Netrw Directory Listing (netrw v172) ~ ruby
CLI based macOS virtualisation client. (@rookuu) /Users/rookuu/Library/com.apple.WatchListKit ACruby: Interrupt
usage: perpendiculars <command> <arguments> Sorted by name
Sort sequence: [\/1$,\<core\%(\.\d\+\)\=\>,\.h$,\.c$,\.cpp$, \~\=\*$,*,\.08,\ ~
run <name> [--recovery] starts a virtual machine. Quick Help: <F1>:help -:go up dir D:delete R:rename s:sort-by x:special ~ ]
list lists installed virtual machines.
install <name> creates a new virtual machine. [./
info <name> displays information about a virtual machine. . K ) A
edit <name> <config> <value> edits the configuration of a virtual machine. serverConfiguration.plist
delete <name> permanently deletes a virtual machine.

'perpendiculars help <command>' for extended information about a subcommand.
~ perpendiculars list
Installed virtual machines:
infravm [9 cpu, 4294967296 memory, networked = Yes]
dev [9 cpu, 4294967296 memory, networked = Yes]
live_malware_vm_careful [9 cpu, 4294967296 memory, networked = Yes]
malvm [9 cpu, 4294967296 memory, networked = Yes]
test [9 cpu, 4294967296 memory, networked = Yes]

"~/Library/com.apple.WatchListKit/" is a directory

[ ] M tmp — rookuu@Lukes-MacBook-Pro-2 — [tmp — -zsh — 80x24

/tmp I : brew create URL [--no-fetch] : e —— [-F | -f]
P e -
brew edit [FORMULA|CASK...] — E E-b]_ "
-i interva

Further help: = [-1 samples]

brew commands = = [-ncols columns]

brew help [COMMAND] — E-o %gx g -0 skeyl

man brew -R | -r

https://docs.brew.sh [-s]

~ brew list ] [-s delay-secs]
Formulae 2 = [-n nprocs]

age libcbor openldap -~ - A [-s?ats kexs].
ansible libevent openssl@1l.1 [-pid processid]
asciidoctor libfido2 openssl@E3 \ [-user username]
autoconf libgcrypt pll-kit [-U username]
automake libgpg-error pandoc - [-u]
azure-cli libidn2 pcre —
bdw-gc libksba pinentry g ks DESCRIPTION
brotli liblinear pkg-config The top program periodically displays a sorted list of system processes.
c-ares libmpc proxychains-ng ¢ The.default sorting key is pidt but other keys can be used instead.
ca-certificates libnghttp2 pycparser - Various output options are available.
cffi libpcap python-certifi . =
cloc libssh2 python-cryptography . s T > > B OPTIONS X - . . .
coreutils libtasnl python-1xml IRy, 4 RN N Command line option specifications are processed from left to right.
croc libtool python-markupsafe 4 - : :

Last login: Fri Oct 6 11:36:43 on ttysee2 : Last login: Sun Oct 8 10:29:03 on ttys@12 Last login: Sun Oct 8 10:29:01 on ttysell /System/Library/

v~ [ ~ ] ~ ] rookuu ; .0 408284448 16528
/System/Library/
rookuu . .0 408277792 16336
/System/Library/
rookuu . .0 408254912 28240
/System/Library/
root . .0 409783584 14432
/Library/Privile
_spotlight . .0 408265072 20352
/System/Library/
rookuu . .0 408272720 16512
/System/Library/
rookuu . .0 408711984 8688
-zsh
root . .0 408683408 10336
login -pfl rooku
rookuu . .0 408358848 28576
/System/Library/
rookuu . .2 409110640 130960
/System/Library/
rookuu . .1 408320608 40896
/usr/libexec/rem

sif Step through the current block, stopping if you step directly B Last login: Fri Oct 6 11:36:50 on ttys@es Last login: Fri Oct 6 11:36:50 on ttysee9 sqlite> 1[]
into a function whose name matches the TargetFunctionName. ~ python3 ] PR D
step Source level single step, stepping into calls. Defaults to Python 3.11.5 (main, Aug 24 2023, 12:23:19) [Clang 15.0.8 (clang-1500.0.40.1)] o
current thread unless specified. n darwin
stepi Instruction level single step, stepping into calls. Defaults to Type "help", "copyright", "credits" or "license" for more information.
current thread unless specified. >>>
t Change the currently selected thread. [>>>
tbreak Set a one-shot breakpoint using one of several shorthand formats. [>>>
undisplay Stop displaying expression at every stop (specified by stop-hook >>> []
index.)
up Select an older stack frame. Defaults to moving one frame, a
numeric argument can specify an arbitrary number.
v Show variables for the current stack frame. Defaults to all
arguments and local variables in scope. Names of argument,
local, file static and file global variables can be specified.
Show variables for the current stack frame. Defaults to all
arguments and local variables in scope. Names of argument,
local, file static and file global variables can be specified.
Show variables for the current stack frame. Defaults to all
arguments and local variables in scope. Names of argument,
local, file static and file global variables can be specified.
X —— Read from the memory of the current target process.
For more information on any command, type 'help <command-name>'.

This happened to me

Terminal is requesting access to the Microphone... oh no.










TCC is gated by Bundle ID, not version

- Do you remember why you granted an app access back in 20797

- Vulnerabilities introduced

- Change of application ownership

>

- Nightowl a macOS dark mode app
- Purchased in 2022

- Turned into adware

= tom’s guide BE v subscribe v Q

This popular Mac utility is now
effectively malware — delete
it right now

By Anthony Spadafora last updated August 10, 2023

Another case of a legitimate app
becoming malicious overnight

00000060

®® Comments (0)

(Image credit: Tom's Guide)

In the past Macs had a reputation for being
safer than their Windows counterparts when it
came to malware, but that's no longer the case.

@& tomsguide.com






Lack of TCC usage information
- No visibility into resource usage
- Unable to monitor for unexpected resource access
- Not able to monitor applications for failed access attempts

- Difficult to determine if an application actually needs resource
Dermissions




Gaining Visibility



Console Q 5 ® ¢ i) Q. ANY v 380.1721286

K ‘ d |
6 messages
O W e r ] All Messages Errors and Faults
Luke's MacBo...

Pause Now Activities Clear Reload Info Share

Time Process Message
11:48:35.720180+0100 tccd REQUEST: tccd_uid=@, sender_pid=380, sender_uid=0, sender_auid=-1, function=TCCAc
Crash Reports 11:48:35.720448+0100 tccd AUTHREQ_CTX: msgID=380.1721286, function=TCCAccessRequest, service=kTCCServiceSys
Helpfully TCCd |OgS falrly useful Messages 1o Spin Reports 11:48:35.720472+0100 tced AUTHREQ_ATTRIBUTION: msgID=380.1721286, attribution={accessing={TCCDProcess: iden

the System Unlﬂed |Og |ncluded |n here We Log Reports 11:48:35.721612+0100 tccd AUTHREQ_SUBJECT: msgID=380.1721286, subject=com.carbonblack.CbOsxSensorService,

) : 11:48:35.729432+0100 tccd AUTHREQ_RESULT: msgID=380.1721286, authValue=2, authReason=0, authVersion=1l, erro
h ave: Diagnostic Re...
! 11:48:35.729573+0100 tcced REPLY: (@) function=TCCAccessRequest, msgID=380.1721286

Mac Analytics Data

- What the app was requesting access for? system.log

tced
Subsystem: com.apple.TCC Category: access 2023-10-06 11:48:35.729573+0100

- The responsible process, and accessing

pI’OCGSS REPLY: (@) function=TCCAccessRequest, msgID=380.1721286

- The result, whether it was denied or
approved and why:.




| 0og diving

// AUTHREQ_ATTRIBUTION:
msglD=150.34,
attribution={
responsible=
{<TCCDProcess:
identifier=com.apple.Terminal,
NnNi1A—A2A
// AUTHREQ_PROMPTING:
msgID=150.34,
service=kTCCServiceSystemPolicyDownloadsFolder,

subject=Sub:{com.apple.Terminal}
Pocn ST NPrnracce -

// AUTHREQ_RESULT :
msglD=150.34,
authValue=0,
authReason=3,
authVersion=1,
error=(null),

binary_path=/System/Applications/Utilities/
Terminal.app/Contents/Mac0S/Terminal

b

requesting={<TCCDProcess:
identifier=com.apple.sandboxd,
pid=150,
auid=0,
euid=0,
binary_path=/usr/libexec/sandboxd

18



ac0S 11 Balancing on a
accessing={identifier=com.apple.ls, pid=4581, auid=501, knlfe edge

euid=501, binary_path=/bin/1ls},

Interfacing with TCC to augment an existing security system
has not been easy. The OS does not want to help us.

macOS 12
accessing={<TCCDProcess: identifier=com.apple.ls, pid=458T1, We're using debug log messages from a private Apple service.
au1d=561, euld=561, binary_path=/bin/ls>} These might change format (sad regex), introduce new or
remove information or even just remove them entirely.
macOS 13 - Lets provid.e provide.ourselves with some as.suranc.eS.We've
written a GitHub Actions workflow that matrices Cl jobs
accessing={TCCDProcess: identifier=com.apple.ls, pid=4581, across macOs versions.

auid=501, euid=501, binary_path=/bin/ls}, ,
/=P } - These Actions check that each log message we rely on

exists, and is of the format we expect.



Introducing Kronos



(_; Kronos

Designed to enhance the capabilities
of TCC

- Improve the verbosity of TCC prompts

- Encourage the principle of least privilege with
application access

- Provide historical logging for resource access

- And it's open source! €)

>

Grants

Permissions

Settings

Application

Do Not Disturb

@ WhatsApp

Safari

Discord

Permission

kTCCServiceCamera

kTCCServiceMicrophone

kTCCServiceScreenCapture

kTCCServiceMicrophone

Revoke condition

time

Condition value

2023-10-12 10:30:09

2023-12-29 23:00:09

2024-10-12 10:00:09

2023-10-13 09:15:09




lransparency

Permissions

TTC auth values & auth reasons. i.e. user
permitted, system set

Permission last modified

Signing information

Usage

What does my app do with it's permissions?
Historical resource access data
Responsible and accessing process/path

Resource access result, i.e. allowed/denied

Grants

Permissions

Settings

Timestamp

2023-10-1114:47:30
2023-10-1114:47:31

2023-10-1115:24:29
2023-10-1115:24:30
2023-10-1115:33:20
2023-10-1115:33:20
2023-10-11 20:55:05
2023-10-11 20:55:05
2023-10-11 21:26:11

2023-10-11 21:26:12
2023-10-11 22:06:50
2023-10-11 22:06:50

v a com.apple.Maps

Permission

kKTCCServiceliverpool

Permission
kKTCCServiceUbiquity

v T Keynote

Permission

kTCCServiceUbiquity

Permission

KTCCServicelLiverpool

Permission

kTCCServiceAddressBook

> . com.apple.screensharing.agent

TCC Permission

kTCCServicelListenEvent
kTCCServiceListenEvent
kTCCServicelListenEvent
kTCCServicelListenEvent
kTCCServiceListenEvent
kTCCServiceListenEvent
kTCCServicelListenEvent
kTCCServiceListenEvent
kTCCServiceListenEvent
kTCCServiceListenEvent
kTCCServiceListenEvent
kTCCServicelListenEvent

Kronos

Auth value Auth reason Last modified

2 4

2022-05-3118:34:01

Auth value Auth reason Last modified

2 4

2022-05-3118:34:02

Auth value Auth reason Last modified

2 4

2023-10-08 08:16:44

Auth value Auth reason Last modified

2 4

2023-10-08 08:16:49

Auth value Auth reason Last modified

2 2

Chrome

Accessing Identifier

com.google.Chrome.helper.plugin

com.google.Chrome.helper.plugin

com.google.Chrome.helper.plugin

com.google.Chrome.helper.plugin

com.google.Chrome.helper.plugin

com.google.Chrome.helper.plugin

2023-10-08 08:17:15

Accessing Path

[Applications/Google Chrom...

[Applications/Google Chrom...

[Applications/Google Chrom...

[Applications/Google Chrom...

[Applications/Google Chrom...

[Applications/Google Chrom...

Access Result

e . N - TN L Y. W, WS W T )




Revoking
DErmMISSIoNS

Avoid indefinite permissions

- JIT access for TCC permissions
- Short term permissions for rare actions

- Long term permission grants to allow for
periodic decisions as to the requirement for
app access

Chrome

Revoke this permission:

At the following time:

kTCCServiceMicrophone

10/10/2023, 08:26

Confirm




Protecting the
users TCC.db

Endpoint Security Framework

- Monitor for direct file writes to the TCC.db >
O User TCC.db tampering detected
- Notity the user on potentially malicious 74 The following PID was responsible: 12011
tampering

- TCC.db integrity for personal use




Next Steps

0, O, ®

Bug fixes Application closing Open source driven
revocation features

(7 5 o
® ®

Application version Filtering and searching
change revocation iImprovements

Ng Q
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