
Cisco Confidential

Triangulating 
TrueType Fonts On 
macOS

Aleksandar Nikolić,  
Vulnerability Research

 Reconstructing CVE-2023-41990 



Cisco Confidential

Operation 
Triangulation

- Kaspersky targeted persistently 
- Attackers “unknown” 
- iPhones exploited for surveillance 
- A plethora of 0day exploits
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Operation Triangulation

Kaspersky Researchers Suspicious egress connections, 
multiple reinfections, step by 

step forensics

CVE-2023-32434, 
CVE-2023-32435, 
CVE-2023-38606, 
CVE-2023-41990…

The DiscoveryThe Target The Bugs
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A complex beast

”Operation Triangulation: What You Get When Attack iPhones of Researchers” 
https://www.youtube.com/watch?v=1f6YyH62jFE
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Zooming in - Kaspersky targeted persistently 
- Attackers “unknown” 
- iPhones exploited for surveillance 
- A plethora of 0day exploits
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Talos Vulnerability Discovery and Research

3rd Party Vulnerability Research

Focus on widely deployed software, 
embedded devices, IOT, ICS 

Public vulnerability reports https://
www.talosintelligence.com/
vulnerability_reports 

Who We Are

https://www.talosintelligence.com/vulnerability_reports
https://www.talosintelligence.com/vulnerability_reports
https://www.talosintelligence.com/vulnerability_reports
https://www.talosintelligence.com/vulnerability_reports
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<code example>
    <div>
         <important snippet highlight 
example>
         <keep code white, highlight 
important text in orange or yellow>
    </div>

</code example>
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Why do we care?
Spelunking through ancient code in search of vulnerabilities
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Similar vulnerabilities

Complex weird machine built 
around JBIG2 vulnerability 

CVE-2021-30860

An intricate heap overflow 
vulnerability in WebP  
CVE-2023-4863 

Ian Beer’s last year presentation, 
ridiculous NSExpression based 

exploitation framework 
CVE-2023-32409

BLASTPASSFORCEDENTRY Unnamed SBX 
Escape
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Detection / 
Scanning

- Matt Suiche’s ELEGANT BOUNCER 

- https://github.com/msuiche/elegant-bouncer 

- Too simplistic / false positives

https://github.com/msuiche/elegant-bouncer
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Important attack surface

Variant analysis

Catching samples 

Understanding exploitation 

High impact 
vulnerabilities
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What we know?
Nobody would share an actual sample for some reason
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Malicious TrueType Font

Delivered inside a PDF

Undocumented instruction

Vulnerability in bytecode interpreter

CVE-2023-41990

1

2

3

4
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Bytecode interpreter?
A bit of history first
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Origins of 
modern fonts

• Bitmap fonts 
• Not scalable 

• PostScript Fonts 
• Adobe in 1980s 
• Outline fonts, verbose, multiple files 

• TrueType Fonts 
• Apple in early 1990s 
• Outline fonts, hinted 

• OpenType / CFF 
• Adobe & Microsoft in 1997 
• Outline fonts, binary, compact
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A history of 
vulnerabilities

• Complex, but performance crucial 
• Windows used to do it in the 

kernel! 
• Charstrings/bytecode beautiful 

for exploitation 
• Reachable from everywhere
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Font File Format 
Families
• TrueTypeFonts 

• OpenTypeFonts 

• Ancient bitmap fonts 

• WOFF/WOFF2 

• It’s all SFNT format – different 
rendering
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Fuzzing SFNT

• A table for everything  
• Cross references with indices and 

file offsets 

• Single offset change makes 
whole file unusable 

• Dumb fuzzing extremely 
ineffective

Sidenote
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What was that about an interpreter?
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Hinted Fonts / 
Font Instructing
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TrueTypeFont 
Interpreter

• A simple stack machine 
• Push a few bytes 
• Call function that consumes 

them 
• Dozens of instructions  
• Manipulates glyph data, points, 

curves, lines  
• Manipulates pointers, indices and 

arrays
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Apple Developed
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Microsoft 
borrowed
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Nintendo 
borrowed
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Back to the vulnerability
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Rare mention online, from FreeType-Dev mailing list

An undocumented instruction
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Not really hidden

From FreeType archives
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Looks complex 
Mind the loops
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Patch diffing

• N-day root cause analysis 

• No such luck this time 

• Functionality removed entirely

Sidenote
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• An actual font that uses this 
instruction? 

• Gather ALL the fonts 
• Disassembly via Python FontTools 
• Unknown instructions decoded 

as INST<OpCode> 
• No suitable sample :/ 

Finding a 
testcase

Starting point
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Manual reconstruction

Add ADJUST instructions  
Set breakpoints

Reach the interpreterStarting with a basic 
font

DEBUGGER
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Manual reconstruction

Add ADJUST instructions  
Set breakpoints

Reach the interpreterStarting with a basic 
font

DEBUGGER

(lldb) target create "./pdfbarf.exe"
Current executable set to './pdfbarf.exe' (x86_64).
(lldb) settings set -- target.run-args  "-f" "testing.ttf..pdf"
(lldb) breakpoint set -n fnt_Execute
Breakpoint 1: where = libFontParser.dylib`fnt_Execute, address = 0x00007ff808f8a7a7
(lldb) r
Process 26941 launched: './pdfbarf.exe' (x86_64)
Process 26941 exited with status = 0 (0x00000000)
(lldb)
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Manual reconstruction

Add ADJUST instructions  
Set breakpoints

Reach the interpreterStarting with a basic 
font

DEBUGGER
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AutoHinting

• LowDPI screens no more 

• Retina very much HighDPI 
• MS ClearType 

• Avoid interpreter completely 

• Online sources: “macOS ignores 
hinting”

Sidenote
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Not entirely 
ignored
Reverse engineering required
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Special requirements

High Units Per Em  (>1024)

High Lowest Recommended 
Pixels Per Em (>19)

1” 
orange 

icon
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And we are good to go
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• PDFKit  & CoreText  
don’t really care! 

• Font renderer decides 

• Supports extra: 
- .dfont (Macintosh) 
- WOFF/WOFF2 
- Bitmap fonts

PDFs & Fonts
PDF standard supports limited font types (PS, TTF, OTF)
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• System won’t 
preview them 
or load them 

• Get rendered 
in PDFs 

An interesting discovery
.dfonts & others
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Back to the vulnerability



Cisco Confidential

We can reach the vulnerable Instruction

* thread #1, queue = 'com.apple.main-thread', stop reason = breakpoint 1.1
  * frame #0: 0x00007ff823787186 libFontParser.dylib`fnt_ADJUST(fnt_LocalGraphicStateType*)
    frame #1: 0x00007ff82379a651 libFontParser.dylib`fnt_InnerExecute
    frame #2: 0x00007ff82379a97f libFontParser.dylib`fnt_Execute
    frame #3: 0x00007ff8237bbe37 libFontParser.dylib`RunGlyphProgram
    frame #4: 0x00007ff82376019f libFontParser.dylib`StretchGlyph
    frame #5: 0x00007ff823761799 libFontParser.dylib`CreateGlyphOutline
    frame #6: 0x00007ff823768856 libFontParser.dylib`CreateScalerGlyphBlock
    frame #7: 0x00007ff8237663e9 libFontParser.dylib`AssureGlyphBlock
    frame #8: 0x00007ff82375d34e libFontParser.dylib`TTRenderGlyphs
    frame #9: 0x00007ff823758df2 libFontParser.dylib`TConcreteFontScaler::CopyGlyphPath
    frame #10: 0x00007ff8237acbf4 libFontParser.dylib`TFPFont::CopyGlyphPath
    frame #11: 0x00007ff81fee8a39 CoreGraphics`CGFontCreateGlyphPath + 42

PUSHB[ ]  
2 11
FLIPRG
INSTR144[ ]
RTG[ ]     
PUSHB[ ]   
7
SRP1[ ]  
PUSHB[ ]   
6
SRP2[ ]  
PUSHB[ ]   
21
IP[ ] 
SVTCA[1]   
SFVTL[1] 
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The Unknowns

What the instruction does

How many parameters it takes

1

2
What are the preconditions for the vulnerability3
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Outline fonts
• Points and Contours  

• Bezier curves
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Points representation

Tracing testcase execution is 
essential for debugging the 

fuzzing harness

Binary 
representation 

Logical 
representation

Code 
representation

<contour>
<pt x="269" y="-14" on="1"/>
<pt x="161" y="-14" on="0"/>
<pt x="43" y="174" on="0"/>
<pt x="43" y="344" on="1"/>
<pt x="43" y="528" on="0"/>
<pt x="170" y="729" on="0"/>
<pt x="285" y="729" on="1"/>
<pt x="285" y="728" on="1"/>
<pt x="392" y="728" on="0"/>
<pt x="511" y="536" on="0"/>
<pt x="511" y="361" on="1"/>
<pt x="511" y="182" on="0"/>
<pt x="384" y="-14" on="0"/>
</contour>
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What the 
function does 

It doesn’t matter

Find a specified curve

Iterate over its points

1

2
“Adjust” one dimension 3
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How many parameters?

Control Value Table index

Contour point index

1

2
Contour point index3
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What it really 
does 

The effects important for 
vulnerability

Index into a memory buffer

Iterate over the elements

1

2
Write new value to each element3
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What it really does

Add ADJUST instructions  
Set breakpoints

points = [...]
pointsEnd = points[-1]
pointsStart = 

def adjust(target_point)
start, finish = find_contour(target_point)
num_points = finish-start
idx = target_point
while True:

points[idx] = new_value
idx+=1
if idx > finish:

idx = start
num_points-=1
if numpoints = 0

break
num_points = finish-start
idx = target_point - 1 

while True:
points[idx] = new_value
idx-=1
if idx < start:

idx = finish
num_points-=1
if numpoints = 0

break
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• Get index to 
point out of 
bounds of the 
buffer

Path to memory corruption
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What do we control
At the time of the instruction call

Number of 
contours

Number of 
points Target contour

Target point in 
the contour

Size of the 
buffer

Total number of 
points per contour 

in a glyph

Total number of 
contours per glyph 

We can specify 
which contour we 

invoke ADJUST on 
(first, last , etc.)

Target point inside 
the contour (the 

one on which the 
operation starts)

Indirectly controlled 
by total number of 

points and 
maxPointsCount
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An important bit

Finding the contour
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Is it that simple?
Limits to index values 

What comes after the array

Controlling the value written

Well, no

Memory

Constraint
s

Control
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Exploitation speculation
Until I see the original sample

Complex weird machine built 
around JBIG2 vulnerability 

CVE-2021-30860

An intricate heap overflow 
vulnerability in WebP  
CVE-2023-4863 

Ian Beer’s last year presentation, 
ridiculous NSExpression based 

exploitation framework 
CVE-2023-32409

BLASTPASSFORCEDENTRY Unnamed SBX 
Escape
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Conclusions

Variant analysis?

“Signature” for an exploit?

1

2
Fuzzing takeaways & new attack surface3
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Main highlights

“Why didn’t fuzzing caught this?” – A LOT of preconditions + unfriendly file format

Curious difference between logical, binary and memory font representation – 
common culprit for vulnerabilites

Circumstances make things difficult: patch diffing without a patch, 
reconstructing without a sample , bottom up analysis
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