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Agenda

• DPRK, Crypto, & Tracking Mac Malware

• Mach-O Similarity Methods

• Implementation into YARA-X
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Why Look at Similarity Measures?
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Stages of Triage, Analysis, Pivoting & Detection
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Get binary meta-data (dylibs, cert, imports)

Get strings/symbols & look for interesting ones -> sig 

Chuck in disassembler & find relevant code blocks -> sig 
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Stages of Triage, Analysis, Pivoting & Detection
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Get binary meta-data (dylibs, cert, imports) -> sig  

Get strings/symbols & look for interesting ones -> sig 

Chuck in disassembler & find relevant code blocks -> sig 
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Why Look at Similarity Measures?
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Easy Pivots on Windows Malware – Why Not MacOS?
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Where to Implement Similarity Measures?
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Why YARA-X?
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YARA Rewrite in Rust - Big Performance Improvement

Jacob & Tomáš Ďuriš built a module to parse Macho files

Lower Barrier to Entry for Tracking an Actor/Family
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Rust 
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Make Greg’s Life Tracking DPRK Easier
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Why Look at Similarity Measures?
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Go Where the Threat Goes 
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Spotlight on North Korea
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25.9 m
Population

15
Trading Partners

9
UN Sanctions

120+
Missile Tests

$3 bn
Stolen Funds



LAZARUS DOESN’T EXIST 
ANYMORE
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DPRK ABCT’s 
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TA444 TraderTraitorAppleJeus

aka Citrine Sleet

 Crypto Entities

 Chrome 0-Day 

 BADCALL

 POOLRAT

 UpdateAgent

aka Bluenoroff

 Crypto Whales

 User-Engagement

  RustBucket

  KANDYKORN

  JokerSpy

aka Jade Sleet

  Bridges | Defense Tech

 PDF 0-Day | Social Eng.

 STRATOFEAR

 MATA Framework

 FudModule

 
BEEFEATER
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AppleJeus

➜Citrine Sleet, UNK_JuiceHead

➜Delivery Methods:
• Browser 0-Days 

• Social Media Engagement

• PyPI Packages

➜Fake Companies, Websites



AppleJeus Initial Access
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AppleJeus
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AppleJeus



3CX Incident
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AppleJeus



3CX Incident
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AppleJeus



3CX Incident - UpdateAgent
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AppleJeus



UpdateAgent Pivots
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Get binary meta-data (dylibs, cert, imports) -> sig 

Get strings/symbols & look for interesting ones -> sig 

Chuck in disassembler & find relevant code blocks -> sig 
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Inspiration
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Dylib Parsing & Hashing
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Old Way: Kinda Parse Your Own Dylibs and Pray
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Dylibs
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Load commands -> 
commands that involve 
dylibs -> parse the dylibs



Dylib Hashing
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The hypothesized list of 
dylibs might be unique



And Now
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Decent Results Already! 
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AppleJeus



Breaking Out
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Precision via Version Artifacts
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BLUENOROFF

➜Sapphire Sleet, TA444, STARDUST 
CHOLLIMA

➜Delivery Methods:
• Phishing

• Fake PDF readers

• Python & Java packages

➜Heavy reliance on Apple scripting 
(SCPT, Bash)



TA444 Delivery
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Bluenoroff



TA444 Delivery
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Bluenoroff



TA444 Delivery

33© 2024  Proofpoint. A ll rights reserved.  |  Proofpo int, Inc. – Confidential and Proprietary

Bluenoroff



Continued Loader Riffing
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Bluenoroff



KANDYKORN

35© 2024  Proofpoint. A ll rights reserved.  |  Proofpo int, Inc. – Confidential and Proprietary

Bluenoroff



Common Dylib Hashing W
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Bluenoroff



Hella Precise

37© 2024  Proofpoint. A ll rights reserved.  |  Proofpo int, Inc. – Confidential and Proprietary

TA444



Other KANDYKORN Oddity
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TA444



Entitlements
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Entitlements
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Entitlements

41© 2024  Proofpoint. A ll rights reserved.  |  Proofpo int, Inc. – Confidential and Proprietary

Believe it or not, the XML 
is just chucked into the 
binary



Entitlements
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CSSuperBlob 

CSBlob

 - Index

Magic Bytes



Entitlement Wins
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Entitlement Wins
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Entitlement Wins
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Entitlement Wins - LightSpy
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Dylib + Entitlement Hashing Wins
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Future Proofing
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Stealers Too!
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TraderTraitor

➜Jade Sleet, UNC4899, 
UNK_MachoMan

➜Delivery Methods:
• NPM Package Compromise 

• Dev Targeting - GitHub

• Limited Spear Phishing

➜Successor to Bangladesh     Bank 
Heist Teams



TraderTraitor Delivery
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TraderTraitor



BEEFEATER (aka FULLHOUSE)
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Basic backdoor plus 
tunneling functionality

WIN + MAC Variants

TraderTraitor



BEEFATER
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TraderTraitor



BEEFEATER
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TraderTraitor



Imports & Exports
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Mach-O Exports
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Mach-O Imports
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Imports are stored within 
the binary and rebuilt via 
finite state automata.

English pls



Export Wins
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Import Hashing Wins
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Where Feature Hashing Falls Short
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MataDoor (MATA v4)

MATA (Dacls) Source

MATA v5

MATA v3

TIEDEYE STRATOFEAR



MataNet (Dacls, TIEDEYE)
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Modular framework

Custom protocol comms, wrapped in 
TLS

Most functions are exported

Orchestrate network-level infection

TraderTraitor



STRATOFEAR (Matav5) 
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TraderTraitor



STRATOFEAR Public Sample (Well, a Dump)
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TraderTraitor



STRATOFEAR Dump
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Embedded Cert – no hardcoded C2

No Public Modules Available

TraderTraitor



STRATOFEAR

66© 2024  Proofpoint. A ll rights reserved.  |  Proofpo int, Inc. – Confidential and Proprietary

TraderTraitor



Outlook
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VALIDATION
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Weird Lang?

Hostwinds?

Jade Sleet

The DPRK ABCTT’s – A Pocket Attribution Guide

Bluenoroff http://[IPv4]:/1244 ?
Contagious 

Interview

Enc. Proto Handler?

Proxying?

Cool AF?

AppleJeusElse?



Take Aways
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Live in VT + Available on GitHub for Use (v1.0 soon!)

Lightweight Feature-Based Similarity != Code Overlap

Sig on Meta-Data -> Dev Preferences, Regardless of Project



Questions? 
Get in touch on Keybase:

Jacob Latonis: @jacoblatonis

Greg Lesnewich: @glesnewich
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