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Binary Diffing



Binary v1 - vulnerable Binary v2 - patched

Modified

Match 85%

Match 100%

Match 100%

Match 100%

funcA1234

funcA1235

funcA1236

funcA1237

Deleted

funcA1238

funcB2345

Added

funcB2346

funcB2347

funcB2349

funcB2348

Purpose

F ind  the  added , deleted ,
and  modif ied  funct ions
and  data  between  two

binar ies .



Why?

Reverse  Engineer ing :
Por t  prev ious  reverse  engineer ing  work  to  new  binary
Vulnerabi l ity  Research :

Determ ine  whether  or  not  a  secur ity  update  actua l ly
addressed  the  root  issue , or  was  a  sha l low  f ix

Ma lware  ana lys is :
F ind  s im i lar  code  in  one  ma lware  set  to  another, or
corre late  new  vers ions  of  ma lware  to  old
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Patch Diffing

CVE Nor th  Stars

is  a  s ing le  source  of  truth  when  there  is  no
other
prov ides  c lar ity  in  root  cause  ana lys is
can  improve  your  competence  in  reverse
engineer ing  and  understanding  of  modern
vulnerabi l it ies
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What's Different on *OS?
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Different on *OS

B inary  Acqu is it ion
Apple  Ecosystem
F i le  System  Layout
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Basic Patch Diffing the Same

F ind  vulnerab le  binary
F ind  patched  binary
SRE tool ing  /  Ana lys is
D i f f
Root  Cause
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Prev ious  Apple  D i f f ing
Research  (~2019):

Recreat ingan  OS 0day
Jai lbreak  Out  of  Apple
Secur ity  Updates
A Story  of  an  Apple
Patch
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https://papers.put.as/papers/ios/2019/D2-Recreating_an_iOS_0day_Jailbreak_Out_of_Apple_Security_Updates.pdf
https://papers.put.as/papers/ios/2019/D2-Recreating_an_iOS_0day_Jailbreak_Out_of_Apple_Security_Updates.pdf
https://papers.put.as/papers/ios/2019/D2-Recreating_an_iOS_0day_Jailbreak_Out_of_Apple_Security_Updates.pdf
https://a1exdandy.me/slides/applepatchdiffing.pdf
https://a1exdandy.me/slides/applepatchdiffing.pdf


What's Different For This Talk?
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Talk Overview

H igh  Leve l  D i f f ing  on  *OS
Apple  Secur ity  Updates
D i f f ing  IPSW
D i f f ing  *OS B inar ies
Root  Caus ing  CVEs
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High Level Diffing on *OS



*OS Diffing Strategy

Compare  binares  across  OS vers ions  ( IPSWs)
Ignore  most  changes
Focus  on  a  s ing le  CVE
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High Level Patch Diffing on *OS

1. Ident i fy  a  CVE of  interest
2. Download  corresponding  IPSW  update  and  N-1
3. Determ ine  changes  for  update
4. Map  binar ies  to  CVE
5. Extract  the  re lated  f i le(s)
6. D i f f  the  binar ies
7. Root  cause  the  vulnerabi l ity
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Where Do We Find CVES?
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Apple Security Releases



Apple  seems  to  run  a  "Patch  Monday"  instead  of  Tuesday
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Double Edged Sword
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CVE Nor th  Stars

... a security patch is a form of
vulnerability disclosure that is

always public.
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Apple Security Updates

a  l ist  of  OS prov ided  updates  and  f ixes  to  CVEs .
use  as  a  star t ing  po int  for  looking  for  CVEs  to  diff
Each  IPSW  update  corre lates  to  specif ic  OS bu i ld

Apple Security Update

IPSW file

CVE

CVE binaries SRE Tooling Analysis / Diffing Root Cause CVE



High Level Patch Diffing on *OS

1. Ident i fy  a  CVE of  interest
2. Download  corresponding  IPSW  update  and  N-1
3. Determ ine  changes  for  update
4. Map  binar ies  to  CVE
5. Extract  the  re lated  f i le(s)
6. D i f f  the  binar ies
7. Root  cause  the  vulnerabi l ity

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md


IPSW



An  IPSW  ( iPhone
Software)  f i le  is  Apple 's
f i le  format  for  de l iver ing

OS f irmware  updates .



You  can  use  a  3rd  par ty
webs ite  to  get  the  l inks . . .

ipsw.me

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/ipsw.me








https : / /updates .cdn-apple .com /
2024W interFCS /fullrestores /052-80037/75771938-

2991-445D-96FE-F6ACD03EF744/
iPhone15,4_17.4.1_21E237_Restore . ipsw

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md










base fs



dyld_shared_cache



kernelcache



But  how  to  make  sense
of  a l l  the  f i les?



Enter  ipsw



ipsw  speaks  f luent  IPSW  so  we  don't  have  to



Download  and  Parse  IPSWs  (and  SO much  more)
https : / /github.com /b lacktop / ipsw

https://github.com/blacktop/ipsw


What is ipsw ? 

IPSW
downloader/exploder
OTA
downloader/exploder
macho  parser
ObjC c lass-dump
Sw i ft  c lass-dump  

dyld_shared_cache
parser
kerne lcache  parser
img4  parser/decrypter
dev ice-tree  parser
ARM v9-a  disassember
research  tool



Diffing IPSW



IPSW Questions

How  can  we  download  the  correct  IPSWs?
How  can  we  compare  two  different  IPSWs?
Whats  ins ide  the  DSC?  How  can  we  look?
How  do  we  know  which  f i les  have  been  updated?
How  can  we  extract  f i les?



ipsw  to the rescue



IPSW Questions

How  can  we  download  the  correct  IPSWs?
ipsw download --device <device>

How  can  we  compare  two  different  IPSWs?
ipsw diff <IPSW old> <IPSW new>

Whats  ins ide  the  DSC?  How  can  we  look?
ipsw extract -d <IPSW>

How  can  we  extract  f i les?
ipsw extract -f -p <file>



Downloading IPSWs



Download  a l l  or  specif ic  IPSWs  w ith  a  s ing le  command . . .



Se lect  a  dev ice





1. Download  patched
IPSW

2. Download  N-1  IPSW
3. Run  ipsw diff



ipsw download ipsw --device Macmini9,1 -V -b
23A344

ipsw download ipsw --device Macmini9,1 -V -b
23B74



Compare Two Firmwares



ipsw diff
ipsw diff <old_ipsw> <new_ipsw>





ipsw diff
MacOS 14.0  (23A344)

.vs  14.1  (23B74)
( ipsw  vers ion :  3.1.428,

Bu i ldTime :  2023-12-
11T20:45:51Z)

https://gist.github.com/clearbluejar/a7a5fa4c043197d5175ece332a33fc58
https://gist.github.com/clearbluejar/a7a5fa4c043197d5175ece332a33fc58


IPSW diff TOC (late 2023)

IPSW  metadata
Kerne l
vers ion
KEXTs

Ent it lements
DSC
dyl ibs  /  frameworks



First Diffing Attempt...

CVE in  a  system  appl icat ion  (Mach-O executab le)
ipsw diff ing  a  MacOS IPSW  and  the  diff  fai led

No  Macho  binary  changes  l isted



ipsw diff  Improvements

MacOS IPSW  broken
https : / /github.com /b lacktop / ipsw/ issues /369

ipsw  diff  -  add  machos  f i le  diffs
https : / /github.com /b lacktop / ipsw/ issues /371

ipsw  diff  -  Extract  changed  f i les  /  command  gen
https : / /github.com /b lacktop / ipsw/ issues /372

https://github.com/blacktop/ipsw/issues/369
https://github.com/blacktop/ipsw/issues/371
https://github.com/blacktop/ipsw/issues/372


b lacktop

https://github.com/blacktop/


b lacktop

Responded  and  had  these  things  added  in  ~3  days . . 
Sen ior  secur ity  researcher  at  Trenchant  
Exper t  in  Apple  secur ity, a l l  things  IPSW  
Wr ites  awesome  software  
Answered  countless  quest ions  and  prov ided  many
ins ights  in  this  ta lk
Introduced  me  to  hack  different

https://github.com/blacktop/
https://github.com/hack-different




ipsw diff

MacOS 14.0  (23A344)
.vs  14.1  (23B74)

( ipsw  vers ion :  3.1.434+)

https://gist.github.com/clearbluejar/0684cbba01c0b461b1a960ace7e79d73
https://gist.github.com/clearbluejar/0684cbba01c0b461b1a960ace7e79d73


High Level Patch Diffing on *OS

1. Ident i fy  a  CVE of  interest
2. Download  corresponding  IPSW  update  and  N-1
3. Determ ine  changes  for  update
4. Map  binar ies  to  CVE
5. Extract  the  re lated  f i le(s)
6. D i f f  the  binar ies
7. Root  cause  the  vulnerabi l ity

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md


Diffing *OS Binaries



Extracting Binaries from IPSW





Searching For Binaries

Root  fs
mostly  app  /  macho  executab les
kerne lcache
kerne l , KEXT
dyld_shared_cache  (DSC)
dyl ibs , frameworks



Tip: Binary Missing? - Check DSC

If  you  search  on  iOS for  most  l ibrar ies ,  such  as
l ibSystem ,  you ’ l l  be  wast ing  your  t ime .

. . .  the  actua l  f i le  is  not  present  on  the  f i le
system .

To  save  t ime  on  l ibrary  loading , iOS ’s  dyld  employs
a  shared , pre- l inked  cache , and  Apple  has  moved

a l l  the  base  l ibrar ies  into  it . . .

Jonathan  Lev in  -  Mac  OS X  and  iOS Interna ls
2013

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md


The  ipsw diff  result
he lps  you  know  where  to

extract  from .



High Level Patch Diffing on *OS

1. Ident i fy  a  CVE of  interest
2. Download  corresponding  IPSW  update  and  N-1
3. Determ ine  changes  for  update
4. Map  binar ies  to  CVE
5. Extract  the  re lated  f i le(s)
6. D i f f  the  binar ies
7. Root  cause  the  vulnerabi l ity

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
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Diffing *OS Binaries





egrep -i "ios|macho|apple|macos|Mach-O"
changelog | wc -l

88







https : / /theapplew iki .com /w iki /Dev :Dyld_shared_c
ache

https://theapplewiki.com/wiki/Dev:Dyld_shared_cache
https://theapplewiki.com/wiki/Dev:Dyld_shared_cache




Ghidra Analysis Quick Tip #1

Decomp i ler  Parameter  ID -  set  to  true !

https : / /gist .github.com /c learb luejar/1790c6fb2b01ec14c
848d046a8a0199e /rev is ions

https://gist.github.com/clearbluejar/1790c6fb2b01ec14c848d046a8a0199e/revisions
https://gist.github.com/clearbluejar/1790c6fb2b01ec14c848d046a8a0199e/revisions


Ghidra Analysis
Quick Tip #2

Leverage  readi ly
avai lab le  type
informat ion

https : / /github.com /Poom
Smar t / IDAObjcTypes

https://github.com/PoomSmart/IDAObjcTypes
https://github.com/PoomSmart/IDAObjcTypes




Importing *OS Binaries







Oh  r ight . . . Un iversa l
B inar ies

https : / /deve loper.apple .c
om /documentat ion /apple

-s i l icon /bu i lding-a-
un iversa l-macos-binary

https://developer.apple.com/documentation/apple-silicon/building-a-universal-macos-binary
https://developer.apple.com/documentation/apple-silicon/building-a-universal-macos-binary
https://developer.apple.com/documentation/apple-silicon/building-a-universal-macos-binary
https://developer.apple.com/documentation/apple-silicon/building-a-universal-macos-binary


ipsw macho lipo Contacts



Diffing the Binaries





ghidriff

https : / /github.com /c lear
b luejar/ghidr i f f

https://github.com/clearbluejar/ghidriff
https://github.com/clearbluejar/ghidriff






ghidr i f f  <*OS old>  <*OS new>





High Level Patch Diffing on *OS

1. Ident i fy  a  CVE of  interest
2. Download  corresponding  IPSW  update  and  N-1
3. Determ ine  changes  for  update
4. Map  binar ies  to  CVE
5. Extract  the  re lated  f i le(s)
6. D i f f  the  binar ies
7. Root  cause  the  vulnerabi l ity

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md
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Root Causing *OS CVEs



How are Security Issues Fixed?

Change  integer  types
Add  addit iona l  checks
Change  control  f low
Remove  unsafe  APIs
OS leve l  m it igat ions  ( ie  SIP/Ent it lements)
Separat ion  of  pr iv i lege
Dec lare  not  a  secut iy  boundary  : )



Focus on the Changes

code  changes
data  changes
addit iona l  ent it lements
etc



ipsw  gives  us  high  leve l  v is ibi l ity  into  which  binar ies
have  changed



ghidriff  gives  us  v is ibi l ity  into  the  code  changes



CVE overview

CVE-2023-32412  -  use  after  free
CVE-2024-23218  -  t im ing  s ide-channe l
CVE-2023-42942  -  toctou
CVE-2022-46718  -  sens it ive  data  leak  (??)
CVE-2024-1580  -  int  overf low  (??)



Identify CVE of interest



CVE-2023-32412



Apple Security Update - iOS / iPadOS 16.5

https : / /suppor t .apple .com /en-us /HT213757

https://support.apple.com/en-us/HT213757


Download a corresponding IPSW and N-1



List all availables IPSW downloads

ipsw download ipsw --device iPhone14,7 -V -u





16.5  (Patched)
ipsw download ipsw --device iPhone14,7 -b
20F66

16.4.1  (N-1)
ipsw download ipsw --device iPhone14,7 -b
20E252



Determine changes for update



ipsw diff
iPhone14,7_16.4.1_20E252_Restore.ipsw
iPhone14,7_16.5_20F66_Restore.ipsw



16.4.1  (20E252)  .vs  16.5
(20F66)

https://gist.github.com/clearbluejar/1036971d1298566e31923aed8d997314
https://gist.github.com/clearbluejar/1036971d1298566e31923aed8d997314


Map binaries to CVE



How do you know which binaries map to a CVE?



You don't



The Power of Diffing

W i l l  not  te l l  you  which  funct ions /binar ies  are  re levant
W i l l  focus  you  on  the  funct ions /binar ies  that  could  be



https : / /suppor t .apple .com /en-us /HT213757

https://support.apple.com/en-us/HT213757


cat iPhone14,7_16.4.1_20E252-
iPhone14,7_16.5_20F66.ipsw.diff.md | grep -i

tele





Extract the related file(s)



cat  iPhone14,7_16.4.1_20E252-
iPhone14,7_16.5_20F66. ipsw.diff.md  |  egrep  - i

"te le |updated |kerne l |machos |DSC"  |  egrep  - i  "# |`"  >
/tmp /changed-f i les .md





Extract  the  DSC
ipsw extract -d
<IPSW>

Extract  a l l  the  f i les
- ipsw dyld split
dyld_shared_cache_arm6



Diff the CVE Binaries





% ghidriff libIPTelephony.dylib.arm64.1897-
iOS_16.4.1_20E252

libIPTelephony.dylib.arm64.1898.1-
iOS_16.5_20F66



l ib IPTe lephony.dyl ib.ar
m64.1897-

iOS_16.4.1_20E252-
l ib IPTe lephony.dyl ib.ar

m64.1898.1-
iOS_16.5_20F66.ghidr i

ff.md

https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md




Root Cause the CVE



CVE-2023-32412

Te lephony
Impact :  A remote  attacker  may  be  ab le  to  cause
unexpected  app  term inat ion  or  arbitrary  code

execut ion

A use-after-free  issue  was  addressed  w ith
improved  memory  management .

CVE-2023-32412:  Ivan  Fratr ic  of  Goog le  Pro ject
Zero



https://bugs.chromium.org/p/project-zero/ issues/detail?id=2440

https://bugs.chromium.org/p/project-zero/issues/detail?id=2440






immediate ly  after
merging  the  new

header
SipMessage::add
Header()  de letes
the  new  header.







CVE-2023-32412 - use after free

Full  detai ls  of  the  root  cause  in  p0  post
We  proved  that  we  found  the  r ight  f i le
That  Ghidra  actua l ly  hand led  the  binary  we l l
That  we  could  detect  the  differences
Observed  Apple  followed  Ivan's  adv ice



CVE-2024-23218
(speed  mode)





ipsw download ipsw --device iPhone15,4 -V -b
21D50

ipsw download ipsw --device iPhone15,4 -V -b
21C66



ipsw diff iPhone15,4_17.2_21C62_Restore.ipsw
iPhone15,4_17.2.1_21C66_Restore.ipsw



17.2.1  (21C66)  .vs  17.3
(21D50)

https://gist.github.com/clearbluejar/b977752229d077f0cde3e17c95744976
https://gist.github.com/clearbluejar/b977752229d077f0cde3e17c95744976


cat  iPhone15,4_17.2.1_21C66-
iPhone15,4_17.3_21D50. ipsw.md  |  egrep  - i

"crypt |updated |kerne l |machos |DSC"





Which files have related symbols?



nm lib* |
egrep -i

"pkcs1|lib
"



Which files had actual code changes?



__TEXT.__text  changed?







l ibcorecrypto.dyl ib-
14.2.1-

l ibcorecrypto.dyl ib-
14.3. ios .ghidr i f f.md

https://gist.github.com/clearbluejar/395b6c4efb49b91217abb15b816223b8
https://gist.github.com/clearbluejar/395b6c4efb49b91217abb15b816223b8
https://gist.github.com/clearbluejar/395b6c4efb49b91217abb15b816223b8
https://gist.github.com/clearbluejar/395b6c4efb49b91217abb15b816223b8




https : / /www. ietf.org /archive / id /draft-kar io-rsa-gu idance-
01.html

https://www.ietf.org/archive/id/draft-kario-rsa-guidance-01.html
https://www.ietf.org/archive/id/draft-kario-rsa-guidance-01.html


CVE-2024-23218 - timing side-channel

Severa l  crypto  f i les  were  updated
Some  had  no  code  changes !

Ghidra  can  hand le  *OS symbols
The  decode  funct ion  now  uses  a  new  "safe"  API
Severa l  "PKCS"  re lated  funct ion  updates
More  effor t  needed  to  understand  the  root  cause



CVE-2023-42942



https : / /suppor t .apple .com /en-us /HT213984

https://support.apple.com/en-us/HT213984


jhftss .github. io  -  CVE-
202-42942

https://jhftss.github.io/CVE-2023-42942-xpcroleaccountd-Root-Privilege-Escalation/
https://jhftss.github.io/CVE-2023-42942-xpcroleaccountd-Root-Privilege-Escalation/


A Perfect Example 

detai led  b log  post
explo it  POC
comments  on  the  patch



TOCTOU LPE

1. Copy  legit imate  xpc  serv ice  to  /tmp
2. Create  xpc  connect ion  and  ca l l  add_bundle  w ith  legit
serv ice

3. Pass  syml ink  mapped  to  legit imate  serv ice
4. Once  va l idat ion  is  passed , sw itch  syml ink  to  ma l ic ious
package

5. Gain  arbitrary  remote  execut ion  as  root





Apple's Patch in 14.1

If  the  dest inat ion  path  is  a  symbol ic  l ink ,
copyf i le_ca l lback  w i l l  return  2  (COPYFILE_QU IT),
the  ent ire  copy  w i l l  be  aborted  at  this  stage .
Next ,  copyf i le  w i l l  return  -1,  but  errno  w i l l  be
unmodified .  F ina l ly,  xpcroleaccountd  ex its  and

repl ies  w ith  an  error.



copyfile  hand l ing  a  directory  copy

https : / /github.com /apple-oss-
distr ibut ions /copyf i le /b lob /main /copyf i le .c#L824-L827

https://github.com/apple-oss-distributions/copyfile/blob/main/copyfile.c#L824-L827
https://github.com/apple-oss-distributions/copyfile/blob/main/copyfile.c#L824-L827




Assumed patch

The  copyf i le  ca l lback  funct ion  added  a  check  for
symbol ic  l ink  and  fai ls  the  LPE



ipsw  diff  14.0  (23A344)  .vs  14.1  (23B74)

https://gist.github.com/clearbluejar/0684cbba01c0b461b1a960ace7e79d73


xpcroleaccountd .x86_64
.2679.14.0_23A344-
xpcroleaccountd .x86_64

.2679.40.6.0.0-
14.1_23B7.ghidr i f f.md

https://gist.github.com/clearbluejar/1790c6fb2b01ec14c848d046a8a0199e
https://gist.github.com/clearbluejar/1790c6fb2b01ec14c848d046a8a0199e
https://gist.github.com/clearbluejar/1790c6fb2b01ec14c848d046a8a0199e
https://gist.github.com/clearbluejar/1790c6fb2b01ec14c848d046a8a0199e
https://gist.github.com/clearbluejar/1790c6fb2b01ec14c848d046a8a0199e


ghidriff  didn't  f ind
assumed  f ix . . .

copyfile_callback
was  unchanged



Maybe ghidriff is having issues? Bindiff?





ghidriff  correct ly  ident i f ied  the  changed  funct ions .
There  was  no  addit iona l  check  for  SYMLINK f i les . It

ex isted  in  both  14.0  and  14.1



From  the  post  I  assumed  that  added  an  addt iona l  check
for  syml inks  in  the  copyfile  ca l lback  funct ion



The  truth  is  a  bit  more  subt le









The  root  issue  is  that  the  code  had  a  path  to  get  back  to
"success"  after  the  copyf i le  fai lure !



Static Analysis



Dynamic Analysis



https : / /github.com / jhftss/POC /b lob /main /CVE-2023-
42942/

https://github.com/jhftss/POC/blob/main/CVE-2023-42942/
https://github.com/jhftss/POC/blob/main/CVE-2023-42942/










CVE-2023-42942 - TOCTOU LPE

Star ted  w ith  a  ton  of  info  (@patch1t  )
Used  Ghidra  ana lys is  and  diff ing  to  dig  deeper  
RE 'd  code  I  wrote  for  understanding++
Leveraged  dynam ic  ana lys is  to  conf irm  poss ib le  root
cause  path



CVE-2022-46718

Sensitive Information Leak







https://github.com/biscuitehh/cve-2022-46718-leaky-location

https://github.com/biscuitehh/cve-2022-46718-leaky-location






CVE-2022-46718 - Sensitive Info Leak

No  easy  way  to  map  binar ies  for  this  CVE
Too  many  potent ia l  changes  for  me  to  root  cause
D i f f ing  can't  overcome  inexper ience , but  it  can  revea l  it
CVE f ixed  w ith  an  ent it lement  change



CVE-2024-1580 - int overflow

(super  speed  mode)





















Links

https : / /suppor t .apple .com /en-us /HT214097
https : / /bugs .chrom ium .org /p /pro ject-zero / issues /detai l?
id=2502&q= labe l%3ACVE-2024-1580&can=1
https : / /code .v ideolan .org /v ideolan /dav1d /-/re leases
https : / /b lacktop.github. io / ipsw/
https : / /gist .github.com /c learb luejar/0f221ceef88212eca69
AV1SW.v ideodecoder.21E219__ iPhone15_4-17.4-
AV1SW.v ideodecoder.21E236__ iPhone15_4-17.4.1.ghid
https : / /diffprev iew.github. io /?6b5bd4cd2eda17f4e34c924a
https : / /code .v ideolan .org /v ideolan /dav1d /-/compare /1.3.0. . .
from_pro ject_ id=198&straight=fa lse

https://support.apple.com/en-us/HT214097
https://bugs.chromium.org/p/project-zero/issues/detail?id=2502&q=label%3ACVE-2024-1580&can=1
https://bugs.chromium.org/p/project-zero/issues/detail?id=2502&q=label%3ACVE-2024-1580&can=1
https://code.videolan.org/videolan/dav1d/-/releases
https://blacktop.github.io/ipsw/
https://gist.github.com/clearbluejar/0f221ceef88212eca699ec00e8429f35
https://gist.github.com/clearbluejar/6b5bd4cd2eda17f4e34c924ada7e3bc3#file-av1sw-videodecoder-21e219__iphone15_4-17-4-av1sw-videodecoder-21e236__iphone15_4-17-4-1-ghidriff-md
https://gist.github.com/clearbluejar/6b5bd4cd2eda17f4e34c924ada7e3bc3#file-av1sw-videodecoder-21e219__iphone15_4-17-4-av1sw-videodecoder-21e236__iphone15_4-17-4-1-ghidriff-md
https://diffpreview.github.io/?6b5bd4cd2eda17f4e34c924ada7e3bc3
https://code.videolan.org/videolan/dav1d/-/compare/1.3.0...1.4.0?from_project_id=198&straight=false
https://code.videolan.org/videolan/dav1d/-/compare/1.3.0...1.4.0?from_project_id=198&straight=false


CVE-2024-1580 - int overflow

Apple  leverages  3rd  par ty  l ibrar ies  in  OS
Issues  found  in  3rd  par ty  apply  to  Apple
Can  leverage  open  source  l ibrary  to  conf irm  detai ls  /
improve  RE



Conclusion















Questions?

Patch Different on *OS

John  Mc Intosh

contact: @clearbluejar

file:///Users/yoda/gdrive/talks/obtsv7-2024-patch-different/obtsv7-2024-patch-different.md

