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Simplify i0S Analysis



OUTCOME

 Platform-Agnostic iOS RE
* Reduce manual analysis
*|[ncrease iOS app research



MALIMITE



IPA FILES

* Main application file for iOS
» Contains code, libs, permissions, and resources



Extract the payload

Decode the resources

| ocate the main Mach-0 executable

Sl[eN=s {3 in binary




I

resources are neglected.




FOUR PILLARS

Permissions Resources

Executable Libraries /
Frameworks



Analyze each pillar on multiple
platforms



Pillar 1

(%

Permissions



Understand
application capabllities



PRIMARY PERMISSION LOGATIONS

Info.plist

embedded.mobileprovision



INFO.PLIST

* Permissions granted by the user at runtime
* Example: camera, location



EMBEDDED.MOBILEPROVISION

* Entitlements granted by the system
« Example: iCloud, push notifications



PROPERTY LISTS

 Binary or XML formats
* More than just the Info.plist!



XML PLISTS ARE SIMPLE

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
“http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>=CFBundleName</key>
<string>MyApp</string>
<key>CFBundleIdentifier</key>
<string>com.example.myapp</string>
<key>CFBundleVersion</key>
<string>1.0</string>
<key>CFBundleShortVersionString</key>
<string>1.0.0</string>
<key>NSCameralUsageDescription</key>
<string>This app requires access to the camera to take photos.</string>
<key=NSLocationWhenInUseUsageDescription</key>
<string>This app uses your location to provide recommendations.</string>
<key>UIBackgroundModes</key>
<array>
<string>location</string>
<string>audio</string>
</array>
</dict>
</plist>




Binary plists are a custom
Apple format.



DECODING LIBRARIES

$

libplist plistlib




Unique
tool per platform?



PROPRIETARY PLIST REVERSED

private static int determineType(InputStream is, int offset) throws IOException {

int index = offset;

int readLimit = index + 1024;

if (is.markSupported()) {
is.mark(readLimit);

is.skip(offset);
int b;
ByteOrderMarkReader bomReader = new ByteOrderMarkReader();
boolean bom = true;
//Skip any possible whitespace at the beginning of the file
do {
if (++index > readLimit) {
is.reset();
return determineType(is, readlLimit);
}
b = is.read();
//Check if we are reading the Unicode byte order mark (BOM) and skip it
bom &= bomReader.readByte(b);
} while (b != -1 && (b == " "' || b == '"\t' || b == '\r' || b == '\n' || b == '"\f' || bom));




bplist00G-#

V"#$%& " /08123557
@AB@CDEFHIJKLMNHQRUVX\_* *BuildMachine0S
undleInfoDictionaryVersion\CFBundleName
ypes_-*CFBundleVersionZDTCompiler_--DTF
pplicationQueriesSchemes_-<LSRequiresIF
oneUsageDescription_+ !NSPhotolLibraryAdc

"MinimumOSVersion": "11.1"
"UIStatusBarStyle": "UIStatusBarStyleDefault"
"CFBundleIdentifier": "fun.Animoji"
"DTXcodeBuild": "9C40b"
"NSMicrophoneUsageDescription": "I need access to the microphone to record audio"
“"CFBundleExecutable": "AnimojiStudio"
"LSRequiresIPhone0S": true
"NSPhotoLibraryAddUsageDescription": "I need access to your photo library to save your video"
"BuildMachineOSBuild": "17C88"
"CFBundlePackageType": "APPL"
"LSApplicationQueriesSchemes"”
"spotify-action"




EMBEDDED.MOBILPROVISION

* Part property list
» Part PKCS #/ signature
» Signed by Apple



Less popular,

less l’@Sea rch



Part
plist

<key>TimeTolL ive</key>
<integer>222</integer>
<key>UUID</key>
<string>749f009f-a7ac-4b9a-83fb-15fd3c6b210e</string>
<key>Version</key>
<integer>l</integer>
</dict>
</plist>68
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certificate



Extract and decode plist



4 embedded.mobileprovision x

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
<plist version="1.0">
<dict>
<key>AppIDName</key>
<string>AnimojiStudio</string>
<key>ApplicationIdentifierPrefix</key=
<array>
{ <string>8C7439RILG</string>
</array=
<key>CreationDate</key>
<date>2017-11-14T14:43:417</date>
<key>Platform</key>
<array>
: <string>i0S</string>
</array>
<key>DeveloperCertificates</key>
<array>
. <data>
. MIIFoTCCBImgAwIBAQIILokx/b@wKe@wDQYJIKoZIhvcNAQE
i </data>
</array>
<key=Entitlements</key>
<dict>
. <key>keychain-access—groups</key>
<array>
{ <string>8C7439RILG.*</string>
</array>
<key>get—task—-allow</key>

oo~JounpbsWNRE




Pillar 2

il

Resources



Supporting resources are
spread throughout the [PA



Various prOprie’rdry formats.



PLISTS

« Sometimes encoded
 Metadata, identifiers, URL schemes






LOCALIZED STRINGS

 User-facing text
*|_abels, error messages, dev strings



LOCALIZED STRING FILES

» Stored in .strings
* Multiple languages bundled into IPA



This looks familiar....

InfoPlist.strings x

BRINSIE00 e 101 000000000000000000000000




Always has been







THE RESOURCES NEVER END

*Nib
* Xib
» Storyboard



Parse strings from encoded files.



Resource Strings

Value File

"CFBundleShortVersionString": "1.0", ObjectAL-Info.plist
"NSPrincipalClass”;: "", ObjectAL-Info.plist
"CFBundleldentifier": "org.stenerud.${PRODUCT_NAME:rfc1034... ObjectAL-Info.plist
"CFBundleName": "${PRODUCT_NAME}", ObjectAL-Info.plist
"CFBundlelnfoDictionaryVersion": "6.0", ObjectAL-Info.plist
"CFBundleExecutable": "${EXECUTABLE_NAME}", ObjectAL-Info.plist

"CFBundleSignature": "?7?7?7?" ObjectAL-Info.plist

"rules": { ResourceRules.plist
"1 true, ResourceRules.plist
"ResourceRules.plist": { ResourceRules.plist
"weight": 100.0, ResourceRules.plist
"omit": true ResourceRules.plist
"Info.plist": { ResourceRules.plist
"weight": 10.0, ResourceRules.plist

"omit": true ResourceRules.plist




Pillar 3
T @

Executable



INFO.PLIST

CFBundleD1isplayName

e Defines the main Flappy Bird

CFBundleExecutable

executable binary e




ACCOUNT FOR UNIVERSAL BINARIES

Field Size Description

magic 4 bytes | Magic number (indicates fat binary type).
nfat_arch 4 bytes | Number of architectures in the binary.
cputype 4 bytes | CPU type (e.g., armé4, x86_64).
cpusubtype |4 bytes | CPU subtype (e.g., armv7, armé4e).
offset 4 bytes | Offset to the Mach-O binary for this arch.
size 4 bytes | Size of the Mach-O binary for this arch.
align 4 bytes | Alignment of the binary (power of 2).




EXTRACT ARCH SLICE FOR DECOMP

laurie@Mac AirRec.app % otool -hv AirRec
AirRec (architecture armv7):
Mach header
magic cputype cpusubtype caps filetype ncmds sizeofcmds
flags
MH_MAGIC ARM V7 ©x0ee0 EXECUTE 31 3520
NOUNDEFS DYLDLINK TWOLEVEL WEAK_DEFINES BINDS_TO_WEAK

AirRec (architecture arméé4):
Mach header
magic cputype cpusubtype caps filetype ncmds sizeofcmds
flags
MH_MAGIC_64 ARM64 ALL ©xee EXECUTE 31 4048
NOUNDEFS DYLDLINK TWOLEVEL WEAK_DEFINES BINDS_TO_WEAK




LOOKS GREAT ON MAC!

Classes

>
>

App
Range<int>
ControlFlowFlattening
nonControlFlowFlattened
withControlFlowFlattened
withComplexControlFlowFlattened
_EnvironmentKeyWritingModifier<lazy_protocol_
Set
PreviewProvider
_EnvironmentKeyWritingModifier<Scale>
ContentView_Previews
Indexinglterator
String
Image
ViewBuilder
Global
ControlFlowFlatteningApp
Array<undefined>
TupleView<null>
ModifiedContent<lmage, EnvironmentKeyWritin
VStack
WindowGroup<ContentView>
HorizontalAlignment
ModifiedContent<VStack<TupleView<null>>,_P:
ModifiedContent<ModifiedContent<image, Env
ContentView

4 nonControlFlowFlattened x

49

PTR

PTR__ type_metadata_for_Any_1000081e8 + 8;

puVar2
pcVarl
pcVaré
Swift::Range::init();

__ swift_instantiateConcreteTypeFromMangledName() ;

Swift::Range<int>::_ lazy_protocol _witness_table_accessor();
(extension_Swift)::Swift::Collection::_makeIterator();

4.unknown =

__demangling_cache_variable_for_type_metadata_for_Swift_IndexingIterator<Swift_Range<Swift_Int>>

__ swift_instantiateConcreteTypeF romMangledName() ;

Swift::IndexingIterator::_next(IVar4);

if ((local _70 & 1) !'= @) break;

if (local_78 == 0) {

© tVar9 = Swift::_ allocateUninitializedArray(1);
pcVar8 = (char x)0x1;
SVarl® = Swift::String::init("Zero",4,1);
((String *)tVar9._) [1].bridge0Object = puVar2;
*(String *)tVar9._ = SVarloe;
pcVar7 = pcVarl;

AVar3 = Swift::_ finalizeUninitializedArray(tVar9._);
SVarll.str = (char *)CONCAT44(extraout_var,AVar3);

SVarll.bridgeObject = pcVar7;
separator.bridgeObject = pcVar6;
separator.str = pcVar8;

pcVar5 = SVarll.str;
Swift::_print(SVarll,separator);
SVarl2.bridgeObject = pcVar7;
SVarl2.str = pcVar5;
separator_00.bridgeObject = pcvar6;
separator_00.str = pcVar8;

pcVaré = pcVar5;

type_metadata_for_Swift_String_100008170;

PTR__ protocol_witness_table_for_Swift_Int__ Swift_Comparable_in_Swift_100008188;



Classes
~ Global

S:‘1CcntrchIcw‘FIatteninm1C-:ntent'v"iew“v"iacv-'ch
$s21ControlFlowFlattening03nonaBoFlattenedyyF
21Cc:ntrc:IFIchIatten|ng.H-MthaE-FIattenecl:.-}-F
s21ControlFlowFlattening01 1withComplexaBIFlattenedyyF
21CcntrcIFIchIatteningHC-:ntent'v"iew"-"4|:;u:cl‘-‘Gr~-'-:
s21ControlFlowFlattening11ContentViewV4bodyQreg 7Swift U105 TupleEOVy AEOEOPAEE
'Swn"tUIHv|EwEl.||IcIer\-1.bU|I-:IExpresslcn;—xx—\—wCuFLlFZ
SwiftUI 1ViewBuilderV10buildBlocky AADS TupleCOVy
sT5wiftUlBVStackV9alignment7spacing7contentACyx GAATIHorizontal AlignmentV_12
sTswiftUl4ViewP AAETpaddingyCQrAA4Edge035etV_12CoreGraphicsTCGFloatVSgtFfA_
s75wiftUl1 1ViewBuilderV 10buildBlockyxx AADCORzIFZ

q_tGx_g_tAAOCORzAaHR_rl_

ControlFlowFlattening 11 ContentViewV 7 SwiftUIDEOAadEPD5_makeEMviewbinputs!
wiftUIOE0AadEPDS_makeEdListdviewbinp

ControlFlowFlattening11ContentView
ControlFlowFlattening 11 ContentViewV 7 SwiftUIDEOAadEP14_viewListCountBinputs
ControlFlowFlattening11ContentViewV75wiftUIDEOAadEP4body4BodyOzvg TW
ControlFlowFlattening20ContentView_PreviewsV3previewsCregZ

ACycfC

TSwiftUl 5PreviewProviderAadEP
ControlFlowFlattening20ContentView_Previews\7

ControlFlowFlattening20ContentView_Previews

wiftU!15PreviewProviderAadEP

ControlFlowFlattening20ContentView_PreviewsV7SwiftUl16_PreviewProviderAadEl
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ControlFlowFlattening20ContentView_PreviewsV7SwiftU116_PreviewProviderAadEl
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1

]
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]

1
1ContrelFlowFlattening20ContentView_Preview
1

]

1

ss27_finalizeUninitializedArrayySayx GABnIF
_5ss5print_9separatorlOterminatoryypd_S25tFFAD_

ss3print_9separator]Mterminatoryypd_S25tFFAT_

[ (I T T O | 1 1
e e o I.f\ w I.f\ e I.ﬂ e Gn I.ﬂ U'I I.ﬂ U'I I.

_5s5n16_uncheckedBoundsSnyxGxSlower_x Suppert_tcfC
swift_instantiateConcreteTypeFromMangledMame
_5s5nySiG5nyx G5ls5xRz5Z65trideRpzrWil
swift_instantiateConcreteTypeFromMangledNameAbstract
s52i5ZsWI
'Swn"tUIvTuple'«-"iew'\-'
s TowiftUIBVStack)
sTowiftUIBVStackWVy

- e naT e PTTrS

AA15Modified ContentVyAEyAASImageVAA3D_EnvironmentKe
NyAdT 5MoedifiedContentVy AGyAd

ImageVAAID_E
AATTupleViewVyAAT SModifiedContentVyAGyAASImageVAAID_El

«4

Info.plist =

NOT SO GREAT ELSEWHERE...

_$s21ControlFlowFlattening03nonaBOFlattenedyyF =

puVard = puVar3;
_ sSnySiGsnyxaslssxRzsZestrideRpzrivl();
_ s5lss16IndexingIteratorVyxG8BeRtzrl1E@dmakeBBACYF (&local 38,puVar3,puVard);

{ true } {

swift_instantiateConcreteTypeFromMangledName (& ss16IndexinglteratorVySnySiGaMD);
_ ss16IndexingIteratorV4next7ElementQzSgyF (&local 78);

{(local 78 & 1) != @) B
{local 78 == @) {
uVars = 1;

puvarg = puVarl;
_ 5527_allocateUninitializedArrayySayxG_BptBwlF();|
pcWaré = "Zero";
uvarg = 4;
_ 55521 builtinStringLiterall7utf8CodeUnitCount7isASCIISSBp BwBil_tcfC("Zero”,4,1);
puVard[3] = puVarl;
*puVar® = pcVarg;
puVarg[1l] = uVarg;
puvarg = puVarl;
_ 5527 finalizeUninitializedArrayySayxGABnlF();
uVarg = uVar5;
_ ss5print_9separatorl@terminatoryypd S25tFfae ();
uvar? = uVars;
puVarl® = puVarg;
_ ssSprint_9separatorl@terminatoryypd S2StFTAl_();
_ ss5print_9separatorl@terminatoryypd_S25tF{uVar5,uVar8,puVard,uVar?};
_swift_bridgeObjectRelease(puvarld);
_swift_bridgeObjectRelease(puvard);
_swift_bridgeObjectRelease(uVars);

(local 78 < &) {

uvars = 1;
puVarg = puVarl;
_ 5527 _allocateUninitializedArrayySaywG BptBwlF();
pcVare = "Less";
uvars = 4;

_ 55521 builtinStringliterall7utf8CodeUnitCount7isASCIISSBp BwBil tcfC(“Less™,4,1);
puVard[3] = puVarl;



Parse code to

classes



jf;;ffff rhs

VARIABLE

ICONST

statements

l1hs

value

20

VARIABLE

lhs

VARIABLE




MODIFIED C++ GRAMMAR

* Handle Swift namespace declarations
 Tolerate incorrectly formatted code



s21ControlFlowFlattening03nonaB9FlattenedyyF

!

void ControlFlowFlattening::nonControlFlowFlattened (void)



Classes
# ControlFlowFlattening
< SwiftUl

ViewBuilderbuldEx pression
ViewBuilderbuildBlockTuple
V5tackalignmentspacingcontentHerizontal AlignmentCoreGraphicsCGFloat
ViewpaddingEdgeSetCoreGraphicsCGFloat
ViewBuilderbuildBlock
TupleViewModifiedContentlmage_EnvironmentkKeyWritingModifierScaleColorText
VstackTupleViewMedifiedContentlmage_EnvironmentKeyWrnitingMedifierbcaleColorText
VstackTupleViewMoedifiedContentlmage_EnvironmentKeyWritingModifierScaleColorText
Text5torage

MedifiedContentV5tack TupleViewlmage_EnvironmentKeyWritingMoedifierScaleColorText

Madified ContentV5tackTupleViewlmage_EnvirenmentKeyWritingModifierScaleColorText,

ModifiedContentV5tack TupleViewlmage_EnvironmentKeyWritingModifierScaleColorText
Text5torage

Image

MedifiedContentlmage_EnvirenmentKeyWritingMedifierScaleViewaM
_EnvironmentKeyWritingModifierlmageScaleView




Where do we start



Unattached Foreground Foreground
Inactive Active

Suspended Background Foreground
Inactive




COMMON ENTRYPOINTS

» applicationDidFinishLaunchingWithOptions
 applicationDidBecomeActive

» applicationDidEnterBackground
 applicationWillTerminate



Pillar 4

= [N

Libraries and Frameworks



LARGE



Classes

> ASAppearance

> ASColorWell

> ASPuppetView

> AppDelegate

> ColorSheetPresentationController
> ColorSheetViewController

> ErrorViewController

> Global

> KaraokeFlowController

> PuppetCollectionViewCell

> PuppetSelectionViewController

> RecordingCoordinator

Li b ra ri eS a n d fra m eWO rkS . RecordingFlowController

> RecordingSettingsViewController

> RecordingStatusViewController
a re Ofte n b u n d I ed o > RecordingViewController

> SPTAIbum

> SPTArtist

> SPTAudioStreamingController

> SPTAuth

> SPTAuthViewController

> SPTBrowse

> SPTCircularBuffer

> SPTConnectButton

> SPTCoreAudioController




HANDS ON:

Wait for this app
to decompille



How can we

libraries?



C’Developer Discover Develop Distribute Support Account

Audio and Video AVFoundation  Audio

AVFoundation

AVFoundation is the full featured framework for working with time-based audiovisual media
on i0S, macOS, watchOS and tvOS. Using AVFoundation, you can easily play, create, and
edit QuickTime movies and MPEG-4 files, play HLS streams, and build powerful media
functionality into your apps.

Q

AirPlay



READ DOCUMENTATION, NOT DECOMPILATION

AVFoundation / Media reading and writing

API Collection

Media reading and writing

Read images from video, export to alternative formats, and perform sample-level reading and writing
of media data.

Topics

Media export

3 Exporting video to alternative formats

Convert an existing movie file to a different format.

class AVAssetExportSession

An object that exports assets in a format that you specify using an export preset.



RUNTIME METHODS

local 38 PTR_PTR_1000af8f0;

local_40 = param_1;
_objc_msgSendSuper2(&local_40,PTR_s_viewDidLoad_1000ad278);
puVarl = PTR_s_view_1000ad2a8;
_objc_msgSend(param_1,PTR_s_view_1000ad2a8);

uVar2 = _objc_retainAutoreleasedReturnValue();
_objc_msgSend(PTR__0BJC_CLASS__ UIColor_1000af460,PTR_s_whiteColor_1000ad5d8);
uVar3 = _objc_retainAutoreleasedReturnValue();
_objc_msgSend(uVar2,PTR_s_setBackgroundColor__1000ad5e0, uVar3);
_objc_release(uvar3);

_objc_release(uvar2);

_objc_msgSend(param_1,puVarl);

uVar2 = _objc_retainAutoreleasedReturnValue();
_objc_msgSend(uVar2,PTR_s_setOpaque__1000ad5e8,1);
_objc_release(uvar2);
_objc_msgSend(param_1,PTR_s_navigationItem_1000ade38);

uVar2 = _objc_retainAutoreleasedReturnValue();
_objc_msgSend(uVar2,PTR_s_setlLargeTitleDisplayMode__1000ae4b8,2);
_objc_release(uvar2);
_objc_msgSend(param_1,PTR_s_setTitle__1000ad5f@,&cf_Record);
return;




RUNTIME METHODS

Objective-C Swift
 0bjc_msgSend  swift_demangle

* objc_release » swift_allocObject



Class cls = swift_getClassByName/( 9

xinstance = swift_allocObject(cls, (MyClass),

instance = @)



Pillar 1

P ——

=
0N

%

Permissions

Pillar 3

@

Executable

Pillar 2

o

Resources

Pillar 4

=

IR

Libraries and Frameworks



One more thing...




Swift::Range<int>::_lazy protocol_witness_table_accessor();

(extension_Swift)::Swift::Collection::_makeIterator();

while( true ) {

IVard.unknown =

N
§__demangling_cache_variable_for_type_metadata_for_Swift_IndexingIterator<Swift_Range<Swift_Int>>

__ swift_instantiateConcreteTypeFromMangledName();

Swift::IndexingIterator::_next(IVard);

if ((local 70 & 1) != @) break;

if (local_78 = 0) {
tVar9 = Swift::_ allocateUninitializedArray(1);
pcVar8 = (char x)0x1;
SVarld = Swift::String::init("Zero",4,1);
((String *)tVar9._)[1].bridgeObject = puVar2;
*(String *)tvar9._ = Svarle;
pcVar7 = pcVarl;
AVar3 = Swift::_finalizeUninitializedArray(tVar9._);
SVarll.str = (char x)CONCAT44(extraout_var,AVar3);
SVarll.bridgeObject = pcVar7;
separator.bridgeObject = pcVar6;
separator.str = pcVarg;
pcVar5 = SVarll.str;
Swift::_print(SVvarll,separator);
SVarl2.bridgeObject = pcVar7;
SVarl2.str = pcVar5;
separator_00.bridgeObject = pcVar6;
separator_00.str = pcVar8;
pcVaré = pcVar5;
pcVar8 = pcVar7;
Swift::_print(SVarl2,separator_00);
SVarl3.bridgeObject = pcVar5;
SVarl3.str = SVarll.str;
separator_@1.bridgeObject = pcVar6;
separator_@l.str = pcVar7;
Swift::_print(Svaril3,separator_01);
_swift_bridgeObjectRelease(pcvars);
_swift_bridgeObjectRelease(pcvar7);
_swift_bridgeObjectRelease(SVarll.str);

}




APPROXIMATE CODE IN TARGET LANGUAGES

C-Pseudocode LLM Processing  Swift Approximation



// Class: ControlFlowFlattening
// Function: nonControlFlowFlattened

func nonControlFlowFlattened() {

var local78: Int = @ // Placeholder for local 78

var local7@: UInt8 = @ // Placeholder for local_70

let puvar2 = typeMetadataForSwiftString() // Placeholder for puVar2

let pcVarl = typeMetadataForAny() + 8 // Placeholder for pcVarl

let pcVaré = protocolWitnessTableForSwiftIntComparable() // Placeholder for pcVaré

// Assuming the necessary Swift constructs replacing the low-level operations in the C-like code:
while true {

// This is a placeholder next.

// The .next() method should be properly adjusted according to the actual iterable used in Swift
local7e &= 1

if local7e != 0 {

: i break

E}E

if local78 == 0 {

let tVar9 = allocateUninitializedArray(1) // Placeholder for tuple allocation
let sVarled = "Zero"

print(svar1l@)

// Releasing memory if needed or using ARC in Swift, this can be omitted.
else if local78 < 6 {

let tvar9 = allocateUninitializedArray(1) // Placeholder for tuple allocation
let sVarled = "Less"

print(sVar1e)

// Releasing memory if needed or using ARC in Swift, this can be omitted.
else {

let tVar9 = allocateUninitializedArray(1) // Placeholder for tuple allocation
let sVarl@® = "Greater"

print(sVar1@)

// Releasing memory if needed or using ARC in Swift, this can be omitted.




Introducing

Malimite

& Malimite File View Windows

ControlFlowFlattening.ipa

com.testing.ControlFlowFlattening

4 Info.plist x

Classes
Files
v Payload/ControlFlowFiattening. app/
v Resources
cantmlFleIatrening
Pkginfo
v _codes;'gnature
CodeResources
Info.plist

Lom\JO\Lne.L.;'\z»—.

=
S

~

(i e
IR

—
~N o

A
=)

"CFBundleDevelopmentRegion": “en",
"Mini Version": "16,4", R
"?;g::;'lnglsdentifier": "com. testing.ControlFlowFlattenlng ”
"DTXcodeBuild"; "14E300c", :
"CFBundleExecutable": “ControlFlowF lattening",
"LSRequiresIPhoneOS": true,
"BuildMachine0sBy; ld"; "22068",
"UIApplicationSupportsIndirectInputEvents": true,
"CFBundlePackageType": "APPL",
"UISupportedInterfaceOrientations~iphone": [
"UHnterfaceOrientationPortrait",
"UIInterfaceOrientationLandscapeLeft",
"UIInterfaceOrientationLandscapeRight“

’
"DTCompiler"s “com.apple, compilers, 1lym, clang, 10",
"CFBundleName": "ControlFlowFlattening“,
"CFBundleSupportedPlatforms“: [

"iPhoneSimulator"

terfaceOrientations~ipad“: [
OrientationPort rait",
i Port raitUpsideDown”,
LandscapeLeft",
rientationLandscapeRight"

’
"DTPlatformBuild": “2@E238“,
4 'IApplicationScenwanifest“:

'UISceneConfi
"UIApplicatio true
o L g

’

“CFBundleInfoDictionar Versionn

: : sion"s g o
TSDKBu1ld": "20E238“y = '

"DTXcode": "1431n

'

"

CFBundleVersion":’ tgu

“DTSDKNape, " in

S icar. . 2Phones iy g
UIDev1ceFami[y",- [ ator16.q 2
1,

2
1,
"DTPlathnnVersio e o
" n": "16,4n

ILaU"ChSCreen": { 16.4 ’

ILaunchScreen"; {

}

“CFBundleShortV i

k erslonStri " gm

DTPlatfonrName“: "i onesnigmL;latlt;o’ '
et




FEATURES

e Multi-Platform
 Mac, Windows, Linux

* Direct support for IPA files

« Auto decodes iOS resources

» Avoids lib code decompilation
« Reconstructs Swift classes

e Built-in LLM method
translation




DEMO:

\nalyzing 10
with Malimite




N

Now go decompile some iOS
Applications!

You should be able to solvem |
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