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whoami
• Laurie Kirk

• Reverse Engineer

• Specialize in cross-
platform malware with a 
focus on mobile threats

• Run YouTube channel 
@lauriewired

@lauriewired



Decompilers



Thousands of Apps

Little Research



It’s Hard.



IPA

Decompiler

lipo

plutil

otool

Mach-O



Goal: 
Simplify iOS Analysis



Outcome

•Platform-Agnostic iOS RE

•Reduce manual analysis

• Increase iOS app research



Malimite



IPA Files

•Main application file for iOS

•Contains code, libs, permissions, and resources



Find Entry in binary

Locate the main Mach-O executable

Decode the resources 

Extract the payload



Important 
resources are neglected.



Four Pillars

Permissions

Executable

Resources

Libraries / 
Frameworks



Plan:
Analyze each pillar on multiple 

platforms



Pillar 1

Permissions



Understand 
application capabilities



Primary Permission Locations

Info.plist

embedded.mobileprovision



Info.plist

•Permissions granted by the user at runtime

•Example: camera, location



embedded.mobileprovision

•Entitlements granted by the system

•Example: iCloud, push notifications



Property Lists

•Binary or XML formats

•More than just the Info.plist!



XML plists are simple



Binary plists are a custom 
Apple format.



Decoding Libraries

WindowsLinuxMac

plutil plistliblibplist



Unique
tool per platform?



Proprietary plist reversed





embedded.mobilprovision

•Part property list

•Part PKCS #7 signature
• Signed by Apple



Less popular, 

less



Part 
plist

Part 
certificate



Extract and decode plist





Pillar 2

Resources



Supporting resources are 
spread throughout the IPA



Various                                  formats.proprietary



Plists

•Sometimes encoded

•Metadata, identifiers, URL schemes



Plists



Localized Strings

•User-facing text

•Labels, error messages, dev strings



Localized String Files

•Stored in .strings

•Multiple languages bundled into IPA



This looks familiar….





Localized 
Strings



The resources never end

•Nib

•Xib

•Storyboard



Parse strings from encoded files.





Pillar 3

Executable



Info.plist

•Defines the main 
executable binary



Account for Universal Binaries

Field Size Description

magic 4 bytes Magic number (indicates fat binary type).

nfat_arch 4 bytes Number of architectures in the binary.

cputype 4 bytes CPU type (e.g., arm64, x86_64).

cpusubtype 4 bytes CPU subtype (e.g., armv7, arm64e).

offset 4 bytes Offset to the Mach-O binary for this arch.

size 4 bytes Size of the Mach-O binary for this arch.

align 4 bytes Alignment of the binary (power of 2).



Extract Arch Slice for Decomp



Looks great on Mac!



Not so great elsewhere…



Parse code to

reconstruct
classes





Modified C++ Grammar

•Handle Swift namespace declarations

•Tolerate incorrectly formatted code



s21ControlFlowFlattening03nonaB9FlattenedyyF

void ControlFlowFlattening::nonControlFlowFlattened (void)





Where do we start analysis?





Common Entrypoints

•applicationDidFinishLaunchingWithOptions

•applicationDidBecomeActive

•applicationDidEnterBackground

•applicationWillTerminate



Pillar 4

Libraries and Frameworks



Why are iOS apps so

?



Libraries and frameworks 
are often bundled.



Hands On: 

Wait for this app 
to decompile



How can we

distinguish
libraries?





Read documentation, not decompilation



Runtime Methods



Runtime Methods

Objective-C

• objc_msgSend

• objc_release

Swift

• swift_demangle

• swift_allocObject







One more thing…





Approximate code in target languages

C-Pseudocode LLM Processing Swift Approximation





Introducing 
Malimite



Features

• Multi-Platform
• Mac, Windows, Linux

• Direct support for IPA files

• Auto decodes iOS resources

• Avoids lib code decompilation

• Reconstructs Swift classes

• Built-in LLM method 
translation



DEMO: 
Analyzing iOS Apps 
with Malimite





Thank You!

https://github.com/LaurieWired/Malimite
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