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Importance of time in sysdiagnose
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!

"

Understand how  
compromise happened

#
❗

☝



Power
Volume up

+ down







simplified









Files have no common format &



But, how about the time formats? 



Common time formats for logging

YYYY-MM-DD HH:MM:SS(Z)
ISO 8601

SSSSSSSSSS
UNIX epoch

YYYY-MM-DD HH:MM:SS.MMM GMT
Timezone abbreviation

https://docs.dynatrace.com/docs/observe-and-explore/log-monitoring/log-monitoring-configuration/timestamp-data-format

YYYY-MM-DD HH:MM:SS.MMM UTC+HH:MM
Offset to UTC zone

YYYY-MM-DD HH:MM+HH:MM

YYYY-MM-DDTHH:MM:SS.MMM(Z)

RFC 3339
YYYY-MM-DDTHH:MM:SS.MMMMMM



Common time formats for logging

2024-12-06 03:26:14
ISO 8601

1733491574
UNIX epoch

2024-12-05 17:26:14.286 HST
Timezone abbreviation

2024-12-05 17:26:14.286 UTC-10:00
Offset to UTC zone

2024-12-05 17:26-10:00

2024-12-06T03:26:14.286Z

RFC 3339
2024-12-06T03:26:14.286957



Offset to UTC in sysdiagnose



ISO 8601 in sysdiagnose



RFC 3339 in sysdiagnose



UNIX epoch in sysdiagnose



There are even more!



Other formats in sysdiagnose



Multiple formats in files



Multiple formats in files



Time format combinations and their frequency in %
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But how does time change? 
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Event triggering time change









--more-precision?





How could one detect changes

• most precise


• baseband logs (if possible) 


• most info (if gathered)


• hidutil.plist


• system_logs.logarchive, especially logd.0.log and logdata.statistics.0.txt


• AppConduit and MobileActivation logs 
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