


CVE-2024-40834 
A “shortcut” to the Bypass Road



Thank You Objective-See Foundation!

> Andy and Patrick, you guys rock!

> Thanks for creating this amazing conference and 

continuing doing it!

> Thanks for the opportunity! I’m a 1st time speaker in the 

conference and I’m stoked and humbled to be here

> Now I finally understand why everyone that comes to this 

conference loves it so much!
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Talk Outline

> What is the Apple Shortcuts app?

一 Built-in protections

一 Read, write, execute actions

> CVE-2024-40834

一 Bypassing “enable script” for arbitrary code exec

> Sharing malicious signed shortcuts

> Patch applied by Apple (HT214119)

> Final considerations



> Is a program that let you automate tasks with 

actions

> An action (the building block of a shortcut) is a 

single step of a task, for example:

一 Open a file (e.g. image.jpg)

一 Convert the image to .png

一 Save a File

> Can be shared with other people and installed 

(when its properly signed)

> Has a marketplace where you can upload and 

download/install useful shortcuts

What’s a shortcut?



> In essence, a shortcut is just another apple 

signed .plist file containing all its instructions 

inside.

> The shortcuts desktop client can be used to:

一 Run a shortcut

一 List installed shortcuts

一 View a shortcut

一 Sign a shortcut file to be shared and installed by 

other users

Shortcuts Client



> Block by default execution of the most 

dangerous actions, like running scripts (code 

execution)

> Block sharing large amounts of data

> Block deleting files without user confirmation

> Block deleting large amounts of files such as 

folders, etc.

> MacOS privacy control will alert for “potentially 

dangerous” access on first run. However, these 

alerts are common with non-malicious 

shortcuts.

> Only signed shortcuts can be shared

Built-in Protections



Interesting actions

Many more…



CVE-2024-40834

The initial idea… 

> We learned that script execution is blocked by 

default…

> We can: read, write, move, rename and open 

apps… these don’t require especial 

configuration…

> Can we use these primitives to modify or create 

a file that can give us code execution?

一 Writing a public key to authorized_keys?

一 Writing a cron job?

一 Write to a file that automatically “executes stuff” 

when the Terminal.app is open?

一 .zshrc (interactive shell)

一 .zprofile (login shell)

一 .zshenv (environment variables)

一 .zlogin (login shell)

一 .zlogout (when the shell exits)





Append text to 
existing .zshrc…

> If the .zshrc file already exists our idea bypasses 

the need to enable script and we achieve code 

exec… YAY!

> But what happens if the .zshrc file does not exist 

in the target system?

Great success!





Append text to a new 
.zshrc… > If the .zshrc does not exist, the shortcut will 

create the file… however, it will always add a 

.txt extension to it…

> Not ideal… for our attack to work we need to 

keep the name as .zshrc. 

> This behaviour greatly limits the attack to 

environments that already have an existent 

.zshrc file. 

> We need to do better…

No bueno 





> The final payload should work in all scenarios. 

With or without the presence of a .zshrc file

> To bypass the .txt extension limitation we 

needed to:

一 Save the payload in a temp file

一 Rename the temp file to .zshrc

一 Move the renamed file to the home directory

一 Profit.

CVE-2024-40834
Final Payload



Sharing malicious signed shortcuts…



Sharing malicious signed shortcuts…



Sharing malicious signed shortcuts…





Timeline of submission…

> 20/02/2024 – Reported the vulnerability to apple through their vulnerability report program.

> 17/03/2024 – Vulnerability was triaged by Apple, and they started investigating the root cause of the issue.

> 04/05/2024 – Asked for an update from apple regarding patch progress and informed the intention to submit about this 

vulnerability to security conferences.

> 07/05/2024 – Apple informed the intention to release a patch to the vulnerability in the updates for security updates scheduled for 

Summer 2024.

> 29/07/2024 – Apple released the security patch HT214119 and attributed the CVE-2024-40834 for this vulnerability.

> 27/09/2024 – Unfortunately, accordingly to the Apple Bug Bounty program rules, vulnerabilities that “require user interaction” do 

not qualify for a bounty…



Patch Applied by Apple 
(HT214119)

Will it be sufficient?





Appending text to 
existing .zshrc…

> If the .zshrc file already exists (or any other shell 

configuration file), the attack works without 

alerting the user. The patch does not affect the 

“append to file” action!

> Limited attack scenario. However, it still works.

Continues Working after Patch!



Final Considerations…

> Shortcuts has a massive attack surface… With some 

dangerous actions that offer a lot of capabilities to be 

exploited and abused.

> For example: Actions like “Get Contents of URL” or “Open 

X-Callback Url” allows you to use protocol handlers like 

file:// and they have a huge potential for SSRF and info 

leak.

> Other  easy bypasses like that probably still exist in the 

apple ecosystem and in the Shortcuts application…



Thank you     
tantosec.com

tantosec.com

http://tantosec.com
https://www.linkedin.com/company/tantosec/
https://x.com/TantoSecurity
https://github.com/tantosec
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