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Topics Covered

Operations
Campaigns/Delivery

Comparing Popular and Private Stealers
+ Diving into Cuckoo Stealer's Command-and-Control (C2)
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macOS Stealer

AMOS

Doshell Stealer

Banshee Stealer

Price

$3000 USD per
month per license

$2500 USD per
month per license

Initially $3000 USD
per month, later
became $1999 USD
per month

Windows Stealer

Lumma Stealer

Rhadamanthys

Stealc

Price

Pricing tiers range
from $100 USD to
$500 USD per month

Pricing tiers range
from $199 USD per
month to $499 USD
for 3 months

Pricing tiers range
from $200 USD per
month, $500 USD
for 3 months, and
$800 for 6 months
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@ calendly

18TEP 2 STEP Google Chrome needs to access System Settings

@ wi ouc w CLICK “OPEN"

C _—

Calendly

Cancel oK

System Preferences

To launch the application, you need to update the
system settings

Please enter your password.

™7

instruction.txt Terminal

More reading:
https[:]/moonlock[.Jcom/oftw-macos-stealers-paper
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Operations

You're AMOS!
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AMOS PandaX

Doshell Stealer

Cthulhu Stealer

Banshee Stealer

CryptoLove

\_

More insights:
https[:1/g0njxa.medium[.Jcom/the-journey-into-mac-os-infostealers-81873ef6d0b2
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AMOS (Ping3r)

1 >
: ShadowVault (Codehex)

| Realst Stealer

: Doshell Stealer (Rodrigo4)

: Pr

| Cthulhu Steale:r (Cthulhu Team)

| Cuckoo Stealer

I ; >
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Banshee Stealer (Kolosain)
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2024 2024 2024 2024 2024 2024
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SEO Poisoning @ MacOS Stealer

AMOS | Lumma

Malicious VSCode Extensions == Windows Payloads

AMOS | Stealc

Malicious Browser Update
AMOS | Lumma, HijackLoader, Rust-based downloader

Malvertising
Doshell | EugenLoader

Malvertising / SEO Poisoning
Doshell | EugenLoader / AMOS | MarioLoader, Rhadamanthys

Malvertising

Doshell | MarioLoader

Vishing

Doshell | HiddenWeaver, Parallax RAT
|

\IEW Oct Dec Jan Feb  April July

2023 2023 2023 2024 2024 2024 2024
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Fake Play-to-Earn Games

Evolion

@Evolion land

Evolion is the first unique-team battle with a brand new semi-deck building game
concept in the blockchain.

Ref: https://x.com/evoliongamenews CROWDSTRIKE



Fake Job Advertisements

Vel :' rP DS DV 1dlent Frotocoil
n lelnga /UX designer Data analyst Am

Managers

Premium Jobs

Web3 Jobs: https://t.me/talentprotoco
ey Google Docs

g GOOgI¢
Beta Testers Needed for... Sales Manager for Yo Contact Information

Ref: https[:]//x[.Jcom/zachxbt/status/1689300596627587072 CROWDSTRIKE




< Back ‘ Oliver < ) @
iast seen ['E\‘CE[TLE']‘

Today

Hey, Pau, it's Oliver from
EcoMetaland. We looked at your CM
resume and we thought it looked
promising. Especially since 90 out of
100 applications are from Nigeria with
no experience. We also realize that job
search services sometimes attract
applicants who are not interested in
the opportunities they are applying for,
and may do so just for fun oras a
casual endeavor. So we would like to
know if you are really interested ;5

Good afternoon Oliver! It's a pleasure
to connect 12:08

Ref: https[:]//x[.]Jcom/bochenn/status/1687104829292941312

Malware detected!

An infected file "Eco Launcher.dmg" was
detected on your Mac. Launch CleanMyMac to
remove it.

AtomicStealer
stealer
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A
Malvertising and SEO Poisoning Campaign Lure Groupings

Applications used by IT Cryptocurrency and Video Game Lures
Professionals and Corporate Financial Applications

74 es . V4 . -
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Malicious VSCode Extensions
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Vishing
TA legitimate staff
Obtained a few sets of credentials for initial access
Pentesting tool — configured victim's customer settings to malicious
DNS resolvers — malicious website users to download a tool

to assist with internet connectivity issues — and
and downloaded
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Let’'s compare popular and private
stealers with a
deep dive




Makes HTTP requests using CURL

Stealer Component Backdoor Component

File Operations Component Makes a socket connection
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C2 Server Endpoint
Cuckoo Stealer /index.php
GETCFG I<uuid> '|<campaign i i

> o - . JoECcre
Harvests browser extensions _ _ Jetumsconfig
BASECFG
Likely targets wallet and time-based
BASECFG

one-time password (TOTP) files

"Hardware UUID

CROWDSTRIKE
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BASECFG|<uuid>|<campaign>|<data

> C2 Server Endpoint
Cuckoo Stealer /index.php
tccutil reset

AppleEvents GETCEG

osascript -e 'set volume
output muted true'

returns config

BASECFG

osascript -e 'set volume
output muted false' = R---—--------

CROWDSTRIKE
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Stealer Component:

C2 server
Curve25519 public key

Stealer
Curve25519
public key

Shared
key

K>

Encrypted data

GZIP(Data)

Data sentto the C2
server

CROWDSTRIKE



Ml ANOS
Cuckoo
Stealer @
Stealer configuration

TCC Bypass

Asymmetric Encryption

Doshell Stealer
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C2 Server Endpoint
Cuckoo Stealer Istatic.php

101: key exchange

KV . 101l l<uuid>l|<campaign>I|<key
pS

command 103 or 104

optional: send results

111l l<uuid>l<random-string>l<dat
a>

commands: 105 or 106

command 115

Starts Cuckoo Stealer's

S stealer component C2
communication
command 113
Starts Cuckoo Stealer's file
P operations component C2

communication
command 114

CROWDSTRIKE
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C2 Server Endpoint
Cuckoo Stealer Istatic.php

101: key exchange

111: register victim

loop 102: beacon >

command 103 or 104
optional: send results
103 or 104 : Execute shell commands
” commands: 105 or 106
<
b command 115
<
Starts Cuckoo Stealer's
o2 stealer component C2
communication
4 command 113
<
Starts Cuckoo Stealer's file
P operations component C2
communication
L command 114
<
» INIT
<
101: redo key exchange

CROWDSTRIKE
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C2 Server Endpoint
Cuckoo Stealer Istatic.php

101: key exchange

>
>
111: register victim &
>
loop 102: beacon >
= command 103 or 104
<
optional: send results &
L
commands: 105 or 106
b command 115
<
>
»
2 command 113
<
>
>
L command 114
<
INIT
<&
<
101: redo key exchange

® Crowdstrike, Inc. All Rights Reserved

Starts Cuckoo Stealer's
stealer component C2
communication

Starts Cuckoo Stealer's file
operations component C2
communication

105

106

Reboot the machine

Uninstall itself

CROWDSTRIKE



® C

Cuckoo Stealer

101: key exchange

111: register victim

C2 Server Endpoint
Istatic.php

102: beacon

command 103 or 104

optional: send results

commands: 105 or 106

command 115

command 113

115;
e Restart stealer component

Starts Cuckoo Stealer's

== |- - > stalercomporenicz e Optionally exfiltrate to a new C2 server

communication

Starts Cuckoo Stealer's file
P operations component C2

command 114

INIT

101: redo key exchange

»
L

communication

CROWDSTRIKE



® C

Cuckoo Stealer

101: key exchange

111: register victim

C2 Server Endpoint
Istatic.php

102: beacon

command 103 or 104

optional: send results

commands: 105 or 106

command 115

»
>

command 113

INIT

101: redo key exchange |
>

L - >

Starts Cuckoo Stealer's
stealer component C2
communication

Starts Cuckoo Stealer's file
operations component C2
communication

113 : Create a TCP socket connection to a
specified IP and port

114 : Terminate the TCP socket connection

CROWDSTRIKE



Cuckoo Stealer C2 TCP Server

initiate socket connection

loop ,D

sub-commands: 2 or 3

send results

sub-commands: 5 or 6

® Crowdstrike, Inc. All Rights Reserved

00000000
00000010
00000020
00000030
00000040

5d da 76 41 24

2d 58
58 58
41 41
31 Tc

58 58 58
58 58 58
41 41 41
2f 55 73

00
A
58
41
65

00
58
58
41
72

00
58
58
41
73

58
58
58
41
2f

58
58
58
41
T4

58
2d
58
41
65

58
58
58
41
73

58
58
0d
41
T4

58
58
00
41

0x4176da5d : Magic DWORD

58
58
00
41

58
24
00
41

11ZvA$. . . XXXXXXXX|
| -XXXX-XXXX-XXXX- |
| XXXXXXXXXXXX. ... |
| AAAAAAAAAAAAARAA |
|11/Users/test|

AAAAAAAAAAAAAAAA :Embedded string
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Cuckoo Stealer

initiate socket connection

C2 TCP Server

loop ,o

sub-commands: 2 or 3

sub-commands: 5 or 6

® Crowdstrike, Inc. All Rights Reserved

2 List files in directory

3: Upload files

CROWDSTRIKE



Cuckoo Stealer

initiate socket connection

C2 TCP Server

loop ,D

sub-commands: 2 or 3

send results

sub-commands: 5 or 6

® Crowdstrike, Inc. All Rights Reserved

5: Move file

6: Delete file

CROWDSTRIKE



Plot Twist...

Cuckoo Stealer
(a.k.a foiStealer)
& &




Conclusion

e Revolving door landscape
o plays a big role

e MacOS stealer trend will likely

CROWDSTRIKE
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Questions?
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Bonus Slides



Backdoor Component:

MD5(Shared Curve25519 key) @ Data
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Wallets Passwords

2024

2024-01-22 20:2

2024-01-2317:03:08

clean 2024-01-2317:07:08

cl 2024-01-2317:48:50

2024-01-23 20:04:42

clean 2024-01-2410:47:37

clean 2024-01-2510:19:36

1038

lootway

clean

AMOS Panel

Atomic Stealer - O630p nora

0 BpeMeHH CYTOK, yBaXaeMbie uHTaTen. B 3T0il CTaThe 5 ONALLY CTPYKTYPY /iora
Atomic Stealer. [Tp CO3%aHHH CTW1ea Mi CTapa/HCh NPH/ePAHBATHC 0Bl KapTHihi

BHJb /103, HO BHEC/IH HEKOTOPBIE H3MEHeHHS, O KOTOPLIX i Cefiuac PaCCKaXy

O6wuii BuA nora:

Passwords.txt
Autofills.txt
Userinformation.txt
FileGrabber
Wallets

B8 Cookies

keychain.txt

UserInformation. txt

Texcmoasiii aiia, codepcauyui ungpopy
ATOMIC WAC STEALER V1.1
Hetaask Info
Seeds: british lock dock pock tong back exercise esotion priority teach please crusble
Private Key o
hit

/debank. con/prof i 1e/0xd5d110bc7 f3beS6cO1bc11c4 fb5da7a0bbab3T3
https://debank. con/prof iLe/@x45788387ebdB8c1a046360322060792ac102c e

AMOS's Blogpost
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Rodrigo4
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