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Overview

‘ Problem and solution ‘ Training of the models
‘ Collection of the training data ‘ Creating the web solution

‘ Automatization ‘ Demo
‘ Data fetching
‘ Preprocessing




Problem

e manual analysis is time consuming
e |0tS Of steps

e high number of files

o CcOMplexity

e delay inresponse




Solution

e aweb solution using machine lerarning that gives us a
prediction it a file is malicious or not

 theuser only need to run the file and collect the logs

e fast and efficient

o Scalability

e casy touse
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Atomic Stealer
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Automatization

1 ® fetch_data M 13s @ o @ preprocess_data 1M 9s ® e @ validate_data

e @ split_data 1m 10s e @ test_data Tm13s @

? @ train_model 2m 0s

©

3 @ deploy_to_dockerhub  2m19s 0 Q

GitHub “C5



r Data fetching
- J



Preprocessing

removing unnecessary columns

encoding categorical data

feature engdineering

handling missing values

scaling data

D\C

balancing the dataset

g DagsHub




Datasets
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Models and experiments
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Registered models

TivadarMartina / ml-malware-detection & ® Unwatch 1 ¢y Star % Fork

Connected to https://github.com/TivadarMartina/ml-malware-detection.git - 5 hours ago
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Model name Description Latest Version Aliased versions
AdaBoostModel Version 4

AdaB M 1OMMNX Version 4

LogisticRegressionModel| Version 23

LogisticRegressionModelONNX Version 23



Web
Solution

UploactélSON File Get Prediction

Flask

web deve IUplTlL nt,
one drop at a time

o Render



Upload JSON File Get Prediction




Not!

when you thought everything would be
easy peasy lemon squeezy but it's
actually difficult difficult lemon difficult

Possible improvements

e automatization of log the collection
e the prediction process onRender iS
Slow

o TivadarMartina
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