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What is a stealer and why do I 
care?



Addressing the elephant in the room

• Yes, we’re doing a talk about stealers 

• Yes, we’re getting sick of  it too 

• Yes, it’s still important



Who are the players?

AMOS BansheeCthulhuPoseidon

ECrime IslandAPT Island

DPRK



Our focus: Crime

AMOS
Banshee

CthulhuPoseidon



What are they after?
Your 3 C’s to their C2s

Crypto

Cookies

Creds

Files



What are they after?

Contents of  data stolen from AMOS victim



UserInformation.txt

What are they after?

Passwords.txt



What are they after?

Cookies from Brave



Malware as a Service (MaaS to the VCs)

Tools != People



Infostealer Impact

• Goated for Initial Access 

• Especially problematic for corp / businesses 

• Large financial losses 

• Personal security nightmare



Where are these coming from?

• They’re in your… 

• Ads (Malvertising) 

• DMs 

• Apps you didn’t want to pay for

Autofills.txt

plaintext password lol



https://www.jamf.com/blog/infostealers-pose-threat-to-
macos/

Where are these coming from?

Fake brew install page
Autofills.txt

install.sh script content



Let’s talk RE



Poseidon: Sharing is caring



Origin Story: Poseidon

• Rodrigo4 releases RodStealer 

• Rebranded to Poseidon (September 29, 2023) 

• Primarily used AppleScript  

• Moved to a Python implementation  (February 2024) 

• Poseidon web panel that also targets VPN configs (June 2024)  

• Rodrigo4 announces Poseidon is for sale (July 2024)

Rodrigo4



“Heavy” on the AppleScript

Not much to it…!













Python Version

XORed Python Script

XOR “Decryption” Loop

Thats… not how that works Binja Script for Decoding



Python Version

Looks… familiar?



Panel panel on the wall

• Generate builds 

• Search stolen content 

• Configure alerting via Telegram 

• Convert cookies

Poseidon Stealer Panel



Panel panel on the wall

Poseidon Builder Panel

*posideon panel in minecraft* 

*not the real panel i promise*



I am the admin now

Nice panel source Add admin user

List admin user

Edit admin user



Womp Womp

Womp Womp



Good riddance🖕(kinda)

XSS.is Post from Rod



AMOS

CthulhuPoseidon
Banshee



Banshee: Kicked off the island



Origin Story: Banshee

• Banshee released as C++ (July 18, 2024) 

• Objective-C version released (August 20, 2024) 

• Return to C++ 

• Objective-C build leaked (November 23, 2024) 

• Collection is all native, no AppleScript 🥰

Nobody likes me :(









Primary System Classes







Tools helper class



I got ur IP, its 127.0.0.1



Banshee 🤝 Objective-C

Banshee Objective-C from Sept. 4, 2024



Macro Obfuscation Pain

• Uses a C++ template to obfuscate symbols dynamically 

• Workflow 

• Identify encryption loops with YARA 

• Extract reference bytes 

• Perform XOR and place comment at location



“Polymorphic Encryption”
encrypted string

keystring size * 8

Python Reimplementation

Example Decrypted String



All ur sources are belong to us

Leaked Banshee Objective-C Source Code



Good riddance🖕(kinda)

Banshee Stealer Telegram Banshee Stealer Telegram (Translated)



AMOS/AtomicStealer: The OG



Nov 2023 
C++

Aug 2023 
Go

March 
2023 
C++

June 
2023 
C++Jan 2024 

Go

Sept 2023 
C++ 

An AMOS Anthology

Feb 2023 
Go 

Sept 2024 
C++

*not a pentagram



Embrace FOSS (Free Open Source Stealer)

DMG MACHO APPLE 
SCRIPT

Lure DMG Binary Dropper AppleScript Payload >:(



RC4 in 2024???

“Custom” RC4 Implementation

Main of  AMOS using RC4



CyberChef  doing the most



Based Obfuscation

Const section

Hex decoded payload



Based Obfuscation

Decompilation of  Based Lookup Table

Python Implementation



Encoding == Encryption right?

alphabet = d)M+IxLitgj8J0s=kcG…n9_6p<uXDCE1VQ?qFaB3Wm4b

i = 0 

ord(“d”) = 100 * 4

0



Encoding == Encryption right?

alphabet = d)M+IxLitgj8J0s=kcG…n9_6p<uXDCE1VQ?qFaB3Wm4b

i = 1 

ord(“)”) = 41 * 4

1

0



Encoding == Encryption right?

alphabet = d)M+IxLitgj8J0s=kcG…n9_6p<uXDCE1VQ?qFaB3Wm4b

i = 2 

ord(“M”) = 77 * 4

1

2

0



Encoding == Encryption right?

alphabet = d)M+IxLitgj8J0s=kcG…n9_6p<uXDCE1VQ?qFaB3Wm4b

i = 3 

ord(“+”) = 43 * 4

1 3

2

0



Based Obfuscation

Python Implementation 



FOSS (again)

Poseidon AppleScript… again… :(



Cthulhu: I am become stealer



Origin Story: Cthulhu

• Traffer group & early AMOS client 

• Forked from early Go builds of  
AMOS + new functionality 

• Custom C2s are for losers 

• Telegram 

• MongoDB 

• AWS S3



All ur source are belong to us

File uploaded to VirusTotal on 



RE on easy mode <3

String ref… omg wait is that source lol

Main function of  my_builder



RE on easy mode <3

Cthulhu Source Code

Developer Killswitch

Send Info



Exfil (with extra steps)

CTHULHU

gofile.io/getURL MongoDBgofile.io/gotURL

request url

gotURL

upload stolen file

upload stolen file URL



AMOS

Cthulhu



RustDoor: Honorable Mention



Origin Story: RustDoor

• First observed (September 2024) as cracked Visual Studio for Mac 

• zsh_env contained Poseidon AppleScript 

• Persists via LaunchAgent

Embedded Poseidon AppleScript 



AMOS
DPRK



Static detections are hard, are 
we cooked?



Ask not what ES can do for you

Process



Ask not what ES can do for you

ProcessParent



Ask not what ES can do for you

ProcessParentGrand



Ask not what ES can do for you

Process

Parent

Grand /Volumes/TradingView.app/ 
Contents/MacOS/tradingview

/bin/sh -c

/usr/bin/osascript

Parent



Grand Parent

Ask not what ES can do for you

Process

Parent

/Applications/TradingView.app/ 
Contents/MacOS/tradingview

/bin/sh -c

/usr/bin/osascript



Grand Parent

Ask not what ES can do for you

Process

Parent

/Applications/TradingView.app/ 
Contents/MacOS/tradingview

/bin/sh -c

/usr/bin/osascript



Ask not what ES can do for you

Process

Parent

Grand Parent



Ask not what ES can do for you

Process

Parent

dscl

args <Local/Default || . > authonly

Grand Parent



Ask not what ES can do for you

Process

Parent

system_profiler

args SPHardwareDataType

Grand Parent

/bin/sh -c



Ask not what ES can do for you

Process

Parent

system_profiler

args SPHardwareDataType

Grand Parent

/bin/sh -c



Ask not what ES can do for you

Process

Parent

system_profiler

args SPHardwareDataType

Grand Parent

/bin/sh -c



Ask not what ES can do for you

Process

Parent

system_profiler

args SPHardwareDataType

Grand Parent

/bin/sh -c



Takeaways

• Behavioral detections are your ✨bestie✨ 

• Tools not people 

• Stealers are a very real issue 

• Doesn’t need to be 1337 to be effective



https://github.com/ald3ns/
OBTSv7-Stealer-Crossing



Thank you OBTS <3


