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What Started our Investigation?





Blocked reverse shell attempts



Suspicious connection using “curl”



An unsigned “VisualStudio” process accessing browser credentials



An unsigned “VisualStudio” process accessing browser credentials

Suspicious connection using “curl”

Blocked reverse shell attempts



Fake Job Interviews and North Korean “Recruiters”

Software developer “Recruiter”Way of communication



Infected C# project



https://www.jamf.com/blog/jamf-threat-labs-observes-t
argeted-attacks-amid-fbi-warnings/

https://www.ic3.gov/PSA/2024/PSA240903



Discovery of Koi Stealer for macOS



Malware#1: RustDoor

● Written in Rust

● A backdoor and infostealer

● Distributed by masquerading as legitimate software updates

● Attributed to North-Korean state-sponsored threat actors



Malware#2: ???

● Masqueraded as a Visual Studio

● Shared infrastructure with RustDoor

● Execution of shell commands

Fake pop ups?



Technical Analysis of Koi Stealer



Initial Execution

Under the hood



Execution Flow

A clue!



Data Collection Capabilities

Memory stream



?

Remove permissions?

Mute sound?

Data Collection Capabilities



get_desktop_documents_files
The AppleScript code

The targeted extensions



Stealth and Evasion Techniques

VS. +

Apple event permissions

Direct access



The Full Picture

Resetting permissions to ensure pop-up will appear

Stealing interesting files

Muting so the user won’t notice

Sending all to the C2

Unmute and exit



Koi Stealer: Windows vs macOS



Communication



Data Collection Capabilities



Attribution



Victimology

Toolset

Adversary

Infrastructure

apple-ads-metric[.]com
visualstudiomacupdate[.]com
5.255.101[.]148
31.41.244[.]92

Software developers in the cryptocurrency sector

RustDoor
Koi Stealer

North Korean Activity Cluster





Humans are still the 
weakest link

The importance of 
intelligence driven threat  
hunting

North Korea is a dominant 
force in macOS threats

Key Takeaways



https://unit42.paloaltonetworks.com/macos-malware-targets-crypto-sector/


