
Detecting command and control
on MacOS 



Whoami
• Anje Knottnerus
• Background in Data Science and Engineering
• Detection Engineer at Adyen





Universal Simple



What is command and control?



ZuRu



ZuRu ft. Kephri



Thec2matrix.com
30 Python HTTP



Kephri agent

EVERY 5 SECONDS



How to C2 detect in a universal way?
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How to C2 detect in a universal way?



Beaconing

EVERY 5 SECONDS



How to C2 detect in a simple way?



AI 



Complexity

Interpretability ~ control

Large language models

Machine learning

Statistics

Heuristics



How to detect C2 in a simple way?



Beaconing 



Beaconing configuration 



Callback and jitter estimate 

• callback = count of requests / time unit
• jitter = second order difference time / count of requests 



Callback (seconds) Jitter (seconds)

MacOS.ZuRu 5 10

NimDoor 30 20

Tiny FUD 300 30

Slack 1 65

Video conferencing 5 78

IDE 30 60

Data back up 1000 0
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REALITY 
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Complexity

Large language models

Machine learning

Statistics

Heuristics

Time to increase complexity?

Interpretability ~ control

?





Callback (seconds) Jitter (seconds)

MacOS.ZuRu 5 10

NimDoor 30 20

Tiny FUD 300 30

Slack 1 65

Video conferencing 5 78

IDE 30 60

Data back up 1000 0

The simple approach: heuristics

Exclude expected combinations 
processes + commands + ports + ..



Why stealth comes at a cost

Waiting time

Jitter + callback





The detection



The data pipeline



Socket events and processes

• opensource
• flexible: sql  
• manage the volume of socket data



Osquery logs in elastic
 



Python logic





Advantages Disadvantages

One detection to cover C2 beacons Baselining

Control of what is detected and what 
is not Maintenance

Understandable

Tailored to your environment 



Universal Simple




