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what is TCC?

• Transparency, Consent and Control (TCC) is a macOS 
mechanism that controls permissions to “sensitive data”

 Files (Desktop, Downloads)  Microphone,  Camera
      Location     Calendar
      iCloud     Screen Recording 
       Automation     And More…
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what is TCC?

Managed in System Preferences -> Privacy & Security -> Privacy
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what is TCC?
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what is TCC?
tccd Daemon

(Transparency, Consent, Ctrl)

System-Wide TCC Database
(TCC.db)

Per-User TCC Database
(TCC.db)

Persistent user 
choices stored 

Persistent system 
choices stored 

Requires **Full Disk Access** to 
read/write

Requires **Full Disk Access** to 
read, and protected by **SIP** so 

you cannot write
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what is a TCC bypass?
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types of TCC bypasses

Complete Partial

can gain arbitrary access to most 
(or all) TCC service types

can get access to one or few TCC 
service types

e.g. override TCC.db - getting the 
ability to approve TCC service 
types to arbitrary Apps

e.g. getting location data
e.g. getting access to 
Documents folder
e.g. getting camera access
…
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what are entitlements?

• Apple heavily uses a privilege mechanism called “Entitlements”
• Key-value pairs tightly coupled with the digital signature

• Public ones:
• com.apple.security.network.client – enables outbounds network connections
• com.apple.security.files.user-selected.read-write – enables selecting files
• …

• Private ones:
• com.apple.system-task-ports – enables getting task ports
• com.apple.private.tcc.allow – lists TCC services the App automatically gets access to
• …
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TCC specific entitlements

• Most TCC bypasses target or focus on binaries with TCC Specific 
Entitlements (hint: mdworker_shared, etc)

•  com.apple.private.tcc.allow
•  com.apple.private.tcc.manager
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TCC specific entitlements

• Example: there are no TCC checks on Safari with regards to 
Microphone or Camera access (etc.)
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what is Spotlight?

• Spotlight is an indexing service on macOS
• Enables fast search based on file names and contents
• Command+Space  \ mdfind
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what is Spotlight?
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past  Spotlight bugs and research
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past  Spotlight bugs and research
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Spotlight architecture

• Complex and IPC-heavy design (as usual)
• mds: Metadata server. Coordinator for other parts of Spotlight.
• mdworker: indexes specific file types in a sandbox.
• mdworker_shared: multi-tenant worker, also sandboxed.
• Index files are stored in “.Spotlight-V100” files

• TCC protected (but can be accessed if FDA is granted from root)
• corespotlightd: feeds Spotlight “knowledge” into Siri / Apple Intelligence

• Utilities:
• mdutil, mdimport, mdfind
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Spotlight architecture
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Spotlight architecture

• Since Spotlight needs to know how to index contents from 
arbitrary file types, the entire system is built around plugins.
• MacOS bundles with .mdimporter extension
• You can find built-in ones in /System/Library/Spotlight
• Remember: /System cannot be tampered with (SIP and others)
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Spotlight architecture

• Because mdworker_shared and friends index arbitrary files – they 
have a private Apple Entitlements:
• kTCCServiceSystemPolicyAllFiles
• Equivalent to “Full Disk Access”!
• And other stuff like access to addressbook, calendar and reminders 

• Sandboxed via dedicated rules
• Enforced by mds when it launches it at runtime
• Cannot read files unless passed down using XPC
• No network access
• No forks
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Spotlight architecture
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Spotlight architecture
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Spotlight plugins

• You can code your own plugin!
• Does not even have to be signed!
• Place under ~/Library/Spotlight/*.mdimporter
• No need for root access

• How do you code one?
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Spotlight plugins

• Shout-out to Csaba Fitzl:
• https://theevilbit.github.io/beyond/beyond_0011/
• He used a Spotlight plugin for persistence

• Concepts:
• A metadata file (Info.plist) with another metadata file(schema.xml) 

declare the type of files the importer will intercept
• Implement a method GetMetadataForFile with your implementation
• Done
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Spotlight hacking

• Is the sandboxing sufficient?
• ABSOLUTELY NOT
• You get read access to a file – and can leak it in many different ways

• CPU spikes
• Any type of signaling
• …
• We chose the standard log though..
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Spotlight hacking
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Spotlight hacking

• Two things still missing: triggering on arbitrary files and declaring 
the right types of files

• Triggering is easy:
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Discovering arbitrary UTIs

• File types are declared by a schema called UTI
• Uniform Type Identifier
• Can be done with the uttype utility or mdls utility

• Examples:
• public.jpeg, public.text
• com.adobe.pdf, com.microsoft.word.doc
• dyn.ah62d4rv4ge81g3pubsvge4v

• Dynamic types are created for files that don’t match a well-known 
or declared UTI
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Discovering arbitrary UTIs
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Adjusting for arbitrary UTIs

• Dynamic UTIs start with a “dyn.” and then an opaque hash
• Changes between machines

• However, since our plugin is not signed – we do not even need to 
recompile it to leak arbitrary file contents.
• No even need for patching since everything is neatly in XML.
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Putting it all together
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What are the implications?

• Reading arbitrary files – TCC bypass.
• ”Slice and dice” – guess different file types and run mdimport on 

directories recursively.
• What are super interesting files we could read?

• Besides the obvious (private documents, TCC.db etc.)?
• How about Apple Intelligence based files?
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Apple Intelligence - background

• Apple Intelligence is a personal AI system that integrated 
generative AI technology on iOS, macOS and iPad.

• Includes cool features such as:
• Writing tools: writing assistance in Mail and Notes
• Smartphone replies & summaries: in Mail and Notifications
• Photo Search: searches through Photos in natural language
• Audio Transcription & Summary: for voice notes and calls
• (and much more!)
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Apple Intelligence - background

• Design contains on-device processing, but also requires caching
• For example, Photos tagging data is cached in files
• Cache seems to be TCC protected (“Access to Pictures”)
• (We won’t get into PCC = Private Cloud Compute)
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example photo tagging
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Apple Intelligence – DB contents

• Changes between OS versions, but Photos.sqlite seems to have:
• Geolocation data
• Photos and Videos metadata
• Face and person recognition data
• User activity and event context
• Deleted photos and videos
• Search history and user preferences

• Also synchronized between devices based on iCloud account!
• Major privacy implications
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Implications
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Other implications
• Safari, reading iMessage chats
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Other implications
• Mail forensics
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Other implications
• Current location (from Weather)
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Other implications
• Getting activity from knowledgeC.db
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Detection opportunities

• Low hanging fruit:
• Invocation of mdimport (especially –i)

• Medium hanging fruit:
• Unsigned (or ad-hoc signed?) .mdimporter bundle
• Anomalous editing of .mdimporter schema \ Info.plist
• Dynamic UTI interception (dyn.*) by .mdimporter

• And as always – make sure your box is patched!
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Apple’s fix

• Why is this under “logging”?
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Also – is this enough?

• Access to “Photos” has vast implications
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Summary

• With the rise of AI, privacy implications become increasingly dire.
• TCC might not be enough to hold down that fort!
• Design issues and lack of digital signature enforcement of 

Spotlight Plugins risk user privacy.
• Variant analysis is tough.
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