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Apple security releases
This document lists security updates and Rapid Security Responses for Apple software.

About Apple security releases
For the protection of our customers, Apple doesn't disclose, discuss, or confirm security issues until an
investigation h a s occurred and p a t c h e s o r r e l e a s e s a re generally available. This document l is ts r e c e n t
releases, including security updates and Rapid Security Responses.

If you need technical support for a security issue-for example, to reset your Apple ID password or t o
review a recent App Store charge-view t h e Get help with security issues article.

If you believe that you've discovered a security or privacy vulnerability in an Apple product, learn how t o
submit your research.

Get the la test software updates from Apple
Keeping your software u p t o d a t e i s o n e o f t h e m o s t important things you c a n d o t o maintain your Apple
product ' s security.

• The l a t e s t version o f i O S and iPadOS i s 26.0.1. Learn how t o upda te t h e software o n your iPhone o r iPad.

• T h e l a t e s t version of macOS i s 26.0.1. Learn h o w t o upda te t h e software o n your Mac a n d how t o allow
important background u p d a t e s .
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About t h e security content of iOS 2 6
a n d i P a d O S 2 6
This document describes the security content of iOS 2 6 and iPadOS 2 6 .

About Apple security updates
For our customers' protection, Apple doesn't disclose, discuss, or confirm security issues until a n
investigation has occurred and patches or releases are available. Recent releases are listed on t h e Apple
security releases page .

Apple security documents reference vulnerabilities by CVE-ID when possible.

F o r m o r e information a b o u t securi ty, s e e t h e Apple Produc t Securi ty p a g e .

i O S 2 6 a n d iPadOS 2 6
Released September 15, 2 0 2 5

Apple Neural Engine

Available for: iPhone 11 and later, iPad Pro 12.9-inch 3rd generation and later, iPad Pro 11-inch 1st
generation and later, iPad Air 3rd generation and later, iPad 8th generation and later, and iPad mini 5th
generation and later
Impact: An a p p may b e able t o cause unexpected sys tem termination

Description: An out-of-bounds access issue was addressed with improved bounds checking.

CVE-2025-43344: a n anonymous r e s e a r c h e r

A n n l e M o b i l e F i l e l n t e a r i t v



D e s c r i p t i o n . A p e r m i s s i o n s I s s u e w a s a d d r e s s e a w i t h a d d i t i o n a l r e s t r i c t i o n s .

CVE-2025-43317: Mickey J in (@patch1t)

A u d i o

Available for: iPhone 11 and later, iPad Pro 12.9-inch 3rd generation and later, iPad Pro 11-inch 1st
generation and later, iPad Air 3rd generation and later, iPad 8th generation and later, and iPad mini 5th
generation a n d later

Impact: Processing a maliciously crafted media file m a y lead t o unexpected a p p termination o r corrupt
p r o c e s s m e m o r y

Description: An out-of-bounds access issue was addressed with improved bounds checking.

CVE-2025-43346: Hossein Lotfi (@hosselot) of Trend Micro Zero Day Initiative

B l u e t o o t h

Available for: iPhone 11 and later, iPad Pro 12.9-inch 3rd generation and later, iPad Pro 11-inch 1st
generation and later, iPad Air 3rd generation and later, iPad 8th generation and later, and iPad mini 5th

N a n c r a t i o n A n d I n t a r



IOKit

Available for: iPhone 11 and later, iPad Pro 12.9-inch 3rd generation and later, iPad Pro 11-
inch 1st generation and later, iPad Air 3rd generation and later, iPad 8th generation and
later, and iPad mini 5th generation and later

Impact: An a p p may b e ab le t o a c c e s s sensitive u s e r da ta

Description: An authorization issue was addressed with improved s ta te management.

CVE-2025-31255: Csaba Fitzl (@theevilbit) o f Kandji
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https://support.apple.com/en-us/HT213757




https://github.com/blacktop/ipsw


ipsw download ipsw --device iPhone14,7 -b
20F66

ipsw download ipsw --device iPhone14,7 -b
20E252





ipsw diff
iPhone14,7_16.4.1_20E252_Restore.ipsw
iPhone14,7_16.5_20F66_Restore.ipsw



https://gist.github.com/clearbluejar/1036971d1298566e31923aed8d997314
https://gist.github.com/clearbluejar/1036971d1298566e31923aed8d997314




https://support.apple.com/en-us/HT213757


cat iPhone14,7_16.4.1_20E252-
iPhone14,7_16.5_20F66.ipsw.diff.md | grep -i

tele



user@m1 iPhone14,7 % c a t iPhone14,7_16.4.1_20E252-iPhone14,7_16.5_20F66.ipsw.diff.md |
*/System/Library/Frameworks/CoreTelephony.framework/Support/CommCenter'
/System/Library/Frameworks/CoreTelephony. framework/Support/CommCenterMobileHelper'
*/System/Library/Frameworks/CoreTelephony.framework/Support/CommCenterRootHelper'
*/System/Library/PrivateFrameworks/TelephonyUtilities.framework/XPCServices/com.appl

•FaceTime.FTConversationService'
• */System/Library/PrivateFrameworks/TelephonyUtilities.framework/callservicesd
• '/System/Library/PrivateFrameworks/iCloudDriveService.framework/XPCServices/Telemetr

*/System/Library/Frameworks/CoreTelephony.framework/CoreTelephony*
/System/Library/PrivateFrameworks/IPTelephony.framework/Support/libIPTelephony.dyli

*/System/Library/PrivateFrameworks/SiriPrivateLearningAnalytics.framework/SiriPrivat
> */System/Library/PrivateFrameworks/SiriPrivateLearningInference.framework/SiriPrivat

*/System/Library/PrivateFrameworks/TelephonyUtilities.framework/TelephonyUtilities





M a c h O s

T   U p d a t e d

/System/Library/Frameworks/CoreTelephony. framework/Support/Commenter
/System/Library/Frameworks/CoreTelephony. framework/Support/CommCenterMobileHelper
/System/Library/Frameworks/CoreTelephony. framework/Support/CommCenterRootHelper

sof twareupda ted

/System/Library/Pr ivateFrameworks/MobileSoftwareUpdate . f ramework/Support /sof twareupdated
/System/Library/PrivateFrameworks/TelephonyUtilities.framework/XPCServices/com.apple.FaceTime.
FTConversationService.xpc/com.apple.FaceTime.FTConversationService
/System/Library/PrivateFrameworks/TelephonyUtilities.framework/callservicesd

TelemetryDiskChecker

/System/Library/PrivateFrameworks/iCloudDriveService.framework/XPCServices/TelemetryDiskChecke
r . xpc/TelemetryDiskChecker

D S C

1   U p d a t e d

CoreTelephony

/System/Library/Frameworks/CoreTelephony.framework/CoreTelephony

LibIPTelephony d y l i b



ipsw extract -d
<IPSW>

ipsw dyld split
dyld_shared_cache_a
rm64e





T o i k e



% ghidriff libIPTelephony.dylib.arm64.1897-
iOS_16.4.1_20E252

libIPTelephony.dylib.arm64.1898.1-
iOS_16.5_20F66



https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md
https://gist.github.com/clearbluejar/8b8343d4ab1669cc74efa2bb63cd3e7b#file-libiptelephony-dylib-arm64-1897-ios_16-4-1_20e252-libiptelephony-dylib-arm64-1898-1-ios_16-5_20f66-ghidriff-md


⽬ SipAlertInfoHeader::clone CHANGED
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*puVar2 = *puVar8;
puVar2 = puVar2 + 1;
puVar8 = puVar7;

} while (puVar7 != puVar9);
plVar14 = *(long **) (in_x0 + 0x40);
plVar15 = *(long **) (in_x0 + 0x48);
* t h i s = &DAT_2;
this [9] = this [8];
do {

if (plVar14 == plVar15) {
return this;

}
lVar12 = *plVar14;
puVar2 = (undefined8 *)operator_new(0x40);
*puVar2 = 0;
puVar2 [1] = 0;
puVar2 121 = 0;
puVar2 [3] = &DAT_3;
s t d : : _ 1 : :
map<std::_1:: basic_string<char,std::_1:: char_traits<char>,

map_abi_v15006_<std::_1::_map_const_iterator<std::_1::_1
((map<std: :_1:: bas i c_s t r ing<char, s td : :_1 : : char_t

*) (puVar2 + 4), (_map_const_iterator)*(undefinec
( l e s s *) (lVar12 + 0x28)) ;

* ( u n d e fi n e d *) ( ( l ong )puVar2 + 0x39) = 1;
* (undefined *)(puVar2 + 7) = * (undefined *) (lVar12 + 0x38);
func_0x0001bbb30180 (puVar2, lVar12);
puVar8 = ( u n d e fi n e d 8 *) t h i s [9] ;
i f (puVar8 < (undefined8 *) t h i s [10]) {

*puVar8 = p u Va r 2 ;
t h i s [9] = puVar8 + 1;

}
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V i e w e d

٢٠٠٠٠ ٢٠٠٠٠٠٠

*puVar3 = *puVar7;
puVar3 = puVar3 + 1;
puVar7 = puVar8;

} while (puVar8 != puVar10);
ppSVar16 = *(SipAlertInfo ***) (in_x0 + 0x40);
ppSVar17 = *(SipAlertInfo ***)(in_x0 + 0x48);
*this = &DAT_2;
th is (9] = this [8];
for (; ppSVar16 != ppSVar17; ppSVar16 = ppSVar16 + 1) {

pSVar14 = *ppSVar16;
th is_00 = (S ipAle r t In fo *)operator_new(0x40);
S i p A l e r t I n f o : : S i p A l e r t I n f o ( t h i s _ 0 0 , p S Va r 1 4 ) ;
ppSVar9 = (SipAlertInfo **)this 19];
if (ppSVar9 < (SipAlertInfo **) this [10]) {

*ppSVar9 = this_00;
this [9] = ppSVar9 + 1;

}





https://bugs.chromium.org/p/project-zero/issues/detail?id=2440


SipMessage::add
Header()







ipsw

ghidriff

















⽇   P r i v a t e く @ trends.google.com 0 2 ⼭ +

= Google Trends Home Explore Trending Now Sign in

• MCPSearch term + Compare

Wo r l d w i d e Past 12 months + All categories - Web Search -

Interest over time
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https://github.com/LaurieWired/GhidraMCP




Claude Q U n t i t l e d

16._ZNSs4swapERSs - Swap string contents

1 7 . _ZNSs6assignERKSs - String assignment

18. _Z13EncryptFolderSs - Encrypt folder function (core functionality)
1 9 . _ZNSt6thread4joinEv - Join thread

2 0 . _ZN3ghc10f1lesystem6detail15systemErrorTextIiEESsT_ - Get system error text

2 1 . _ZN3ghe10filesystem16filesystem_errorC2ERKSsRKNS®_4pathESt10error_code •
Fi lesystem e r r o r c o n s t r u c t o r

2 2 . _ZSt16 throw_bad_castv - Throw bad cast exception

Let's rename these methods to reflect their functionality:

View result from rename_function from ghidra (local) >
View result from rename_function from ghidra (local) >
View result from rename_function from ghidra (local) ›
View result from rename_function from ghidra (local) ›
View result from rename_function from ghidra (local) ›
View result from rename_function from ghidra (local) ›

View result from rename_function from ghidra (local) >
View result from rename_function from ghidra (local) >

View result from rename_function from ghidra (local) ›

Running rename_function from ghidra (local)

"old_name": '_ZN3ghc10filesystem8absoluteERKNS0_4pathERSt10error_code*,
"new_name": " G e t A b s o l u t
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Reply t o Claude...

Claude 3.7 Sonnet - Z Choosestyle ~ み 1 1

* Q 2 Mon Mar 2 4 10:14 PM

reMainProcess - (0d6c3deSaebbbe85939d7588150edf7b7bdc712fceb6a83d79e65b6f79bfc2ef.el)
undefined1 »local_68

*local 5 8 (2):
long l o c a l _ 4 8 [2]:
timespec local_38;

_ZSt16_ostream_insertIcStl1char_traitsIcEERSt13basic_ostreamIT_T®_ES6_PKS3_4
(&_ZSt4cout, "ENCRYPTION", 10):

plVar1 = *(long **) (SDAT_0062c410 + *(long *) (_ZSt4cout + -0x18)):
if ( p l Va r l != (longif ((char)plVar1(7] a n "\8') ‹

Initialize haracterWidening(plVar1);
i Va r 11

11 (*(code **)(«p(Varl + 0 x 3 0 ) |= PerformCharacterWidening) ‹
V a r 8 = (**(code **) (*plVar1 + 0x30)) (plVar1,10):
iVar11 = (int) cVar8;

else {
i Va r 11 = (int)«(char *)((long)plVar1 + 0x43):

uVar9 = StreanOutputPutChar(6_ZSt4cout, iVar11):
StreamOutputFlush(uVar9);

I n i t i a l i z e E n yptionSystem);
clock_gettime(1,6loca\_38);

L a r S = CONCAT44 (local_38. tv_sec._4_4_, (int) local_38. tv_sec):
LVar3 = local_38.tv_nsec / 1000000;

ZNSsC1EPKcRKSaIcE(Tocal_d8, "C:/Users/dssd/Desktop/src",&local_38) :
i f (*(long *) (forcedPath + -0x18) • = 0) ‹

ZNSCIEPKcRKSaIcE(local_68,"/vats/volumes",&local_dc):
p u Va r 7 = local_68(el:
sVar2 = *(size_t *)(local_68(0] + -0x18):
1f (local_68(0] = = ocaL_68[®) + sVar2)

c a l _ c 8 [ 0 ) = (size_t +)6DAT_0062c5d8

else 1 / * t r y & / / t r y f r o m 0040aa82 t o 0 0 4 0 a a 8 6 h a s i t s C a t c h H a n d l e r @ 0040b00d *
sVar10 = (size_t *)_ZNSs4_Rep9_S_createEmmRKSaIcE(sVar2,0,&local_db).

local_c8(®) = p s Va r 1 0 + 3:
if (sVar2 u n 1 ) (

*(undefined1 «) (psVar10 + 3) = *puVar7;
else {

local_c8(0) = (size_t *)memcpy(local_c8[®),puVar7,sVar2);

3 i . Ro

psVar10 = sVar2,
(undefinedl ») ((long)psVar10 + sVar2 + 0x18) = 0;

3 0 x

0040a860 _218AutoBuilderP…. PUSH R13



pyghidra-mcp

https://github.com/clearbluejar/pyghidra-mcp


pyghidra-mcp



Application kernel32.dll KernelBase.dll ntdll.dll ntoskrnl.exe (NT kernel)

CreateFileW(...) Forwarder

CreateFileW->CreateFileInternal(...)

NtCreateFile(...)

NtCreateFile is a thin wrapper

syscall / ZwCreateFile (kernel entry point)

return NTSTATUS + HANDLE
4.......

propagate result

propagate result

FileHandle or error code

Application kernel32.dll KernelBase.dll ntdll.dll ntoskrnl.exe (NT kernel)











How the Competition Played Out
Select a team below for a more detailed breakdown of their CRSs performance:

A l
ATLANTA SHEPHIEH LACROSS T theori TRAITS

Team Atlanta

PLACEMENT
1 Team Atlanta
2 Trail of Bits
3 Theori
4 All You Need IS A Fuzzing Brain
5 Shellphish
6 42-b3yond-6ug
7 Lacrosse

Team Atlanta

SCORED ROUND
Vulnerabilites Found → 43
Successful Patches → 31
Total Score → 393

Team Atlanta
ー ー -

ACHIEVEMENTS
• Bundle Baron I/

Most Scoring Bundles
• Prince of the Patch I//

Most Real World Vulns Patched
• Professional Assassin I/

Had a positively scoring PoV percentage
hisher than 9 5 %



file:///Users/yoda/thismcintosh@gmail.com%20-%20Google%20Drive/My%20Drive/talks/obtsv8-re-apple-security-updates/obtsv8-re-apple-security-updates.md
file:///Users/yoda/thismcintosh@gmail.com%20-%20Google%20Drive/My%20Drive/talks/obtsv8-re-apple-security-updates/obtsv8-re-apple-security-updates.md






ipsw
ipsw diff

ipsw
ghidriff







"id": "CVE-2024-44203" ,
" m o d u l e " : [

"Sandbox"
1 ,
"impact": "An a p p may b e a b l e t o access a u s e r ' s Photos Library",
"descr ip t ion" : " A pe rmiss ions i s s u e w a s addressed w i t h a d d i t i o n a l r e s t r i c t i o n s . " ,
" c r e d i t " : " Yi \ u 0 11 fi t Can YILMAZ (@yilmazcanyigit), Wojciech Regula o f SecuRing (wojciechregula.blog), K i r i n (@Pwnr:
"updates": [

{

" l i nk" : "https://support.apple.com/en-us/121238",
"version": "macOS Sequoia 15",
" a v a i l a b l e " : [

"Mac Studio (2022 and l a t e r ) , iMac (2019 and l a t e r ) , Mac P r o (2019 and l a t e r ) , Mac m i n i (2018 and later)
]

1 ,
"published_date": "August 06 , 2025",
" b u g z i l l a " : n u l l

" i d " : "CVE-2024-44174" ,
" m o d u l e " : [

" S c r e e n Cap tu re "
1 ,
"impact": "An a t t a c k e r may b e a b l e t o v i e w r e s t r i c t e d c o n t e n t from t h e l o c k screen" ,
"description": "The issue was addressed wi th improved checks.",
"c red i t " : "Vivek Dhar, working a s Ass i s t an t Sub-Inspector (RM) i n Border Secur i ty Force (Front ier Headquarter BSF Ka
"upda te s " : [



Apple security u p d a t e s a n d Rapid Security
R e s p o n s e s

Name a n d information l i n k Available f o r R e l e a s e d a t e

i O S 26.0.1 a n d i P a d O S
26.0.1

iPhone 11 and later, iPad Pro 12.9-inch 3rd generation
and later, iPad Pro 11-inch 1st generation and later,
iPad Air 3rd generation and later, iPad 8th generation
and later, and iPad mini 5th generation and later

2 9 S e p 2 0 2 5

iOS 18.7.1 a n d iPadOS
18.7.1

iPhone XS and later, iPad Pro 13-inch, iPad Pro 12.9-
inch 3rd generation and later, iPad Pro 11-inch 1st
generation and later, iPad Air 3rd generation and later,
iPad 7th generation and later, and iPad mini 5th
generation a n d l a t e r

2 9 Sep 2025

macOS Tahoe 26.0.1 m a c O S Tahoe 2 9 Sep 2025

macOS Sequoia 15.7.1 macOS Sequoia 2 9 S e p 2 0 2 5

m a c O S S o n o m a 14.8.1 m a c O S S o n o m a 2 9 S e p 2 0 2 5

visionOS 26.0.1 Apple Vision Pro 2 9 S e p 2 0 2 5



ipsw

ghidriff
get_symbols nm





@tool
d e f fetch_cve_detai ls(cve_id: s t r ) →> CveDetails:

" f e t c h CVE d e t a i l s "

p r i n t ( f " - - - TOOL: Fetching d e t a i l s f o r {cve_id} from NVD - - - " )

i f n o t is_valid_cve_id(cve_id):
return {"error": f"Invalid CVE ID format: {cve_id}"}

t r y :
u r l = f"https://services.nvd.nist.gov/rest/json/cves/2.0?cveId={cve_id}"
response = r e q u e s t s . g e t ( u r l , timeout=10)
response.raise_for_status()
d a t a = r e s p o n s e . j s o n ( )



d e f get_modified_functions (
j s o n _ d i f f _ p a t h : s t r , function_name: O p t i o n a l | s t r l = None

) → L i s t [ D i c t [ s t r , Any]]:

Tool: Extract modified function d i f f s from a ghidrift JSON d i f f fi l e .

A r g s :

json_diff_path (str): Path t o the ghidriff JSON diff fi l e .
function_name ( s t r , opt ional ) : Spec ific modified function name t o ex t rac t .

I f p r o v i d e d , o n l y t h a t f u n c t i o n ' s d i f f i s returned.
I f o m i t t e d , a l l m o d i fi e d f u n c t i o n s a r e r e t u r n e d .



get_symbols

get_modified_functions







c l a s s PlatformClassifierSignature (dspy-Signature):
" C l a s s i f y t h e p r i m a r y a f f e c t e d p l a t f o r m o r v e n d o r b a s e d o n CVE m e t a d a t a . " " '

cve_description = dspy. InputField (
desc="The f u l l English-language d e s c r i p t i o n o f t h e CVE."

we_id = dspy-InputField (desc="The CWE identifier ( e . g . , 'CWE-674') i f available.")
references = dspy. InputField

desc="A l i s t o f r e f e r e n c e URLs a s soc i a t ed w i t h t h e CVE."

platform = dspy.OutputField(
d e s c = (

"The pr imary a f f e c t e d p l a t f o r m o r v e n d o r , chosen from o n e o f t h e fo l lowing s t r i n g s : "
" ' w i n d o w s ', ' a p p l e ', ' android ' , ' l i n u x ' , 'network_appliance', 'unknown'. "
" U s e 'unknown' i f t h e p la t form cannot b e c o n fi d e n t l y i n f e r r e d . "



# 2 . C l a s s i f y Pla t form
async w i t h cl.Step(name="2. Class i fy ing Platform"') a s s t e p :

p l a t f o r m _ c l a s s i fi e r = PlatformClassifierModule()
m e t a d a t a = CveMetadata (

cve_description=cve_details["description"],
cwe_id=cve_details.get ("cwe_id"),
references=cve_details.get (" references" , [ ] ) ,

p r e d i c t i o n = p l a t fo rm_c la s s ifie r (metadata)
p l a t f o r m = p r e d i c t i o n . p l a t f o r m





Simon Willison's Weblog

I think "agent" may finally have a widely enough
agreed upon definition to be useful jargon now
I've noticed something interesting over the past few weeks: I've started using
the term "agent" in conversations where I don't feel the need to then define it,
roll my eyes or wrap it in scare quotes.

This is a big piece of personal character development for me!

Moving forward, when I talk about agents I'm going to use this:

An LLM agent runs tools in a loop to achieve a goal.
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T h e a g e n t s h o u l d :
Use a l l available CVE context (description, impact, modules, affected i d e n t i fi e r s , versions).

2 . F i r s t , r e a son based o n fi l e names a n d p a t h s . Do t h e y match modules o r keywords from t h e CVE?
3. I f uncertain, c a l l t h e 'get_symbols' t o o l on t h e fi l e path t o extract exported symbols.
4 . Compare symbols a n d fi l e p u r p o s e a g a i n s t t h e CVE d e t a i l s .

Assign a confidence score (0.0-1.0) for each candidate fi le .
6 . Return a l l p l a u s i b l e ma tches , n o t j u s t t h e t o p one.

You a r e a n Agent. I n each episode, you w i l l b e given t h e fi e l d s ' v e _ d e t a i l s ' , 'candidate_files'
Your g o a l i s t o u s e o n e o r more o f t h e supp l i ed t o o l s t o c o l l e c t a n y neces sa ry in format ion f o r pre

v i l l interleave next_thought, next_tool_name,a n d next_tool_args i n each t u r n , anc
Fter each tool call, you receive a resulting observation, which gets appended to your trajectory.

When w r i t i n g next_ thought , you may r eason a b o u t t h e c u r r e n t s i t u a t i o n a n d p l a n f o r f u t u r e s t e p s .
When selecting t h e next_tool_name and i t s next_tool_args, t h e t o o l must b e one of :

( 1 ) get_symbols, whose description i s ‹ d e s c > Extract a n d rank exported symbols from a binary base
( 2 ) fi n i s h , whose d e s c r i p t i o n i s <desc>Marks t h e t a s k a s complete . T h a t i s , s i g n a l s t h a t a l l i n fo r
When providing 'next_tool_args', t h e v a l u e ins ide t h e fi e l d must b e i n JSON format









Step Description Type

1. Fetch CVE Details Tool call t o retrieve structured CVE metadata D e t e r m i n i s t i c

2. Classify Platform DSPy module uses LLM to infer platform Agentic

3. S e l e c t Pla t form A g e n t Rule-based logic t o route to correct agent Determinist ic

4 . Choose Device User input or default selection D e t e r m i n i s t i c

5 . Find Candidate Binaries i p s w / IPSW a s s i s t e d b inary discovery Deterministic

6 . Correlate Binary Agent reasons over CVE + binaries Agentic

7. Perform Binary Diff Function-level diffing v i a g h i d r i f f D e t e r m i n i s t i c

8 . Analyze Diff Agent explains patch, root cause A g e n t i c









https://github.com/Chainlit/chainlit
http://localhost:8000/
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THE ATTACK CYCLE

Bonus: CVE-2025-31235

• Just patched, May 16, 2025!
• Double-free in CoreAudio/coreaudiod
• More info soon

Audio

Available for: macOS Sequoia

Impact: An app may be able to cause unexpected system termination
Description: A double free issue was addressed with improved memory management.

CVE-2025-31235: Dillon Franke working with Google Project Zero

©2025 Google



P a t c h Diffing Agent.
Ready to analyze, compare, and illuminate binary changes with precision.

C h o o s e a m o d e t o g e t s t a r t e d :

• Q&A M o d e S e a r c h M o d e

Used 1. Fetching CVE-2025-31235 Details v

Description: A double f r e e i s sue w a s addressed with improved memory management. This
issue is fixed in iPadOS 17.7.7, macOS Ventura 13.7.6, macOS Sequoia 15.5, macOS Sonoma
14.7.6. An app may be able to cause unexpected system termination.
Severity: MEDIUM (6.5)

Used 2. Classifying Platform

D e t e c t e d Plat form: a p p l e



Selected Agent: ApplePlatformAgent

Used 4 . Choosing Device f o r Candidate Binaries v

Selected: # Mac14,12

Selected device: Mac14,12

Used 5. Finding Candidate Binaries ~

Candidate Binaries (1868):

com.apple.iokit.lOAccessoryManager, com.apple.driver.AppleConvergedPCl,
com.apple.driver.AppleAVE2, com.apple.driver.AppleBCMWLANCore,
com.apple.driver.AppleBCMWLANBusInterfacePCle, com.apple.filesystems.afpfs,
com.apple.AppleSystemPolicy, com.apple.filesystems.lifs, com.apple.security.sandbox,
com.apple.driver.AppleUSBAudio, com.apple.iokit.IOMobileGraphicsFamily-DCP,
com.apple.filesystems.apfs, com.apple.iokit.I080211Family, com.apple.kernel,
com.apple.driver.usb.cdc.ncm, com.apple.iokit.IOPCIFamily, com.apple.nke.asp_tcp,
com.apple.kext.CoreTrust, com.apple.filesystems.smbfs,
com.apple.driver.AppleMobileFileIntegrity...

P r e v i e w : REMAINING CANDIDATES





U s e d 6. Correlating Binary with Agent ~

Reasoning:

Reasoning

The CVE description indicates a double-free issue in t h e Audio module that w a s
mitigated by improved memory management. The candidate list contains several
audio-related components: a USB audio driver kext, core audio frameworks, private
frameworks, and various plug-in binaries.

I fi r s t examined t h e e x p o r t e d s y m b o l s o f t h e m o s t o b v i o u s c a n d i d a t e s :

1 . AppleUSBAudio kext - only exposed two stream-conversion functions; no
memory-management or free-related symbols were present.

2 . CoreAudio framework (x86_64) - exported many lifecycle and disposal functions
such a s _AudioHardwareDisposeForTesting a n d _AudioHardwareUnload. While
none o f the symbols explicitly mention f r e e , t h e presence of dispose/unload
routines suggests that changes to memory handling could b e located here.



{"cve_details": {"description": "A double free issue was addressed with improved memory mana... X
I D t r - 9 3 8 f 9 d e 0 4 9 8 6 d e 0 3 d 8 7 4 a f c 7 5 2 b 7 7 3 f a Latency © 5 .16m

Summary Detai ls & Timeline

Q Search

T r a c e b r e a k d o w n 三 I n p u t s / O u t p u t s A t t r i b u t e s E v e n t s Assessments

く

く

Y Filter
ChatAdapter.parse_3

ChainOfThought.forward

Predict.forward_4
＜ ＞ ChatAdapter.format_4

LM.__call_ 4

< > JSONAdapter.format_1

JSONAdapter.format...

.M..— c a l l _5

‹ > JSONAdapter.format_3

‹ › JSONAdapter.format...

8 LM._call_

< > JSONAdapter.parse

Affected Binary: CoreAudio Vulnerability Type: Potential Memory Management Issues Function:
SetPropertyData

Unified Diff Snippet

1

2
- o l d c o d e l i n e
+ n e w c o d e l i n e

Agent Analysis The SetPropertyData function in CoreAudio shows changes in how properties like
kAudioDevicePropertyBufferSize and kAudioDevicePropertyI0DataSyphonBlock are set. The diff
includes exception handling and calls to HALC_ProxyObject: :SetPropertyData. While the changes are
present, there's no immediately obvious double-free scenario. Further investigation with the full source code
and debugging would b e needed.

Affected Binary: CoreAudio Vulnerability Type: Potential Memory Management Issues Function: CreatePlugin

Unified Diff Snippet

1 - o l d c o d e l i n e



No other candidate files were inspected in depth, bu t given the module focus (Audio)
and t h e nature of the change ("improved memory management"), CoreAudio is t h e
m o s t plausible location for t h e fix. I therefore a s s ign it a modera te confidence score .
The USB audio driver kext receives a low score because its symbols d o not relate t o
memory handling. A generic score of 0.5 is given to the AudioServerDriver framework
a s a possible secondary candidate, since server-side drivers often contain allocation
logic.







A f t e c t e d B

Vu l n e r a b l
Agent

Thought 0: The CVE description mentions a double free issue related to ...s)_b

Unified Diff Snippet

Tool Obs

k_invoke

Call get_modified_functions

name: Activate, diff: - - HALS_PlugInDevice:: Activa

Thought 1: I have extracted the modified functions from CoreAudio. Now . . .
Agent Analysis.
R o o t C a u s e : M o d i fi c a s t r e a m i n g r e s o u r c e a l l o c a t i o n , p o t e n t i

r e l e a s e o f a l l o c a t e d n Call get_modified_functions
Fix: Improved memory

Vulnerability Class : De ole F r e e

CWE Mapping: CWE
Thought 2: I have extracted the modified functions from AudioServerDriv...

y leading t o doub le

n a m e : 43-ASDSRCStream_allocateStreamingResources_...

Call finish

Completed.

l y p e l

U
Agent Tool Obs



Used 8. Analyzing Diff v

Reasoning:

Reasoning

The analysis of the provided diffs, in the context of a reported double free
vulnerability, reveals several areas of concern within CoreAudio and
Audio ServerDriver. The changes in Activate and SetPropertyData in CoreAudio
suggest modifications to resource management and locking mechanisms, which
could potentially introduce double frees if not handled carefully. The extensive
changes i n CreatePlugIn also warrant close scrutiny. Similarly, the modifications in

_43-[ASDSRCStream_allocateStreamingResources]_block_invoke and other
functions in AudioServerDriver, particularly those involving memory allocation and
deallocation, need to b e examined for double free scenarios. The presence of
funct ions like _Block_byref_object_dispose_.59 and
_Block_byref_object_release_.58 further emphasizes the need to analyze block

object management for potential double frees. However, without more specific diff
snippets, it is difficult to pinpoint the exact location and nature of the double free
vulnerability. Therefore, the analysis report will focus on t h e areas of concern and the
vulnerable functions will be left empty.



Affected Binary: CoreAudio

Vulnerability Type : Double Free

Function: SetPropertyData

Unified Diff Snippet

diff

- o l d c o d e l i n e
+ n e w c o d e l i n e

Agent Analysis
Root Cause: Changes in property setting logic, possibly leading to double release of
al loca ted memory.

Fix: Improved memory management.
Vulnerability Class: Double Free
CWE Mapping: CWE-415

⼜



Project Zero CVE-2025-31235

* Project Zero 406271181 *

+ C* MacOS Sandbox Escape via Double Free in coreaudiod/CoreAudio Framework

Comments (1) Dependencies (0) Duplicates (0) Blocking (0) Resources (2) Insights

The following crash is generated:

Process 71272 stopped
* thread #19, queue = 'com.apple.audio.system-event', stop reason = EXC_BAD_ACCESS (code=1, address=0x7fc8c9ca728)

frame #0: 0x00007ff808ab03bf libobjc.A.dylib objc_release + 31
libobjc.A.dylib'objc_release:
> 0x7ff808ab03bf <+31>: mov rsi, qword ptr [rdx + 0x20]
0x7ff808ab03c3 <+35>: test sil, Ox4
0x7ff808ab03c7 <+39>: je 0x7ff808ab0415; <+117>
0x7ff808ab03c9 <+41>: test al, 0x1

(Ildb) bt
* thread #19, queue = 'com.apple.audio.system-event', stop reason = EXC_BAD_ACCESS (code=1, address=0x7fc8c9ca728)
* frame #0: 0x00007f808ab03bf libobjc.A.dylib objc_release + 31

frame #1: 0x00007ff80b6421a7 CoreAudio CACDictionary::~CACFDictionary + 23
frame #2: 0x00007ff80b75823c CoreAudio HALS_Object_SetPropertyData_DPList + 1715
frame #3: 0x00007ff80bbdddc8 CoreAudio_XObject_SetPropertyData_DPList + 177
frame #4: 0x00007ff80bbe1c81 CoreAudio HALB_MIGServer_server + 84
frame #5: 0x00007ff808cf1032 libdispatch.dylib dispatch_mig_server + 362
frame #6: 0x00007ff80b8b82ed CoreAudio invocation function for block in

AMCP: Utility::Dispatch_Queue:install_mig_server(unsigned int, unsigned int, unsigned int (*)(mach_msg_header_t*,
mach_msg_header_t*), bool, bool) + 42

frame #7: 0x00007ff808cd67e2 libdispatch.dylib'_dispatch_client_callout + 8







RPAC

Available for: iPhone XS a n d later, iPad Pro 13-inch, iPad Pro 12.9-inch 3 r d generation and later, iPad Pro
11-inch 1st generation and later, iPad Air 3rd generation and later, iPad 7th generation and later, and iPad
mini 5 th generation and later

Impact: An attacker with arbitrary read and write capability may b e able to bypass Pointer Authentication.
Apple is aware o f a report that this issue may have been exploited in a n extremely sophisticated attack
against specific targeted individuals on iOS.

Description: This issue was addressed by removing t he vulnerable code.

CVE-2025-31201: Apple







Selected device: iPhone13,3

• Used 5 . Finding Candidate Binaries v

C a n d i d a t e Binaries (8):
CoreServices, AudioCodecs, AssistantServices, WatchListKit, Siri, appstored,
IPConfiguration, libRPAC.dylib



Used 6 . Correlating Binary with Agent v

Reasoning:

Reasoning

The CVE metadata indicates t h e vulnerable module is "RPAC". The only candidate

binary provided is machos/arm64e/usr/lib/libRPAC.dylib, which directly matches
the module name and resides in a location consistent with Apple's library layout for
iOS. Although t h e symbol extraction tool did not return data (likely due t o file access
issues), the filename alone provides strong evidence that this binary contains the
vulnerable code referenced by the CVE. Therefore, we assign it a high confidence
s c o r e o f 0 .95.

Relevant Binaries ( s c o r e ≥ threshold) :

libRAC. dylib ( s c o r e : 0 . 9 5 )

P r e v i e w : OTHER SCORED CANDIDATES



Completed 1/1: LibRAC. dylib

Modified Functions i n LibRAC. dyl ib : (15)

•_interposed_dispatch_semaphore_wait
• _222initializePrimitiveMapv_block_invoke
• _updateAndGetWaiterCountValue
• _updatePrimitiveWaiterQoSInfo
• _initializeNSConditionSwizzling
• _findPrimitiveInfoNoAssert

_replacement_NSCondition_broadcast
• _interposed_dispatch_group_wait

_updatePrimitiveSignallerQoSInfoUnconditionally
• findSemaphoreInfo

_replacement_NSCondition_wait
_replacement_NSCondition_waitUntilDate
_gosWaiterSignallerInvariantCheck

_updatePrimitiveSignallerQoSInfo
_replacement_NSCondition_signal



By inspecting the Ghidra JSON diffs, we identified several functions where the
original PA-related checks w e r e removed o r replaced with n o - o p s tubs . These

c h a n g e s a r e cons i s t en t wi th a s t r a t e g y t o eliminate t h e c o d e p a t h t h a t c o u l d b e

exploited t o subver t PA. T h e m o s t relevant modifications involve:

• Interposed dispatch semaphore and group wait functions - the original PA guard
w a s s t r ipped.

• Replacement NSCondition methods - t h e PA validation logic was removed, leaving
only t h e c o r e functionality.

• Helper functions (_qosWaiterSignallerInvariantCheck,
_updatePrimitiveSignallerQoSInfo) that previously performed PA checks were
either simplified o r r ep laced with s tubs .



Affected Binary: libRPAC.dylib

Vulnerability Type: Privilege Escalation (Pointer Authentication Bypass)

Function: _interposed_dispatch_semaphore_wait

Unified Diff Snippet

d i f f

- i f ( _ e n v D i s a b l e P r i o r i t y I n v e r s i o n s ! = ' \ x 0 1 ' ) {
+ / / PA g u a r d removed - d i r e c t c a l l t o dispatch_semaphore_wait

lVar4 =_dispatch_semaphore_wait(param_1,param_2);



个 / U s e r s /

S e l e c t File t o I m p o r t

/patch-diffing-agent/data/ghidriffs/gzfs

audioaccessoryd-573730.gzf iMessage-7b6846.gzf Metal-7501bf.gz
U audioaccessoryd-cf8e3f.gzf U iMessage-eb5b47.gzf U RawCamera-Odi

My Computer
D AudioServerDriver.492950.x86_64-75e37b.gzf • iMessage.4628e8.x86_64-eb5b47.gzf RawCamera -39 l
AudioServerDriver.743706.x86_64-513173.gzf U iMessage.d89feb.x86_64-7b6846.gzf U SafetyMonitorMe

Desktop com.apple.audio.Core-Audio-Driver-Service-08b10d.gzf L libFontParser.dylib-269bc8.gzf ( SafetyMonitorMe
E com.apple.audio.Core-Audio-Driver-Service-e2238e.gzf C libFontParser.dylib-801138.gzf D syspolicy_check
U CoreAudio-535a87.gzf U libFontParser.dylib.1c5555.arm64e-801138.gzf • syspolicy_checkH o m e
CoreAudio-64fc23.gzf libFontParser.dylib. 1c5555.x86_64-801138.gzf syspolicyd.02b0:
D CoreAudio-a6a861.gzf L libFontParser.dylib.a5b963.arm64e-269bc8.gzf D syspolicyd. 7b76

Downloads L CoreAudio.38358b.arm64-546bd9.gzf y libFontParser.dylib.a5b963.x86_64-269bc8.gzf D System Settings
• CoreAudio.38358b.x86_64-546bd9.gzf D libRPAC.dylib.437155.arm64e-0bebf1.gzf • System Settings
L CoreAudio.f15915.arm64-7d5073.gzf D libRPAC.dylib.437155.x86_64-0bebf1.gzfR e c e n t
C CoreAudio.f15915.x86_64-7d5073.gzf libRPAC.dylib.82a27c.arm64e-0e8074.gzf
coreaudiod-cfad5d.gzf libRPAC.dylib.82a27c.x86_64-0e8074.gzf
E coreaudiod-d59eb6.gzf libsystem_kernel.dylib-778df2.gzf
• CoreText.23211b.arm64e-c78781.gzf y libsystem_kernel.dylib-d17f9f.gzf
• CoreText.3e5df7.arm64e-ab9fc7.gzf Metal-5e262f.gzf

File n a m e :

Type:

libRPAC.dylib.82a27c.arm64e-0e8074.gzf

All Files (*.*)

S e l e c t File T o Impor t C a n c e l

5



Fi l e E d i t

个 、
Analysis B S i m G r a p h Navigation

D

F r o c r a m t r e e s

l a / libRPAC.dylib.82a27c.arm64e
図 EXTERNAL

TEXT
⼜ DATA_CONST

_AUTH_CONST
D ATA

_LINKEDIT

园

Program Tree x

ai, Symbol Tree
, Imports

Exports
Ma Functions

C l a s s e s
M Namespaces

Filter:

on Data Type M... F . → - Q •   X

Filter:

0008da64 7 f 2 3 0 3
d 5

0 0 0 8 d a 6 8 f f 0 3 0 1
d1

0 0 0 8 d a б c f 65 7 0 1
a 9

0008da70 f 44 f 0 2
a 9

0 0 0 8 d a 7 4 f d 7 b 0 3
a 9

0008da78 f dC 3 0 0
9 1

0 0 0 8 d a 7 c f 50 3 0 1
a a

0 0 0 8 d a 8 0 o f1 7 0 0
9 4

0 0 0 8 d a 8 4 a 80 0 0 0
f o

0 0 0 8 d a 8 8 0 85 1 2 3
9 1

0 0 0 8 d a 8 c 0 8 0 1 4 0
39

0 0 0 8 d a 9 0 l f 0 5 0 0

$ Function Call Trees:replacement_NSCondition_wait - (libRPAC.dylib.82a27c.arm64e-0e8074)
Incoming

Incoming References - replacement_NSCondition_wait
@_initializeNSConditionSwizzling

_initializeSwizzlers
6 f library_initializer

_library_ initializer

CodeBrowser (2): ghidriff-CoreAudio-CoreAudio:/libRPAC.dylib.82a27c.arm64e-0e8074
S e a r c h Select To o l s Wi n d o w Help

$ u b G = E

X E Listing: libRPAC.dylib.82a27c.arm64e-0e8074 - (4 a... = M 티 • G, Decompile: _replacement_ NSConditio... 5 d . R o

2 void _replacement_NSCondition _wait(undefined8 param_1, undefined8 pa
_replacement_NSCondition wait X R E   =

4 k

p a c i b s p

s u b

s t p

s t p

s t p

a d d

m o v

b l

adrp

a d d

l d r b

c m p

s p , sp , #0x40

x22, x21, [sp, #local_30]
x20, x19, [sp, #local_20]

undefined *puVar1;
c o d e *pcVar2 ;
long LVar3;
long lVar4;
ulong uVar5;
uint64_t uVar6;
uint64_t uVar7;
undefined8 uVar8;
ulong unaff_x30;

x29, ×30, [ s p , # local_10]

x 2 9 , s p , # 0 x 3 0

x21, x1

_objc_reta in

x 8 , 0xa4000

x 8 , x8, #0x8d4

w8, [x8]=>_envDisablePriorityInv

1 0
11
12
13
1 4
15
1 6
1 7
1 8
1 9
2 0
21
2 2
23
2 4
25
2 6
27
28

l Va r 3 = _ o b j c _ r e t a i n ( ) ;
i f (_envDisablePriorityInversions ! = ' \ x 0 1 ' ) {

IVar4 = _GetThreadLocalData();
i f (*(long *) (LVar4 + 0x18) != lVar3) €

uVarS = _getMapId();
puVar1 = & unfair_lock + (uVar5 & 0xffffffff ) * 4 ;
_os_unfair_lock_lock(puVar1);
WVar4 = _findPr imi t ive In foNoAsser t ( lVar3) ;
i f (lVar4 = 0 ) {

- c r e a t e p r a n a t a v e E n t r y （ L V a r 3 , 9 . 0 % 2 2 , 0 ） 3WVar4 = _GetThreadLocalData();
*(long * ) (LVar4 + 0x18) = WVar3;
_os_unfair_lock_unlock(puVar1);

w8,#0x1 G/ Decompile: _replaceme... × a Functions x

Outgoing
Outgoing References -
f_objc_retain

_GetThreadLocalData
getMapld
_os_unfair_lock_lock
_findPrimitivelnfoNoAssert
_createPrimitiveEntry
_os_unfair_lock_unlock

出 f _mach_absolute_time
_gos_class_self

_replacement_NSCondition_wait

X

r h e r .

0 0 0 8 d a 6 4 _replacement_N.. pacibsp







clearbluejar@clearbluejar • Oct 10
Next week a t #OBTS v8, I'll take this one step further in my talk: "Reverse
Engineering Apple Security Updates"

. . .

- Automating patch triage with agentic diffing
- C a s e studies like CVE-2025-43400 (FontParser)
- Compressing analysis from days → minutes

2 1 7 2 1 5 ill 1.5K

jaybird1291
@jaybird1291

. . .

Definitely looking forward to your talk! I tried patch diffing for the first
time with CVE-2025-43200 (Paragon spyware related) back in July, and
I loved it, though it 's really time consuming. I hope we'll b e able t o chat a t
O B T S



M e s s a g e s

Available for: iPhone XS and later, iPad Pro 13-inch, iPad Pro 12.9-inch 3rd generation and later, iPad Pro
11-inch 1st generation and later, iPad Air 3rd generation and later, iPad 7th generation and later, and iPad
mini 5 t h generation a n d la ter

Impact: A logic i s sue existed w h e n processing a maliciously crafted p h o t o o r video sha red v i a a n iCloud
Link. Apple is aware o f a report t ha t this issue may have been exploited in a n extremely sophisticated
attack against specific targeted individuals.

Description: This issue w a s addressed with improved checks.

CVE-2025-43200: Apple

Entry added June 11, 2025



Used 3 . Selecting Platform Agent ~

Selected Agent : ApplePlatformAgent

Used 4 . Choosing Device f o r Candidate Binaries v

S e l e c t e d : iPhone13,3

Selected device: iPhone13,3

• Used 5. Finding Candidate Binaries v

C a n d i d a t e Binaries(9):

ProactiveSummarization, AXSpringBoardServerInstance, WritingToolsUlService,
identityservicesd, iMessage, SafetyMonitorMessages, powerd, profiled, searchpartyd





Affected Binary: System/Library/Messages/Pluglns/iMessage.imservice/iMessage

Vulnerability Type: Logic Error / Improper Validation

F u n c t i o n :

_reAttemptMessageDeliveryForGUID: toIdent ifier : fromIdentifier: fromIDSID: isReflect io
n: shouldShowError: CacheFlushError: imdAccount:



Reasoning:

Reasoning

T h e diff s h o w s extensive changes t o the function

_reAttemptMessageDeliveryForGUID: toIdentifier:fromIdentifier: fromIDSID: isRef
lection: shouldShowError: cacheFlushError: imdAccount: i n the iMessage service
binary. The modifications replace several internal helper calls with new variants (e.g.,
FUN_0009efa0 instead o f FUN_0009f000 ) and add additional guard checks around
message ownership, retry eligibility, and client version compatibility. These changes
correspond t o t h e CVE description that a logic issue existed when processing
maliciously crafted media shared via an iCloud link. The added checks prevent the
service f rom attempting to r e s e n d messages t ha t were n o t originally s e n t by t h e local

user or that are too old, thereby mitigating the risk of unintended message delivery or
denial-of-service conditions.



Agent Analysis
Root Cause: The original implementation lacked checks t o verify tha t a message being
retr ied w a s actually s e n t b y t h e l o c a l u s e r a n d t h a t i t h a d n o t expi red . T h i s allowed

maliciously crafted media links to trigger unintended retry logic, potentially leading t o
denial-of-service o r privilege escalation scenarios.

Fix: Introduced additional guard clauses that:

• Verify message ownership before attempting a r e send .

• Ensure t h e message is within a n acceptable age window.
• Update helper function calls t o newer, safer variants.

Vulnerability Class: Logic Error / Improper Validation

CWE Mapping: CWE-753 (Improper Check o f Function Return Value) and CWE-730
(Improper Validation o f Critical Information).









K e r n e l

Available for: iPhone XS and later, iPad Pro 12.9-inch 2nd generation and later, iPad Pro 10.5-inch, iPad Pro
11-inch 1st generation and later, iPad Air 3rd generation and later, iPad 6th generation and later, and iPad
mini 5 t h generation and la te r

Impact: An a p p may b e able t o cause unexpected system termination o r write kernel memory

Description: A memory corruption vulnerability w a s addressed with improved locking.

CVE-2024-23265: Xinru Chi of Pangu Lab

Entry added March 7, 2024

















Used 6 . Correlating Binary with A g e n t v

Reasoning:

Reasoning

The CVE description indicates a memory-corruption vulnerability that was mitigated
by improved locking mechanisms in t h e Kernel module. Among the candidate files,
kernel extensions (kexts) a n d system libraries are t he most relevant. Attempts t o
extract symbols from t h e kexts failed, likely d u e t o missing o r invalid binaries in t h e
provided dataset. A successful symbol extraction from
dylibs/arm64e/usr/lib/system/libsystem_kernel.dylib revealed several

lock-related a n d memory-management functions (_lock_set_destroy,
_mach_vm_protect, etc.) that align with t he CVE's focus on locking improvements to
prevent corruption. No other candidate produced usable symbol data, so
libsystem_kernel.dylib i s identified as the most plausible match.



https://github.com/blacktop/symbolicator
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