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We’ll have a job!



Mac users rethink 
their immunity to 
cyber threats but 
not enough



Spike in 
Detections 
in 2025



Increase in detection rates since 
the first detected sample of AMOS 
with a backdoor feature300% 



Major malware types are fusing into a 
broader — and more dangerous — 

category of modular stealers



of unidentified
Mac malware 

76,4% 



Rumour
has it 



Generic 
trojan that 
is actually a 
backdoor



TLS 1.3 Artifacts + 
WebSocket



Proxying /
Tunneling



Key config 
parameters reveal 
backdoor traits



Could it
be worse?

😬



0-detect case



0-detect case



0-detect case



MITRE-enhanced ML Magic 
to Solve Mac Malware’s 
Identity Crisis at Scale

🧠



The Problem



How do you find a needle in 
a digital haystack that's 

always growing?

��



The answer isn't to search 
harder. It's to build a smarter 

magnet.

��



Our approach

Multiclass classification 
model that classify on 
malware types

Embedding model to
find similar malware files

Moonlock Ark. System 
that orchestrate feeds, 
pipelines, models and 
analytics

�� �� ⚙ 



macOS Malware 
Classification models

󰡷



 F1 score

0.96
Multiclass classification: 

macOS Malware Classification models



 F1 score

0.97
Binary classification: 

macOS Malware Classification models



F1: 0.946F1: 0.89



Amount
of data  

��
Different 
samples   

Label 
Annotation 

Time based 
Train/Test split 

�� �� ⏳

Dataset
macOS Malware Classification models



Talk with the team, 
Inspire team to share 
ideas, get some 
insight 

Learn how they
detect malware 
manually

Learn for signature 
reverse engineering 
creates

SWARM (c) list of 
MITRE-enhanced 
small rules to detect 
some techniques and 
practices

🧠 Learn from mistakes 

�� ��  ♀ �� ��

Feature engineering
macOS Malware Classification models



Algorithms based on
boosted decision trees 

And K fold validation
with time alignment

🌳 ⚡ 🤖 🕒 🔁 📈

Model
macOS Malware Classification models



Not exist in VT at Inference time Undetected by Other Vendors at Inference time

Results
macOS Malware Classification models



Finds
similar file

�� ��
Creates 

collections
Scores

collections

��

Similar Files search 
macOS Malware embedding model



Model
Similar Files search 



Triplet loss

Negative samples - should be similar, 
and not to easy to separate

Use yara, collections,  malware types 
and other annotation

Similar Files search 

⚖ ��



Results
Similar Files search 

cosines similarity =1



Grow 
professionally 
much faster

��
Reduces stress, 
when you have 
somebody to help 
you 

Build even 
stronger system, 
and focusing on 
hardest parts

Much less stolen 
data, damaged 
reputation, and 
falling 
infrastructure

�� �� ��

Results
macOS Malware Classification models



Wrapping up

Broad labels like "generic trojan" 
hide true malware nature and 
impact, causing confusion

 🎭
Prioritization suffers, creating 
blind spots in security operations

 🕳
Analyst workload increases due 
to need for deeper investigation 
of ambiguous threats

📈

Response delays weaken 
defense against fast-evolving 
Mac malware variants

 ⏳
Accurate, granular classification 
is critical to focus resources on 
highest risks

 🎯



Fewer Blind Spots: 
Enhanced detection 

reduces unknown 
threats

1⃣

Faster Triage: 
Automated scoring 
accelerates incident 

response 

Clearer Priorities: 
Detailed classification 

guides reverse 
engineers to critical 

samples first

Proactive Defense: 
Holistic approach 

enables teams to keep 
pace with evolving Mac 

threats 

2⃣

3⃣ 4⃣
Key
takeaways



Mac malware researchers, let’s 
collaborate, share insights, and 
strengthen Mac security together!
If you spot new lures, look-alike download flows, or 
suspicious files, share them with @moonlock_lab

@moonlock_lab

https://x.com/moonlock_lab
https://x.com/moonlock_lab
https://twitter.com/moonlock_com


Sanity-check 
suspicious samples 
collaboratively

�� ��  ♀ �� ⚡

How We Can Collaborate:
Research, Triage & Knowledge Sharing 

Work together to quickly 
identify threats by jointly 
reviewing suspicious 
samples, pop-ups, or installs 
during case triage.

Co-analyze emerging 
malware tactics

Conduct research sprints 
together to analyze new 
malware tactics and publish 
findings.

Share community 
signals responsibly

Exchange indicators of 
compromise (IOCs) and 
tactics, techniques, and 
procedures (TTPs) to protect 
the community faster.

Accelerate detection 
and defense across 
Mac ecosystem

By collaborating openly, the 
community speeds up 
identifying and defending 
against threats targeting 
macOS.



Moonlock in Beta

Your feedback
matters! 🫵 



Thank you! 🫶
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Q&A


