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Apple’s Baseband Families
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10S-Baseband Protocols

Timeline of their Usage

Qualcomm MSM Interface (QMI)

Used in IPhones, Android
smartphones, USB modems

Open-source libraries available,
e.qg. libgmi

I0S: Mostly proprietary service
and message types

Baselrace

Apple Remote Invocation (ARI)

Only seen in combination with
Intel and Apple basebands

New protocol reverse
engineered by Tobias Kroll

Automatic recovery of structure
information from lIbARI.dylib

ARIlstoteles

XR
XS

11
12
13
14
15
16
16e

|| 17


https://theapplewiki.com/wiki/Baseband_Device
https://github.com/seemoo-lab/basetrace
https://github.com/seemoo-lab/aristoteles

Adaption of Existing ARI Toolin

From Intel to Apple

New ARI structures for 5G and satellite communication

/7
A RISTOTELES

X @R -9,6 +9,7 @@ This project adheres to [Semantic Versioningl](https://semver.org/spec/v2.0.0.htm

[l 2files changed +5368 -414 lines changed
v CHANGELOG.md (L -3
9 9 ### Features
10 10
31 s ks I — Added TLV parser for "IBILteCellInfoT’
12 + - Added the new ARI structures from i0S 18.3.1
12 13
13 14 ### Changes
14 15
vV  types/structure/libari_dylib.lua LI;] g
@@ _114 +1Il+ @@
1
il
2 2 return {
3 3 [1] = {
4 4 ["name"] = "_ARIMSGDEF_GROUP®1_bsp",

.....

PP -3411,6 +3411,13 @@ return {

— ——— AUTO GENERATED OUTPUT from Ghidra script "ari-structure-extractor.py" on 2025-02-24_12:04:55
+ ——— AUTO GENERATED OUTPUT from Ghidra script "ari-structure-extractor.py" on 2025-03-08_15:59:48

Q. Search within code

+1@ >0

+5.367 -414 o088

CellGuard

Summary

Low Risk

Monitoring the connected cell and
verified the remaining cells.

Cell @1 @
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https://github.com/seemoo-lab/aristoteles/commit/8c154588611876aa0e97af8779b308b5f49f4a3b
https://github.com/seemoo-lab/aristoteles
https://github.com/seemoo-lab/CellGuard/

What’s interesting about C1?

It’s the future baseband for all IPhones

* iIPhone 16e & Air use C1(X) baseband

« C1X is more efficient (chip_revision_b0) iPhone 16e
February 2025

e |dentical firmware for both

e Drawbacks: No 5G mmWave

* iPhone 17 (Pro) still use Qualcomm BBs

e Rumors that iIPhone 17e & full iIPhone 18
line-up will switch to C2

IPhone Alr
September 2025



https://xcancel.com/plzdonthaxme/status/1965535880732717354
https://www.macrumors.com/2025/03/17/iphone-18-pro-c2-modem-rumor/

Hardware Architecture



C1 in iIPhone Teardowns
Part number: APL1114 - 337S01030
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https://www.ifixit.com/Guide/iPhone+16e+Chip+ID/182268
https://www.ifixit.com/Guide/iPhone+Air+Chip+ID/195913

Abstract Schematics of C1
Focus on U BB C with identifier TMRP15C0-C1

DRAM SRAM

Baseband Power
Management Unit

EEPROM

BBPMU

12C SPMI

PCle, UART SWEEGIN Sub-6GHzZ

Chain Frequency Bands

Depending on Application
IPhone model Processor

Physical .
2x UICC
SIM Carg SIM Level Shifters Global Navigation

Satellite System

GNSS

4x Armv8

eSIM 2x eUICC
SPMI WLAN, For Coexistence

NFC and HEB (7)

Only connected
on dev boards




C1’s IO Connections

What do |0*.txt files In sysdiagnoses tell us?

e Shared disk: /private/var/wireless/baseband_data

* AppleARMIODevice: baseband (Interrupt Controller)

o AppleSMClinterface: smc-pmu (Power Management Unit)

* AppleARMSPMIService: baseband-heb, baseband-idc (SPMI)
e |OPCIDevice: baseband-pcie-leda (PCle)

e |OPlatformDevice: baseband (IO Service Interface)

@ IOService.txt

|| |
+

|
aseband-pcie-leda@® <class IORegistryEntry:I0Service:I0OPCIDevice, id
0x10000079b, regist

-0 b
ered, matched, active, busy 0 (102 ms), retain 16>
{

|
| "IOPCIDeviceMapperPageSize" = 16384
| P

| | | "TOPCTMSTMnde'" = Yec



|OPlatformDevice: baseband
Creates AppleBasebandINT1 (Provider for IO Services)

* Processes that interact with the baseband create an AppleBasebandUserClient

nfcd, CommQCenter, abm-helper, locationd, WirelessRadioMan
* AppleConvergedlPClLedaBBControl defines receivers for RTKIit IPC calls

 Each receiver creates |OAppleConverged|PCRTIDevice with interface definitions

ari (Comm~Center) oopback igtrace

gnss (gpsd) VIS nsfilter

VCOoMm user-pdp Mmmapdebug

trace (abm-helper) mediactl Kernel-datapacketpool (kernel)
at 'ctth <ernel-dataplane (kernel)




Firmware Architecture [



IPSW Build Manifest

References some baseband firmware binaries

© © = BuildManifest.plist
ES BuildManifest.plist X -
ol E2 BuildManifest.plist ) No Selection A S =
Key Type Value
> Cellular1,CdpAscDI O &® Dictionary £ (3 items)
> Cellular1,CdpAscUI Dictionary (3 items)
> Cellular1,CdpHost Dictionary £ (3 items)
> Cellular1,L1CL1S Dictionary £ (3 items)
> Cellular1,LLB Dictionary £ (3 items)
> Cellular1,PMUFW Dictionary £ (3 items)
> Cellular1,PMUFW2 Dictionary £ (3 items)
v Cellular1,RTKitOS ¢» & Dictionary £ (3items)
Digest Data L <E8567FCB6F67DDB825F29A67608701FD92E294230D828D5DBCOCOF42F
v Info Dictionary £ (8 items)
ISFTAB Boolean £ YES 4
IsLoadedByiBoot Boolean £ NO 2
IsLoadedByiBootStage Boolean C NO >
IsiBootEANFirmware Boolean £ NO 2
IsiBootNonEssentialFirmware Boolean C NO o
Path String C Firmware/c4000v59/Release/patched/ftab.bin
Personalize Boolean £ YES 4
> RestoreRequestRules Array C (5items)
Trusted Boolean £ YES 2
> Cellular1,Recipe Dictionary £ (3 items)



struct FtabHeader {
unk@: u32,
unkl: u32,
unk2: u32,
unk3: u32,
ticket _offset: u32,

Extracting C1 Firmware
Codenames: C4000, Sinope, Leda, INITIUM1 e |

magic: [u8; 8],
segment_count: u32,
unké: u32,

}

e Download IPSW or OTA for iIPhone 16e or iPhone Air struct FtabSegmentHeader {

tag: [u8; 41,
offset: u32,

« Extract file /Firmware/c4000v59/Release/patched/ftab.bin ko 32,

}

 Encoded with FTAB file format (Apple-custom)

« Some FTAB segments are compressed with |zfse

$ i1psw download appledb —--os 10S —--latest —--device "1Phonel7,5" —--release
$ 1psw extract ——pattern "c4000v59" ./1Phonel7,5 26.0.1 _23A355 Restore.ipsw

$ ipsw fw cl1l 23A355  1Phonel7,5/Firmware/c4000v59/Release/patched/ftab.bin


https://theapplewiki.com/wiki/C4000
https://xcancel.com/ntpopgetdope/status/1892366361134796920
https://theapplewiki.com/wiki/Glossary
https://xcancel.com/ntpopgetdope/status/1892366361134796920
https://theapplewiki.com/wiki/FTAB_File_Format

FiIrmware Architecture
Cores: 4x ARMv8, ARMv7, ARCv2

* rkos: Operating system & cellular protocol stack
e cdpd: Cellular data processing for downlink

e cdpu: Cellular data processing for uplink

e |1cs: Lower levels of cellular protocol stack

* gns1: Global navigation satellite system (ARCv2)

» cdph: PCle host & power management (ARMv7)

File Type Size
CRnn Data (Izfse, fwsg) 5.7 MB
RPnn Data (Izfse, fwsg) 3.9 MB
R1nn Data (Izfse, fwsg) 12 MB
R203 Data (Izfse, fwsg) 4.1 MB

rcpi Recipe File Format 5 KB
bver Version String 81B

ibdt iIBootData 272 B
11c2 Zeros 6 KB
ARC2 "empty"” 7 KB
CAR2 OxFEEDCAFE 487 KB
CARS OxFEEDCAFE 487 KB
GNS1 ARCv2 480 KB
apmu ARMv7 / KB
pmfw ARMv7 10 KB

illb ARMv8 555 KB
cdph ARMv7 (fwsg) 917 KB
cdpd ARMvS8 (fwsg) 15 MB
cdpu ARMvS8 (fwsg) 18 MB
rkos ARMvS (fwsg) 75 MB
l1cs ARMv8 (fwsg) 68 MB



https://theapplewiki.com/wiki/Recipe_File_Format#:~:text=Recipe%20files%20are%20found%20in,them%20when%20flashing%20the%20modem.

struct SegmentTableHeader {
magic: [u8; 41,

flag: u32,

table offset: u32,

nr _entries: u32,

Loading C1 firmware

For Reverse Engineering )

struct SegmentTableEntry {
: virtual address: u32,
» Extract firmware segments (fwsg) from header at EOF space: U32,
file offset: u32,
file size: u32,
memory_silze: u32,
flag: u32,

e For some file_size = memory_size name_bytes: Lu8; 81,

» EXxisting loaders for IDA from nlitsme and pwnlambda

* Use 32-bit memory virtual address space (even for Arm64)

o Set executable permissions based on flag (0x4 = code, 0x0 = data) e

 C1 can also dynamically load segments and map them into multiple cores

 Segment names can appear multiple times, expand with data from binaries


https://github.com/nlitsme/AppleC4000
https://gist.github.com/pwnlambda/06092d5f416dbc0a82e204b8bbc4b72c
https://xcancel.com/npupyshev

Segments of C1 Firmware

Kernel, , and data segments
rkos #1 rkos #2 cdpu cdpd
m._ _DATA m._ _DRAM_NC_SEG DATA DATA
o ORE T m.__DRAM_SHM_SEG " DATA_CONST " DATA_CONST
m.0SC 01 ©TTSHMS NV SEG __DRAM_NC_SEG __DRAM_NC_SEG
m.0SC _02 m:__SHMC_NVM_SEG __MSG_UL_SEG __MSG_DL_SEG
m.0SC_03 m. PBM SHM SEG __MSG2_UL_SEG __CDPDL3_SEG
m.0SC_04 m._ _MSG_CPS_SEG __CDPULICC_SEG __CDPDLICC_SEG
m.0S6_05 m.__MSG2_CPS_SEG __MCDPULICC_SEG __MCDPDLICC_SEG
m-ggﬁ_gg m.__PS_FW_DB_SEG __OCDPULICC_SEG __OCDPDLICC_SEG
05K 92 m.__LIMEM_TRC_SEG __DRAM_L2FE_SEG __L2 PDCP_SEG
m.0SK 03 m.__TAGGR_MEM_SEG __MX_UL_DL_SEG __PDCPSN_SEG
m.0SK_04 m.__MC_SHM_SEG __DRAMUPTM_SEG ~_CDPDL2_SEG
n.0SK_05 m.__2G_DATA_SEG ~"UL_RSM_SEG " DL_PDCP_SEG
m.OSK_ CDPUL1_SEG L2 RLC_SEG
m- 0SCSHR N O5PU SEG ~ CPMS_SHM_SEG ~"L3DL_PTM_SEG
m.  PW PERF SEG m. NC_L2DPU_SEG __DRAMUGDCI_SEG __RSM_SEG
m.  MHOST RNG SEG m.__RW_CPS __L2UL_L2PB_SEG __GDCI_SEG
m._ RF_INIT_SEG __ULPCM_S_SEG __GDCISRAM_SEG
m.__IOSM_CSHM_SEG m.__3G_DATA_SEG __SRAM_L2FE_SEG __GDUCSRAM_SEG
m.__GTI_SHM_SEG m.__OVERLAY_SEG __ULICC_S_SEG _ _DLICC_S_SEG
m.__CPS_DP_SEG m.__gggl\fang\S/l_ggg __SRAMUPTM_SEG
m:"gigﬁgpggésm m:"SRAM TEXT_SEG —SRAMUGDCI_SEG
m.__RT_SENSOR_SEG
m.__SENSOR_SEG r._ DATA
m.__SAH_CPS_SEG KERNEL
m.__UE_CAP_SEG KERNEL __DATA

l1cs cdph
_ DATA
" DATA_CONST " SRAM_SEG

~ SRAM_NC_SEG
__FW3G_SEG ~ CHICC_S_SEG
__DRAM_NC_SEG __SRAM_PCM_SEG
__RF_FR1_SEG __SRAM_CH_SEG
__RF_FR2_SEG DATA
" GNSS_FW_SEG —=
~L1C_DP_SEG
~L1C_GNSS SEG —-DRAM_D_SEG

1o ope SEG ~ MSG2 _CH_SEG

~— 1673 oFa ~ L3UL _DRB_SEG
—_— O ~ CDPH_ICC_SEG
—-L1C_IPC_SEG DRAM NC SEG
—_STW_PCM_SEG “"DRAM_PCM_SEG
" MSG_L1C2 SEG

~ MSG_CHOST _SEG
~"MSG2 L1C_SEG

~ _OCDPH_ICC SEG
~L1C_ICC_SEG

~ MCDPH_ICC SEG
“"ML1C ICC SEG
~0L1C_ICC_SEG __CDPH_1_SEG



S=2=2=2=2=2=23232323=3233333333333333333:3Hh

Segments of C1 Firmware (OSCKit)

Kernel, executable, and data segments

kos #1 rkos #2 cdpu cdpd lics cdph

.__TEXT m. _RO_DATA_SEG TEXT __TEXT __TEXT __TEXT

-——gﬂﬁ CONST m.__DRAM_NC_SEG ~ DATA ~ DATA __DATA ~ SRAM_TEXT_SEG
' XSPCONEIG A __DATA_CONST __DATA_CONST __DATA_CONST __SRAM_SEG

"0SC o1 e T SR ~ DRAM_NC_SEG ~ DRAM_NC_SEG __UC_TXT ~ SRAM_NC_SEG
.0SC_02 m. SHMC NVM SEG __MSG_UL_SEG __MSG_DL_SEG __FW3G_SEG __CHICC_S_SEG
.0SC_03 m. "PBM SHM SEG __MSG2_UL_SEG __CDPDL3_SEG __DRAM_NC_SEG __SRAM_PCM_SEG
.0SC_04 m.  MSG_CPS SEG __CDPULICC_SEG __CDPDLICC_SEG  —-_RF_FR1_SEG __SRAM_CH_SEG
.05C_05 m._ _MSG2_CPS_SEG ~ _MCDPULICC_SEG ~ MCDPDLICC SEG —-RF_FR2_SEG ~ DATA

-8@&-3‘1) m.__PS_FW_DB_SEG ~OCDPULICC_SEG ~OCDPDLICC_SEG “ET(S;S[—)E%EEG " DRAM_T_SEG
05K~ 02 m.__LIMEM_TRC_SEG ~ DRAM_L2FE_SEG ~ L2 _PDCP_SEG ~-L1C_DP_ ~ DRAM_D_SEG
'0SK 03 m.__TAGGR_MEM_SEG ~“MX_UL DL _SEG " PDCPSN_SEG —L1C_GNSS_SEG ~"MSG2_CH_SEG
_0SK_ 04 m.__MC_SHM_SES " DRAMUPTM_SEG " CDPDL2_SEG __Ijg_(ginE(SBEG " "L3UL_DRB_SEG
.0SK_05 T T eODE SEG __UL_RSM_SEG __DL_PDCP_SEG =167 10 SEG __CDPH_ICC_SEG
-OSK_06 n. " RO_NVM SEG __CDPUL1_SEG __L2_RLC_SEG ~STW PCM SEG __DRAM_NC_SEG
Dacans . L2DPU SEG __CPMS_SHM_SEG __L3DL_PTM_SEG  ~ueg L1C3 SEG __DRAM_PCM_SEG
.__MHOST RNG_SEG m._ _RW_CPS __L2UL _L2PB_SEG __GDCI_SEG “TL1C ICC SEG __OCDPH_ICC_SEG
.__RF_INIT_SEG m.__3G_CODE_SEG ~ULPCM_S_SEG __GDCISRAM_SEG  ~"ML1C 10C SEG ~ MCDPH_ICC_SEG
.__IOSM_CSHM_SEG m.__3G_DATA_SEG __SRAM_L2FE_SEG __GDUCSRAM_SEG " OL1C ICC SEG __CDPH_1_SEG
.__CPS_FPDB_SEG m. CPSICC_S_SEG ——ggmggggfsg&

. __EXPRO_SEG m._ _SRAM_TEXT _ SEG —— —

. __RT _SENSOR_SEG r. TEXT

._ _SENSOR_SEG r. DATA

.__SAH_CPS_SEG KERNEL TEXT

. __UE_CAP_SEG KERNEL__DATA
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Segments of C1 Firmware (Cellular)

Kernel, executable, and data segments

kos #1 rkos #2 cdpu cdpd lics cdph

-__BE\>T<I\ m-__ggxaAgé_ggg __TEXT __TEXT __TEXT __TEXT

 — m.__DRAM_NC_ DATA DATA __DATA SRAM_TEXT_SEG
SspainEoneT m.__DRAM_SHM_SEC __DATA_CONST __DATA_CONST __DATA_CONST __SRAM_SEG

'0SC 01 T NE T e R __DRAM_NC_SEG __DRAM_NC_SEG __UC_TXT __SRAM_NC_SEG
.0SC_02 m.  SHMC NVM SEG __MSG_UL_SEG __MSG_DL_SEG —FW3G_SEG __CHICC_S_SEG
.0SC_03 n.  PBM SHM SEG __MSG2_UL_SEG __CDPDL3_SEG __DRAM_NC_SEG __SRAM_PCM_SEG
.0SC_04 m.__MSG_CPS_SEG __CDPULICC_SEG __cobppLIcC_SEG  —-RF_FR1_SEG __SRAM_CH_SEG
eiar m.__MSG2_CPS_SEG __MCDPULICC_SEG __MCDPDLICC_SEG -—EE@ER%VSEEG __DATA

e o m.__PS_FW_DB_SEG __OCDPULICC_SEG __OCDPDLICC_SEG --Pl2°=TWo2¢ __DRAM_T_SEG

' 05K 02 m.__LIMEM_TRC_SEG __DRAM_L2FE_SEG __L2_PDCP_SEG U __DRAM_D_SEG
'0SK 03 m.__TAGGR_MEM_SEG " "MX_UL_DL_SEG __PDCPSN_SEG ——Hg—gggsgggG " "MSG2_CH_SEG
.0SK_04 e Sy S —_DRAMUPTM_SEG __CDPDL2_SEG (1673 oEa __L3UL_DRB_SEG
.0SK_05 == CoDE er __UL_RSM_SEG __DL_PDCP_SEG ~~10"IP0 SEG __CDPH_ICC_SEG
-OSK_06 n.  RONVM SEG __CDPUL1_SEG __L2_RLC_SEG “TSTW PCM SEG __DRAM_NC_SEG
e m.  L2DPU SEG __CPMS_SHM_SEG __L3DL_PTM_SEG  ~=}ci™ 107 crc __DRAM_PCM_SEG
: PW PERE SEG m._ NC_L2DPU_SEG __DRAMUGDCI _SEG __RSM_SEG TTMSG2 L1C SEG __MSG_CHOST _SEG
" ""MHOST RNG SEG  M.__RW_CPS __L2UL_L2PB_SEG __GDCI_SEG ~TL1C ICC SEG __OCDPH_ICC_SEG
. __RF_INIT_SEG m.__3G_CODE_SEG __ULPCM_S_SEG __GDCISRAM_SEG  ~"M|1C ICC SEG __MCDPH_ICC_SEG
. __IOSM _CSHM_SEG m.__3G_DATA_SEG ~_SRAM _L2FE_SEG __GDUCSRAM_SEG " OL1C ICC SEG ~_CDPH_1 SEG
.__GTI_SHM_SEG m.__OVERLAY_SEG __ULICC_S_SEG __DLICC_S_SEG - B

TCPSTPPDB SEG 1. Ceitc s st - ORAMUPTISEC

P O E T —U= SRAMUGDCI_SEG

TRT SENSOR SEG 4 rear HE No NR FR2 (mmWave) radio chain in schematics.
. __SENSOR_SEG r.__DATA Is Apple already testing mmWave internally?

.__SAH _CPS_SEG KERNEL _TEXT
. __UE_CAP_SEG KERNEL DATA



Segments of C1 Firmware (Memory)

Kernel, executable, and data segments

kos #1 rkos #2 cdpu cdpd lics cdph

-__B/E>T<X m-__ggz\aAL/é_ggg __TEXT __TEXT __TEXT __TEXT

- m.__DRAM_NC_ DATA DATA __DATA SRAM_TEXT_SEG
oot m.__DRAM_SHM_SEG __DATA_CONST __DATA_CONST __DATA_CONST __SRAM_SEG

"0SC 01 n T TGHMS NVM SEG __DRAM_NC_SEG __DRAM_NC_SEG __UC_TXT __SRAM_NC_SEG
.0SC_02 n. SHMC NVM_ SEG __MSG_UL_SEG __MSG_DL_SEG __FW3G_SEG __CHICC_S_SEG
.0SC_03 m. PBM SHM SEG __MSG2_UL_SEG __CDPDL3_SEG __DRAM_NC_SEG __SRAM_PCM_SEG
.0SC_04 m.__MSG_CPS_SEG __CDPULICC_SEG __CDPDLICC_SEG  —-_RF_FR1_SEG __SRAM_CH_SEG
-838—32 m.__MSG2_CPS_SEG __MCDPULICC_SEG __MCDPDLICC_SEG —-RF_FR2_SEG —_DATA

et m.__PS_Fi_DB_SEG __OCDPULICC_SEG __OCDPDLICC_SEG —-GNSS_FW_SEG _ DRAM_T_SEG

' GSK 02 m.__L1MEM_TRC_SEG __DRAM_L2FE_SEG __L2_PDCP_SEG —_L1C_DP_SEG __DRAM_D_SEG
|0SK~03 m.__TAGGR_MEM_SEG __MX_UL_DL_SEG __PDCPSN_SEG - LIC_GNSS_SEC —_MSG2_CH_SEG
.0SK_ 04 m.__MC_SHM_SEG _ _DRAMUPTM_SEG ~ CDPDL2_SEG T ~L3UL_DRB_SEG
.0SK_05 T T eODE SEG __UL_RSM_SEG __DL_PDCP_SEG =167 IP0 SEG __CDPH_ICC_SEG
-OSK_06 n. RO NVM SEG __CDPUL1_SEG __L2_RLC_SEG ~STW PCM SEG __DRAM_NC_SEG
e n. " TLoDPU SEG __CPMS_SHM_SEG __L3DL_PTM_SEG  ~~pec™| 105 SEG __DRAM_PCM_SEG
" PW PERE SEG m._ NC_L2DPU_SEG __DRAMUGDCI_SEG __RSM_SEG TTMSG2 L1C SEG __MSG_CHOST _SEG
.__MHOST RNG_SEG m.__RW_CPS __L2UL_L2PB_SEG __GDCI_SEG “TL1C ICC SEG __OCDPH_ICC_SEG
.__RF_INIT_SEG m.__3G_CODE_SEG __ULPCM_S_SEG __GDCISRAM_SEG __ML:]_E ICE SEG __MCDPH_ICC_SEG
.__IOSM_CSHM_SEG m.__3G_DATA_SEG __SRAM_L2FE_SEG __GDUCSRAM_SEG " 0OL1C ICC SEG __CDPH_1_SEG
.__CPS_FPDB_SEG m.__CPSICC_S_SEG ——SRAMUP TM_SEG

.__EXPRO_SEG m.__SRAM_TEXT_SEG ——SRAMUGDCI_SEG

.__RT _SENSOR_SEG r. TEXT

o ons src e et As seen before SRAM, DRAM, NVM (EEPROM)

333333333333333333333333333333Hh

.__UE_CAP_SEG KERNEL __DATA



=33333333=233=23=23=23=23=23=23=232323233333333Hh

Segments of C1 Firmware (Cross-Core)

Kernel, executable, and data segments

kos #1

.__TEXT
.__DATA
.__DATA_CONST
.APPCONFIG
.0SC_01
.0SC_02
.0SC_03
.0SC_04
.0SC_05
.0SC_06
.0SK_01
.0OSK_02
.0OSK_03
.0OSK_04
.0OSK_05
.0OSK_06
.OSCSHR
.OSCSH?2
. __PW_PERF_SEG

. __MHOST_RNG_SEG
.__RF_INIT_SEG
.__IOSM_CSHM_SEG
.__GTI_SHM_SEG
.__CPS_DP_SEG
.__CPS_FPDB_SEG
. __EXPRO_SEG

. __RT_SENSOR_SEG
.__SENSOR_SEG

. __SAH_CPS_SEG
.__UE_CAP_SEG

kos #2

. RO _DATA _SEG

. __DRAM NC_SEG

. __DRAM_SHM_SEG
. __CPS_ICC_SEG

. __SHMS NVM_SEG
. __SHMC _NVM_SEG
. __PBM_SHM SEG
. _MSG_CPS_SEG
.__MSG2 CPS_SEG
.__PS FwW _DB_SEG
.__LIMEM _TRC_SEG
. __TAGGR_MEM_SEG
.__MC_SHM_SEG

. _2G_DATA_SEG

. __2G_CODE_SEG

. __RO_NVM _SEG

. __L2DPU_SEG

. __NC _L2DPU_SEG
.__Rw _CPS

. 3G _CODE_SEG

. 3G _DATA _SEG

. __OVERLAY_SEG

. __OPBM_SHM_SEG
.__CPSICC_S_SEG
. __SRAM _TEXT _SEG
. _TEXT

r. DATA

KERNEL _TEXT
KERNEL DATA

H=2333=2=2333=2=2=233333333333:3=2:3=2H8h

cdpu
__TEXT
__DATA

__DATA_CONST
__DRAM_NC_SEG
__MSG_UL_SEG
__MSG2_UL_SEG
__CDPULICC_SEG
__MCDPULICC_SEG
__OCDPULICC_SEG
__DRAM_L2FE_SEG
__MX_UL_DL_SEG
__DRAMUPTM_SEG
__UL_RSM_SEG
__CDPUL1_SEG
__CPMS_SHM_SEG
__DRAMUGDCI_SEG
__L2UL_L2PB_SEG
__ULPCM_S_SEG
__SRAM_L2FE_SEG
|__ULICC_S_SEG
__SRAMUPTM_SEG
__SRAMUGDCI_SEG

cdpd l1cs cdph

__TEXT __TEXT ~ TEXT

" DATA __DATA " "SRAM_TEXT_SEG

~DATA _CONST __DATA_CONST " SRAM_SEG

" DRAM_NC_SEG __UC_TXT " SRAM_NC_SEG
MSG DL SEG __FW3G_SEG | _CHICC_ S SEG

~ CDPDL3 SEG __DRAM_NC_SEG SRAM PCM SEG

__CDPDLICC_SEG __SE_EE%_ggg ~ SRAM CH SEG
MCDPDLICC SEG |-—RF_FR2_ DATA

" OCDPDLICC SEG |—-GNSS_FW_SEG " DRAM T SEG

L2 PDCP SEG _-L1C_DP_SEG " "DRAM D_SEG

__PDCPSN_SEG —-L1C_GNSS_SEG | __MSG2_CH_SEG

~ CDPDL2 SEG ~L1C_CPS_SEG “"L3UL DRB SEG

“"DL PDCP SEG ——t%g—%ﬁgEgEG |~ CDPH_ICC SEG

" RSM SEG —-MsSG_LI1C2_SEG ~ MSG CHOST SEG

—_ROM_ " "MSG2 L1C_SEG — MG -

~ " GDCI SEG ~"110 ICC SEG ~"OCDPH_ICC_SEG

" _GDCISRAM SEG MLAC 106G SEG ~“MCDPH_ICC_SEG

__GDUCSRAM_SEG ~0L1C ICC SEG __CDPH_1_SEG

_ DLICC S SEG

Segments that may be loaded by rkos

SHM (Shared Memory), ICC (Interrupts), MSG (Messages)



Significant Changes since Release

Contents of bver.bin

First C1 firmware shipped with 10S 18.3.1 -> iPhone 16e with C1

223.2256080003000000.2019(22.3.0.0|BBFW:1.01.13|date:2025 2 17

Latest C1 firmware shipped in 10S 26.0.1 -> iPhone 16e (Cl1l) & iPhone Air (C1X)

230.2675000076000000.10003|23.0.0.0|BBFW:2.00.09 |date:2025 9 25|
chip_revision_b®



Security Model & Mitigations =



iIBoot Boot Chain

Low Level Bootloader

e Perform extraction of files from ftab.bin
 Checks hashes of firmware files with rcpi.bin

 Assembles GNSS configuration (RXXX, RPXX, CRXX)

@) © -zsh X381

lukasarnold@MacBookPro-von—-Lukas patched % ipsw fw cl -1 ftab.bin

Unknown: 87

CAR3

ARC2

GNS1

R155

R203

RP54

CR54
Digest

Count: 66

CAR3: 5fde934f55e35f9c6135771abaa870dc4459181024021915e6e9138dae9546d31121768122598¢c3338d1906e713702d2

cdp2: c@eb%a3e3ffbd3b5c75428fb36432facabc745944296TF515F737c4fefb4efc64586809F7al6FH6354aleaect2aa8d774

11c2: 02ebabefs424a774elb6c3efeb0a26865¢21d2121d201ea87¢c946804e3elfad4sfd217d0dbceba8fcbdea842e5d9ceb9007

ARC2: dc68503b87fcfelb632128126b%ba%alc9e089267cf5cb662040cdeecee?2¢c85966T1d60908dTF3d806d1lat98cld4T825d

GNS1: 78727c87c0dla2f806a429f4b4c35d6078d4c93c7c2a36e6d7¢c885bd3fa73cdc9fdbl2e35fd7faé6f3a3t411c7d27d82b

R114: 33677749f37fTe3f95b055c2ec4800Tad91795b554at2ec126b5685e13422a5e70a48FT8dT820ca8c99b8d016851debesh




v

rkos

cL4 Kernel

__ TEXT and _ DATA segments

 Apple’s custom implementation of a L4-based microkernel with capabillity-
based system calls

 Executes in EL1 and locks VA upper (TTBR1_EL1) for its use
* Locks two text regions to read-only (CTRR_A & CTRR_B)

O @ @ rkos.bin.bndb — Binary Ninja Personal 5.1.8104-Stable

 cL4 also has been seen in Apple Exclaves c > I

Apple Sinope Loader (C4000) v Linear~ High Level IL ~

int64_t __convention("apple-armé4-objc-fast-arc-20") boot(int64_t argl, int64_t arg2 @ fp)

00000808 int64_t __convention("apple-armé4-objc-fast-arc-20") boot(int64_t argl, int64_t

Apple joins the seL4 Foundation

The seL4 Foundation is pleased to welcome Apple as our latest
member.

We are excited to see their interest in seL4 and look forward to
seeing their work with selL4.

00000808
00000814
00000818
00000834
00000870
00000870
00000894
00000894
00000898
000006898
000008a4d
00001004
00001018
0000101c

_WriteMSR(SystemReg: daif, ©xf)

_WriteMSR(SystemReg: vbar_ell, &data_1800)

_-1isb()

uinté4_t x21_1 = zx.q(_ReadMSR(SystemReg: mpidr_el1))

_WriteMSR(SystemReg: cpacr_ell,
(((Ox4000 * x21_1 + 0x8000) & Oxffff) | Ox10300000) & oOxffffffffffffoooo

sub_3dcc(0x8b8, nullptr, 0, 6x4000 * x21_1 + Ox7ff0, 0x4000 * x21_1 + Ox7ff8
Ox21ef0)

int64_t* x@_5 = *(0x4000 * x21_1 + 0x7ff0)

if (*(0x4000 * x21_1 + Ox7ff8) == 0)
sub_4240(x0_5, x21_1.d)
_WriteMSR(SystemReg: vbar_ell, -0xffffe800)
_-1sbi()



https://randomaugustine.medium.com/disassembling-apple-exclaves-7979bb987f86
https://sel4.systems/news/2024.html

rkos

v
Roottask

r. TEXT and r._ DATA segments

e OSCKIit = Operating System (Component | Compartment) Kit
* Processes boot arguments and prepares global memory including PAC & ASLE

 |Loads OSCKIit segments . TExT, m._ DATA, m._ _DATA_CONST, m. APPCONFIG, m.0Sx

* Creates processes for three compartments, maps IRQs, and launches them

@ rkos.bin.bndb — Binary Ninja Personal 5.1.8104-Stable

rkos.bin.ondb e +
. Apple Sinope Loader (C4000) v Linear~ HighLevellL ~

void roottask_main(int64_t* argl, int64_t* arg2) __noreturn

7fffe5ec roottask_print(9, 0x80012868, "[0OSCKit]\n")
7fffe600 int64_t* i_2 = argT

7fffe600

7fffe720 do

7fffe610 if (*i_2 1= 9)

7fffeb614 inté4_t j = 0

7fffeb618 void* x23_1 = &i_2[4]
7fffe618

7fffe714 do

7fffeblc int64_t x9_3 = *x23_1




rkos

v
Compartments

M.APPCONFIG segment defines 3 compartments

 Platform (PID 1) - Manages hardware and provides OS functions
 OverTheAir (PID 2) - Processes and generates over the air packets
 Middleware (PID 3) - Limited hardware access for some cellular features
« Communication between compartments via well-defined OSCKit RPC

 Each compartment has a set of startup tasks and then initializes long running
tasks via the boot & mode manager (bootman & modeman)

 Some functions behave differently based on caller / enforce correct
compartment



Common ARM64 Mitigations
PAC and ASLR are applied on all ARM64 cores

e Other cores (cdpu cdpd, I11cs) boot in simple RTKit manner

* Ensure pointer integrity with Apple-custom PAC implementation

* 10k of 29k functions pointers in rkos binary have PAC diversity data
 Address Space Layout Randomization is active

e Offset (slide) is unique for each core

» Slides of other cores are provided via patchbays

* No indication of enhanced memory tagging extensions (yet?)



https://theapplewiki.com/wiki/RTKit
https://www.usenix.org/system/files/usenixsecurity23-cai-zechao.pdf
https://security.apple.com/blog/memory-integrity-enforcement/

/Library/Caches/com.apple.xbs/Sources/INITIUM1BaseBandFW_osc

Assertion Statements

Ensure preconditions of are met

 Check expected state and if not met trigger a crash

 Baseband will enter spinlock, I0S watchdog will detect
unresponsiveness, I.e. crash, and restart baseband

* |ntermediate assertion functions for various subsystems
o Stack guards are a special type of assertion failure

» Useful for RE: Often contain message of fault reason and
name of file or even full file path

—— cellular_protocol_stack

—— 3p_Src
—— 3p_tools
—— as .
—— cps_apil
—— nas
—— Services

—— platform_sw
—— protocol_stack
—— system-build
F1rmware_bb

—— 11c

—— msw_platform_services
utput
INITIUM1

—— platform_sw

—— analytics

—— audio
boot_and_mode_manager
core

external
factory

gtli

hwid

1pcC

11c 1lcs

mccr

memory

mri
os_frameworks
power

— sah.v3

—— security

\

—— S1Mm
—— tTrace

—— roottask
£—— STC
—— STC
i—— libc

—— stewle_stack

— 1l1c
—— protocol_stack
/inyl

—— s1m_arb
—— srcC



How is the security model holding up?
Only one 8.1 CVSS CVE so far due to a logic bug

Baseband

Avalilable for: iIPhone 16e
Impact: An attacker in a privileged network position may be able to intercept network traffic
Description: This issue was addressed through improved state management.

CVE-2025-31214: &K, &£51%, and 2F 1

Ruohan Qin, Zhiwei Cui, and Baojiang Culi
Beljing University of Posts and lelecommunications

Fixed in 10S 18.5 (https://support.apple.com/en-us/122404)


https://support.apple.com/en-us/122404
https://ieeexplore.ieee.org/author/37089969827
https://scss.bupt.edu.cn/info/1063/1140.htm

Apple puts Money behind their Claims

https://security.apple.com/blog/apple-security-bounty-evolved/

We believe the architectural improvements and enhanced security In
devices with C1(X) modems make them the most secure in the industry,
making proximity-based attacks more challenging to execute than ever.

We’ve never observed a real-world, zero-click attack executed purely through
wireless proximity.

Wireless proximity attack: Attack $2 50K D $1 \/

requiring physical proximity to device


https://security.apple.com/blog/apple-security-bounty-evolved/

i~/ \

1L~ |
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Limitations of Hacking with C1 e

{{~~ \——— /
Copyright(C) 2001

Approaches besides static analysis

 Ways to interact with the baseband on an iPhone

 Extract baseband data from sysdiagnoses (often empty)

WARNIN

» Extract baseband (ARI) packets from syslog Y 7:36

e Send over-the-air packets and hope for a crash
* No jailbreaks for iPhone 16e & Air available — none expected in the future
* No SRD with C1 baseband - fingers crossed for next year

* Best approach for dynamic analysis: emulation and native rehosting



Thanks! =1 =

We,re continuing our work SECURE MmMOBILE NETWORKING

Research by
Lukas Arnold?, Lucas Becker?, Nils Rollshausen!, Dyon Goos?, Jiska Classens, Marius Muench#

1 TU Darmstadt - 2 VU Amsterdam - 3 Hasso-Plattner-Institut - 4 University of Birmingham

Contact Lukas Open-Source Projects
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CellGuard Baselrace
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https://github.com/seemoo-lab/CellGuard
https://github.com/seemoo-lab/BaseTrace

