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github.com/rec0de/VisualPairingHackgithub.com/insidegui/VisualPairingHack

https://github.com/rec0de/VisualPairingHack
https://github.com/insidegui/VisualPairingHack
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service_aars = Service(
  '9aa4730f-b25c-4cc3-b821-c931559fc196',
  [
    # AARS Device Name
    Characteristic(
      'e168d473-8efd-4485-a1fd-b25edad4dce2',
      # Watch5,1 + version info protobuf
      '0a085761746368352c31108680021801200f28013000',
    ),
    # AARS Push
    Characteristic(
      '1f9636e6-ca97-4c30-bc5f-c477d6a6cf32'
    ),
    # AARS Nano
    Characteristic(
      '5f6c6a23-8ac8-400e-810b-017134943460'
    ),
  ]
)

AARS
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MAGNET

github: watchwitch-wireshark

https://github.com/seemoo-lab/watchwitch-wireshark
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MAGNET

bumble

https://google.github.io/bumble/
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MAGNET

connection.send_l2cap_pdu(0x3a, bytearray.fromhex('09050ab3080000')) # version info
device.l2cap_channel_manager.register_fixed_channel(0x3a, magnet)

bumble

https://google.github.io/bumble/
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bumble

IKEv2

https://google.github.io/bumble/
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ESP

ip xfrm state add src $localV4 dst $remoteV4 proto esp spi 0xa... mode tunnel aead 'rfc4106(gcm(aes))' 0x1... 128 sel src "::0/0" dst "::0/0"
ip xfrm state add src $remoteV4 dst $localV4 proto esp spi 0xb... mode tunnel aead 'rfc4106(gcm(aes))' 0x2... 128 sel src "::0/0" dst "::0/0"
ip -6 xfrm policy add src $localV6/112 dst $remoteV6/112 dir out tmpl src $localV4 dst $remoteV4 proto esp reqid 0xa... mode tunnel
ip -6 xfrm policy add src $remoteV6/112 dst $localV6/112 dir  in tmpl src $remoteV4 dst $localV4 proto esp reqid 0xb... mode tunnel

easy!
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ALLOY

your wifi password

play along for ~350 messages or 250kB and...
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IKEv2 Handling

3.10.  Notify Payload
   The Notify payload, denoted N in this document, is used to transmit
   informational data, such as error conditions and state transitions,
   to an IKE peer.  A Notify payload may appear in a response message
   (usually specifying why a request was rejected), in an INFORMATIONAL
   exchange (to report an error not in an IKE request), or in any other
   message to indicate sender capabilities or to modify the meaning of
   the request.

— RFC 7296

https://datatracker.ietf.org/doc/html/rfc7296#section-3.10
https://datatracker.ietf.org/doc/html/rfc7296#section-3.10
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Apple-defined private notify types

https://datatracker.ietf.org/doc/html/rfc7296#section-3.10
https://datatracker.ietf.org/doc/html/rfc7296#section-3.10
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injection of a forged Wi-Fi IP address update



57



58



https://www.seemoo.tu-darmstadt.de/
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accessibility.local accessibility.switchcontrol accounts.representative accountssync addressbooksync airtraf
timers amsaccountsync anisette appconduit appconduit.v2 applepay applepay.identitycredential applepay.sharin
apppredictionsync appregistrysync appstore appsyncconduit appsyncconduit.v2 arcade.fastsync askto audiocontr
audiocontrol.music autobugcapture avconference.avctester biz bluetooth.audio bluetoothregistry bluetoothregi
bluetoothregistryclassa bluetoothregistryclassc brook bulletinboard bulletindistributor bulletindistributor.
callhistorysync camera.proxy carmelsync carousel.uitrigger clockface.sync cmsession companion.auth companion
contextsync contextsync.local continuity.activity continuity.auth continuity.auth.classa continuity.encrypti
continuity.tethering continuity.unlock coreduet coreduet.sync ct.baseband.p2p.notification ct.commcenter.p2w
ct.commcenter.sim ct.commcenter.sim.cloud ded ded.watch digitalhealth donotdisturb dropin.communication drop
electrictouch eventkitmutation eventkitsync facetime.audio facetime.lp facetime.messaging facetime.multi fac
facetime.sync facetime.video familycontrols fignero findmy.itemsharing-crossaccount findmydeviced.aoverc 
findmydeviced.watch findmylocaldevice fitnessfriends.icloud fitnessfriends.imessage fmd fmd.local fmf fmf.lo
gamecenter gelato gftaastest.communication groupkit groupkit.invite groupRemoteControl.cloud groupRemoteCont
groupRemoteControl.session harmony.pushprovisioning health.sync.classc health.sync.sharingsetup healthapp.me
healthappnotificationsync hearing home home.invite icloudpairing idscredentials idsremoteurlconnection idstr
intercom internal.watch.calendar.analytics iosdiagnostics iosdiagnostics.icloud iratmanager itunes itunesclo
kbd.transfer kcsharing.invite keysharing keytransparency.accountkey.pinning location.auth location.fencehand
location.motion location.motion.livabilityprogram location.stream location.usage location.wifitilesync lockd
mail.fetches mail.sync.accounts mail.sync.content mail.sync.messages mail.sync.protected mail.sync.protected
maps.eta maps.proxy maps.sync mediaremote mediaremote.v2 messagenotification messages messagesquickswitch mo
mobiletimersync multiplex1 nameandphoto nanobackup nanomediasync nearby news notes nsurlsessionproxy octagon
otaupdate.cloud pairedunlock passbook.general passbook.maintenance passbook.provisioning passbook.relevancy 
passbook.remoteadmin pbbridge pbbridge.connectivity pcskey.sync phone.auth phonecontinuity photos.proxy phot
preferencessync preferencessync.pairedsync proxiedcrashcopier proxiedcrashcopier.icloud pushproxy quickboard
regulatorysync remotemediaservices resourcegrabber safari.groupactivities safetymonitor safetymonitor.ownacc
screenshotter screentime screentimelocal sensorkit sensorkitkeys sessionkit sharing.paireddevice sharing.ran
siri.device siri.icloud siri.location siri.phrasespotter siri.proxy siri.voiceshortcuts sleep.classd sms sms
sockpuppet sockpuppet.classd soscoordination status.keysharing status.personal suggestions.smartreplies sysd
systemsettings systemsettings.files tccd.msg tccd.sync telephonyutilitiestemporary thumper.keys thumper.sett
timezonesync tinker.messages tinker.nanoregistry tinker.photos tinker.school tinker.telephony tips usagetrac

~230 Alloy topics across 151 iOS binaries
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WIN?
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rec0de.net/open/bytewitch/

github.com/rec0de/bytewitch/

bytewitch

https://rec0de.net/open/bytewitch/
https://github.com/rec0de/bytewitch/
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QUESTIONS!

let’s keep in touch:

nrollshausen@seemoo.de

@trusted_device@infosec.exchange

github.com/seemoo-lab/watchwitch

mailto:nrollshausen@seemoo.de
https://infosec.exchange/@trusted_device
https://github.com/seemoo-lab/watchwitch
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