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What are 
Powerlogs?



Powerlogs
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Screenshot*

● SQLite Database
● Available on all Apple devices

○ macOS
○ iOS
○ Apple Watch  
○ HomePod
○ Apple TV
○ VisionPro

● Keeps track of many things!
○ Battery Consumption, Hardware, Configurations,  Device Usage…more!

● macOS: /private/var/db/powerlog/Library/BatteryLife
● iOS: /private/var/containers/Shared/SystemGroup/<UUID>/Library/BatteryLife/



Acquiring the Powerlogs
● macOS

○ Via file system
○ Sysdiagnose

● iOS
○ Full File System (FFS) Dump via 

forensic acquisition tools
○ Sysdiagnose (Apple Watch also, if 

Profile installed on iOS device)
○ Open Source Tools - UFADE, for 

example
○ NOT available in iOS Backup

● VisionPro - Sysdiagnose
● Apple TV - Sysdiagnose
● HomePod - Sysdiagnose (with Profile 

installed on iOS device)



The Database
● Massive SQLite Database
● Total tables can vary for different device hardware and 

OS versions
○ Apple TV / HomePod : ~200
○ macOS: ~300
○ VisionOS / watchOS: ~500
○ iOS: ~700

● Most are standalone tables
○ ie: ID, Timestamp, Event
○ No table joins needed



Data Retention
● File System Acquisition 
● Combined ~1-1.5 weeks

○ CurrentPowerlog.PLSQL
■ Most tables last ~3 days

○ /Archives/powerlog_YYYY-MM-DD_*.PLSQL.gz
■ Most tables last ~24 hours

● Sysdiagnose Only
○ powerlog_YYYY-MM-DD_*.PLSQL (& *.BGSQL, *.EPSQL)

■ Most tables last ~3 days



Timestamps - Unix Epoch



Timestamps - Unix Epoch?



Monotonic Clock
Unix Epoch (with offsets table)



Powerlog Timestamp 
Caveats & Considerations
● Never trust a powerlog timestamp to be exactly correct, even when 

normalized.
○ Due to offset table “drift”, timestamps may be off by a few seconds
○ Your analysis temporal scope may be affected by

● Tables with timestamps before the earliest drift in offset table may calculate 
out to an peculiar time.

● AFAIK - This is the only database where this offset occurs on iOS and 
macOS.

● Use other forensic data to corroborate powerlog events.
● Great blog showing timestamp examples: 

○ https://doubleblak.com/blogPost.php?k=powerlog
● For This Presentation Only

○ Timestamps have been normalized and presented in local time.
○ Some columns have been hidden for easy viewing purposes.

https://doubleblak.com/blogPost.php?k=powerlog


Analysis - With 
700+ tables, where 
to start?



Application Usage



Application Usage - macOS 



Application Usage - iOS



Application Usage - iPad



Application Usage - iPad



Application Usage - visionOS



Location



Locale - Time Zones



Application Location Usage



Airplane Mode



Carrier 
Information



CarPlay Usage



CarPlay Usage



Apple Pay Transactions



Communication



Communication - Calls



Aggregated App Usage



Media Usage



Media Usage



Media Usage



Media Usage



Video Usage



Network Usage



Network Usage



Network Usage



Wifi & Hotspot Usage



System Status



System Status 



Boot Time & OS Updates



Connected Devices - macOS



Battery Level - VisionPro



Apple Intelligence & Notifications
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