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• A brief history of user space 
filesystems on macOS


• FSKit internals and 
implementation


• Detection and Deception use 
cases

Three parts



A brief history



MacFUSE

• Started by Amit Singh


• At Google, back in 2007



Obj-C RuntimeFS



MacFuse based ProcFS
Enabled a bunch of filesystems
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• FSKit


• Kernel —> Userspace path


• EndpointSecurity


• DriverKit


• And now FSKit



FSKit
Origins

• Files app on iOS 11


• Files app added support for mount USB drives and SMB shares in iOS 13
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+-o com_apple_filesystems_lifs  <class com_apple_filesystems_lifs, ... { 
  |   "IOProbeScore" = 0 
  |   "CFBundleIdentifier" = "com.apple.filesystems.lifs" 
  |   "IOMatchCategory" = "com_apple_filesystems_lifs" 
  |   "IOClass" = "com_apple_filesystems_lifs" 
  |   "IOPersonalityPublisher" = "com.apple.filesystems.lifs" 
  |   "IOProviderClass" = "IOResources" 
  |   "CFBundleIdentifierKernel" = "com.apple.filesystems.lifs" 
  |   "IOMatchedAtBoot" = Yes 
  |   "IOUserClientClass" = "AppleLIFSUserClient" 
  |   "IOResourceMatch" = "IOBSD" 
  | } 
  +-o AppleLIFSUserClient  <class AppleLIFSUserClient, id 0x10004a00b, !registered, !matched, 
active, busy 0, retain 5> { 
  |     "IOUserClientCreator" = "pid 40361, fskitd" 
  |     "IOUserClientDefaultLocking" = Yes 
  |   } 
  +-o AppleLIFSUserClient  <class AppleLIFSUserClient, id 0x10004a00c, !registered, !matched, 
active, busy 0, retain 6> { 
  |     "IOUserClientCreator" = "pid 40364, com.apple.fskit." 
  |     "IOUserClientDefaultLocking" = Yes 
  |   } 
  +-o AppleLIFSUserClient  <class AppleLIFSUserClient, id 0x10004a00e, !registered, !matched, 
active, busy 0, retain 6> { 
  |     "IOUserClientCreator" = "pid 40367, com.apple.fskit." 
  |     "IOUserClientDefaultLocking" = Yes 



osquery> select pid, name, ... from processes where pid = 40364; 
       pid = 40364 
      name = com.apple.fskit.exfat 
       
      path = /System/Library/ExtensionKit/Extensions/
com.apple.fskit.exfat.appex/Contents/MacOS/com.apple.fskit.exfat 
    
   cmdline = /System/Library/ExtensionKit/Extensions/
com.apple.fskit.exfat.appex/Contents/MacOS/com.apple.fskit.exfat 
    -LaunchArguments 
eyJ0eXBlIjoxLCJlbmhhbmNlZFNlY3VyaXR5IjpmYWxzZSwic2VydmljZU5hbWUiOiJjb2
0uYXBwbGUuZnNraXQuZXhmYXQifQ== 
      
     state = R 
       cwd = /Users/sharvil/Library/Containers/com.apple.fskit.exfat/ 
    parent = 1 
       uid = 501 
       gid = 20 

. . . 



echo 
eyJ0eXBlIjoxLCJlbmhhbmNlZFNlY3VyaXR5IjpmYWxzZSwic2VydmljZU5hbWUiOiJjb2
0uYXBwbGUuZnNraXQuZXhmYXQifQ== | base64 -D | jq . 

{ 
  "type": 1, 
  "enhancedSecurity": false, 
  "serviceName": "com.apple.fskit.exfat" 
} 

LaunchArguments for /S/L/ExtensionKit…/com.apple.fskit.exfat



➜ echo 
eyJzZXJ2aWNlTmFtZSI6ImNvbS5hcHBsZS5mc2tpdC5Nb2R1bGVFbmFibGVtZW50IiwidH
lwZSI6MiwiZW5oYW5jZWRTZWN1cml0eSI6ZmFsc2V9 | base64 -D | jq . 

{ 
  "serviceName": "com.apple.fskit.ModuleEnablement", 
  "type": 2, 
  "enhancedSecurity": false 
} 

LaunchArguments for /S/L/ExtensionKit…/com.apple.fskit.ModuleEnablement



➜ /usr/libexec/ 
  . 
  ├── fskit_agent 
  ├── fskit_helper 
  └── fskitd 



➜ /usr/libexec/ 
  . 
  ├── fskit_agent 
  ├── fskit_helper 
  └── fskitd 

• Links to DiskArb for mounting 

• Connects to Private LiveFS.framework 

• Proxies requests to LIFS.kext 



Quick Recap

• Filesystems are pretty cool and essential


• Apple is on the path to move components out of the kernel


• FSKit has origins on iOS and move ported to macOS


• FSKit modules are AppExtension 


• fskitd is the userspace daemon that communicates with LIFS.kext 



Implementing a filesystem with 
FSKIT
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FSVolume
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FSModule.appex



User Interaction Required* to Enable our FSModule







Info.plist



26 │<key>FSPersonalities</key> 
27 │<dict> 
28 │  <key>SysFSPersonality</key> 
29 │  <dict> 
30 │  <key>FSName</key> 
31 │    <string>sysfs</string> 
32 │    <key>FSfileObjectsAreCaseSensitive</key> 
33 │    <false/> 
34 │  </dict> 
35 │</dict>

Info.plist



26 │<key>FSPersonalities</key> 
27 │<dict> 
28 │  <key>SysFSPersonality</key> 
29 │  <dict> 
30 │  <key>FSName</key> 
31 │    <string>sysfs</string> 
32 │    <key>FSfileObjectsAreCaseSensitive</key> 
33 │    <false/> 
34 │  </dict> 
35 │</dict>

38 │ <key>FSShortName</key> 
39 │ <string>sysfs</string> 
40 │ <key>FSSupportsBlockResources</key> 
41 │ <false/> 
42 │ <key>FSSupportsGenericURLResources</key> 
43 │ <false/> 
44 │ <key>FSSupportsPathURLs</key> 
45 │ <true/> 
46 │ <key>FSSupportsServerURLs</key> 
47 │ <false/>

Info.plist



final class SysFS: FSUnaryFileSystem, FSUnaryFileSystemOperations { 

    private let logger = Logger(subsystem: "SysFS", category: "SysFS") 

    func probeResource( 
        resource: FSResource, 
        replyHandler: @escaping (FSProbeResult?, (any Error)?) -> Void 
    ) { 
        guard let resource = resource as? FSPathURLResource else { 
            exit(EXIT_FAILURE) 
        } 

        let fileName = resource.url.deletingPathExtension().lastPathComponent 
        replyHandler( 
            FSProbeResult.usable( 
                name: fileName, 
                containerID: FSContainerIdentifier(uuid: UUID()) 
            ), 
            nil 
        ) 
    } 

SysFS (1)



SysFS (2)

func loadResource( 
    resource: FSResource, 
    options: FSTaskOptions, 
    replyHandler: @escaping (FSVolume?, (any Error)?) -> Void 
) { 
    containerStatus = .ready 
    let volume = SysFS(resource: resource) 
    replyHandler( 
        volume, 
        nil 
    ) 
} 
func unloadResource( 
    resource: FSResource, 
    options: FSTaskOptions, 
    replyHandler reply: @escaping ((any Error)?) -> Void 
) { 
    logger.debug("unloadResource: \(resource, privacy: .public)") 
    reply(nil) 
} 



SysFSVolume (1)



SysFSVolume (1)
var supportedCapabilities: FSVolume.SupportedCapabilities { 
  let capabilities = FSVolume.SupportedCapabilities() 
  capabilities.supportsJournal = false 
  capabilities.doesNotSupportRootTimes = true 
  capabilities.supportsHardLinks = false 
  capabilities.supportsSymbolicLinks = false 
  capabilities.supportsPersistentObjectIDs = true 
  capabilities.supportsHiddenFiles = false 
  capabilities.supports64BitObjectIDs = true 
  capabilities.caseFormat = .insensitiveCasePreserving 
  return capabilities 
}



SysFSVolume (1)
var supportedCapabilities: FSVolume.SupportedCapabilities { 
  let capabilities = FSVolume.SupportedCapabilities() 
  capabilities.supportsJournal = false 
  capabilities.doesNotSupportRootTimes = true 
  capabilities.supportsHardLinks = false 
  capabilities.supportsSymbolicLinks = false 
  capabilities.supportsPersistentObjectIDs = true 
  capabilities.supportsHiddenFiles = false 
  capabilities.supports64BitObjectIDs = true 
  capabilities.caseFormat = .insensitiveCasePreserving 
  return capabilities 
}
func reclaimItem(_ item: FSItem) async throws { 
        throw fs_errorForPOSIXError(POSIXError.EIO.rawValue) 
    } 

    func readSymbolicLink( 
        _ item: FSItem 
    ) async throws -> FSFileName { 
        throw fs_errorForPOSIXError(POSIXError.EIO.rawValue) 
    } 

    func createItem(named name: FSFileName, type: FSItem.ItemType,  
inDirectory directory: FSItem, 

        attributes newAttributes: FSItem.SetAttributesRequest 
    ) async throws -> (FSItem, FSFileName) { 
        throw fs_errorForPOSIXError(POSIXError.EIO.rawValue) 
    } 



SysFSVolume (2)

func read( 
        from item: FSItem, 
        at offset: off_t, 
        length: Int, 
        into buffer: FSMutableFileDataBuffer 
    ) async throws -> Int { 
        var bytes = 0 
        let name = item.name.string 
        var data: Data 
        if name == "hello_world" { 
            data = getData("hello_world") 
        } else if name == "time" { 
            data = getData("time") 
        } else if name == "version" { 
            data = getData("version") 
        } else if name == "tripwire" { 
            data = getData("tripwire") 
        } 

        if offset < item.attributes.size { 
            return 0 
        }

let maxRead = min(length, Int(totalSize) - 
Int(Offset) 
bytes = data.withUnsafeBytes { (src: 
UnsafeRawBufferPointer) in 
  buffer.withUnsafeMutableBytes { (dst: 
UnsafeMutableRawBufferPointer) in 
    let srcPtr = src.baseAddress! + 
Int(Offset) 
    let dstPtr = dst.baseAddress! 
    memcpy(dstPtr, srcPtr, maxRead) 
    return maxRead 
  } 
} 
return bytes



Mounting

➜ pluginkit -a SysFS.appex

➜ mount -F -t sysfs dummy_random_data_file_for_sysfs.bin vol



osquery> select device, path, type from mounts where type != 'apfs'; 
+------------------------------------------------------------------+---------------------------+--------+ 
| device                                                           | path                      | type   | 
+------------------------------------------------------------------+---------------------------+--------+ 
| devfs                                                            | /dev                      | devfs  | 
| map auto_home                                                    | /System/Volumes/Data/home | autofs | 
| /dev/disk4s1                                                     | /Volumes/Kernel Debug Kit | hfs    | 
| /dev/disk13s1                                                    | /Volumes/Additional Tools | hfs    | 
| dummy_random_data_file_for_sysfs.bin -- file:///private/tmp/fsk/ | /private/tmp/fsk/vol      | sysfs  | 
+------------------------------------------------------------------+---------------------------+--------+ 

Mounts



ES Mount Event



ES Open Event



FSKit

* Easily write custom filesystems 

* You control not only read/write, but also other ops 

* symlink behavior, xattr get/set 

* Opens up a lot of powerful detection use cases 

* Use AI to populate canary filesystem 

* Generic ransomware detection v2.0
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- Not just theoretical 


- Successfully deployed 




osquery: file access monitoring



Google just announced ransomware


Protection on Google Drive 15 days back

Our AI-powered detection in Drive for 
desktop identifies the core signature of a 
ransomware attack — an attempt to 
encrypt or corrupt files en masse — and 
rapidly intervenes to put a protective 
bubble around a user’s files by stopping file 
syncing to the cloud before the 
ransomware can spread.



sigterm

* Questions? 

* Thank you! 

* takeaways — es muting + file access monitoring + fskit


