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Speaker
● Tara Gould

● Belfast

● Threat Research Lead at 
Cado (acquired by 
Darktrace)



02
macOS malware landscape



macOS malware landscape

400% increase Larger amount of 
enterprise users Shift from adware to 

stealers
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Who?

Nation State
Various APT

Cybercrime
MaaS affiliates
Traffer groups



Malwares

NimDoor
DPRK

RustBucket
DPRK

Banshee Stealer
MaaS

Atomic Stealer
MaaS

Poseidon
MaaS

Hamas Affiliated
SysJoker
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Cthulhu Stealer











Overview

DMG
Multi arch ARM and x86

Social Engineering
Osascript password 
prompt

Exfiltrated Data
Crypto Wallets, browser 

data, Telegram & 
gaming, system & 

network information

Credential Theft
Chainbreaker used to 
dump Keychain 
passwords
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OpSec Mistakes











Cthulhu Team

Russian Speaking ��🇺
Underground 
marketplaces
Operate on Telegram 
and forums

Formed of affiliates
Affiliates rent the 

malware each month for 
$500 and earn a 

percentage of earnings

Active since 2022
Previous activity involves 
NFT and Twitter scams. 
Previous Mac and 
Windows malware 
campaigns.
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Cthulhu Timeline

2023 Balaclavv is 
scammed by 0xfff

Cthulhu Stealer 
operates from late 
2023 to early 2024

Balaclavv dips



To Conclude…

Be careful on a 
Mac!

Malware 
developers are 

prone to the same 
mistakes as 
anyone else

Criminals 
targeting other 

criminals



Thank You!


