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Who am I?
I’m an iOS security researcher at

- Working at Cellebrite since 2017

- 4 as digital forensics researcher

- 3 as iOS vulnerability researcher @yarden_ha



Sandbox Overview

Agenda
Sandblaster

File Format iOS 18 Changes



What is Sandbox?
- Security mechanism

- Protects system resources such as filesystem, xpc services, syscalls

- Implemented in kernel level



Motivation?
- Set of rules

- Aid identifying vulnerabilities 

- Quickly determine your strategy

- Different processes different rules



Goal: Decompile Sandbox profiles

Tool: Sandblaster



Sandblaster
“SandBlaster is a tool for decompiling binary Apple Sandbox profiles.

Apple Sandbox profiles are written in SBPL (Sandbox Profile Language),

a Scheme-like language, and are then compiled into an undocumented binary format.

SandBlaster is a tool that reverses binary Sandbox profiles

to their original SBPL format and supports up to iOS 11.”



Sandblaster
“Sandbox profiles are extracted from the kernel sandbox extension.”

“python reverse_sandbox.py -r 9.3 -o ../helpers/iPhone5,1_9.3_13E237.sb_ops -d 

iPhone5,1_9.3_13E237.reversed_profiles/ ../helpers/sandbox_bundle”









File Format
    Compile custom profile Reverse the parsing process done 

in the Kernel



File Format
- Platform Profile

- Built in collection

- Protobox collection



File Format



Header

Regex table

Global variables

States

Entitlements

Operations

Operation Nodes

Literals

File Format



Type Nodes 
count

Num 
profiles

Regex 
count

Instructions 
count

Op 
count

Global vars
count

States 
count

Entitlements 
count

Header

Operation Nodes:

The actual rules

File Format

Operations:

List of syscalls to restrict



Operation:
dynamic-code-generation

File Format



File Format
- Number of operation nodes

- Number of operations

- Operations table

- Operation nodes

- Literals



Node 0

Match:
Goto Node 2 (allow)

Unmatch:
Goto Node 1 (deny)

File Format



Header

Regex table

Global variables

States

Entitlements

Profiles

Operation Nodes

Literals

Type

File Format



Profiles

Operations

Name

File Format



The Output Challenge



The Output Challenge
@LIJI32

“It’s only a set of If else if else”

We will use C code





The Output Challenge
@LIJI32

“It’s only a set of If else if else”

We will use C code

@cjori - Automated parsing helper



iOS 18 Changes



iOS 18 Changes



Future Goals
- Sandbox extensions

- States layer

- Unknown file format data



@yarden_ha

Thank you! 


